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While the concept of red lines is relatively well-documented and discussed in areas of re-
search surrounding deterrence and acts of war, the term cyber red lines is rather complicated
and fairly immature in the research. Recognizing the ongoing challenges surrounding the red
line term in a cyber context, this article seeks to define such a threshold within gray-zone
cyber operations to determine an appropriate situation when the US Department of Defense
could and should respond to state or nonstate actor operations that manifest as a cyberattack.
The article also seeks to clarify what is meant by the term cyber gray zone.

esearch surrounding red lines in terms of great power conflict and war provides

an important area of study in order to understand what defines a red line and

how it can be influential to conflict.! Red lines within a cyber context, however,
are not as clearly articulated and represent an evolving concept with many complicated
nuances. The amorphous nature of the cyberspace domain—unlike the air, land, sea,
and even space domains—and the vaguely understood boundaries between US and
adversary cyber terrain can prove problematic when drawing cyber red lines.

Furthermore, the ubiquitous nature of technology, and more specifically cyber-

related technology, can create challenges in understanding and determining the role of
the Department of Defense in response to offensive cyberspace operations (CO) by state
and nonstate actors. Joint doctrine defines cyberspace operations as “the employment

Denise Tennant is deputy chief of operations of the Information Effect Directorate, Joint Warfare Analysis Center,
in Dahlgren, Virginia, and holds a juris doctor from the Marshall-Wythe School of Law at the College of William
and Mary.

Louis Nolan is a Department of the Air Force civilian at United States Strategic Command, Offutt Air Force Base,
Nebraska, and holds a master of science in systems management from the University of Southern California.

Dr. Deanna House is an assistant professor of information systems and quantitative analysis, co-director of the
Nebraska Deterrence Lab at the College of Information Science and Technology, and Cyber Threat Analysis Lab
research lead, National Counterterrorism Innovation, Technology and Education Center, University of Nebraska
Omaha.

1. See, for example, Thomas G. Mahnken and Gillian Evans, “Ambiguity, Risk, and Limited Great
Power Conflict,” Strategic Studies Quarterly 13, no. 4 (2019), https://www.airuniversity.af.edu/; and Derek
Grossman and Joel Speed Meyers, “Minding the Gaps: US Military Strategy toward China,” Strategic Stud-
ies Quarterly 13, no. 4 (2019).

ZATHER: A JOURNAL OF STRATEGIC AIRPOWER ¢ SPACEPOWER 59



Cyber Red Lines

of cyberspace capabilities where the primary purpose is to achieve objectives in or through
cyberspace” and includes not only military and intelligence but also DoD business compo-
nents. Importantly, cyberspace operations can be malicious but are not always so.”

In the era of technological advancements, identifying strategic inflection
points—points at which businesses or organizations undertake significant changes
in order to remain competitive—is critical.® In the case of cyber strategic inflection
points for the military, this means a move to develop capabilities superior to that of
an adversary. Efforts to identify current cyber strategic inflection points and moti-
vations that drive change create ongoing challenges surrounding when the Defense
Department could and should respond to state or nonstate actor operations that
manifest as a cyberattack.

Response to a cyberattack that results in an escalation beyond the virtual realm
would typically not occur due to the nonphysical nature of attacks and their tempo-
rary and reversible effects.* The relationship between deterrence and red lines can be
complicated in cyber-specific engagements, mainly due to attribution and to chal-
lenges surrounding capabilities.

In instances of cyberattacks, it can be difficult to know whether an attack will be
effective due to the ever-changing network and software environment. Attribution can
be hard to attain when responding to a cyberattack. Raising false flags and taking time
to examine an attack forensically to determine its origin can prevent a swift response.’
In addition, traditional deterrence methods that involve disclosing specific details
about capabilities can provide adversaries with information that could result in pre-
venting or deflecting an attack.® This article thus explores the concept of cyber red
lines and provides a starting point for understanding what this means in terms of re-
sponses to cyberspace operations conducted by adversary state and nonstate actors.

In order to establish a baseline understanding of cyber red lines, this article relies
heavily on legal and academic literature analyzing the current state of international
law and norms applicable to cyberspace, official US policy documents on cyberspace
and cyberspace operations, and proposed cybersecurity approaches, as well as on
news reports and academic analyses of these operations.

2. Joint Cyberspace Operations, Joint Publication (JP) 3-12 (Washington, DC: Chairman of the Joint
Chiefs of Staff, December 19, 2022), I-1.
3. Robert A. Burgelman and Andrew S. Grove, “Strategic Dissonance,” California Management Review

4. Erica Borghard and Shawn W. Lonergan, “Public-Private Partnerships in an Era of Great-Power
Competition,” in “Ten Years In: Implementing Strategic Approaches to Cyberspace,” Newport Papers 45

6. Davi M. D’Agostino et al., Defense Critical Infrastructure: Actions Needed to Improve the Identifica-
tion and Management of Electrical Power Risks and Vulnerabilities to DOD Critical Assets, GAO-10-147

60 Vol. 3, No. 2, Summer 2024


https://doi.org/10.2307/41165830

https://digital-commons.usnwc.edu/usnwc-newport-papers/45/
https://doi.org/10.1162/ISEC_a_00266
https://www.gao.gov/products/gao-10-147

Tennant, Nolan ¢» House

Defining Cyber Red Lines

This article defines a red line as the threshold at which an action taken is so
grievous that a use of force in response would be generally accepted under interna-
tional law. This definition sets the upper boundary for the gray zone, the nebulous
area of actions that fall below the threshold of armed conflict but may still warrant a
US government response. In this zone, cyberspace operations provide a unique con-
text under which adversaries can hide activities, create uncertainty, and avoid at-
tribution—all key components that blur the evidence that would warrant a use of
force as a response.” Further defining the gray zone as it relates to CO and the
thresholds for the DoD response to actions within it is part of the larger analytic
focus of this article.

The term red line is frequently used, but in the case of cyber, it remains inade-
quately defined. The context-specific nature of cyberattacks creates an air of ambiguity
surrounding consequences should a red line be crossed. There is rarely agreement on
the term, with definitions ranging from “an expression used by governments to pri-
vately define a threshold for action” to “an unequivocal threat, a line in the sand that if
crossed, the target would incur the full fury of the state that issued the threat in the
first place.”® This lack of common understanding creates an uncertainty that makes
effective deterrence even more difficult.

The construct of red lines is prevalent in every continent with the number of red
lines currently drawn at an all-time high.? Formal declarations of cyber red lines have
made a recent appearance but remain vaguely developed and bring up the challenges
in maintaining a state’s moral credibility when responding to out-of-bounds attacks.°

The UN norms of responsible state behavior are intended to determine norms for
appropriate cyber behavior in the interest of maintaining peace and security. Signifi-
cant undertakings such as the Tallinn Manual on the International Law Applicable to
Cyber Warfare and the Tallinn Manual 2.0 on the International Law Applicable to Cy-
ber Operations—the 2013 academic manual that explored international law principles
as they relate to cyber warfare and its 2017 follow up, respectively—also provide
mechanisms for determining a starting point for behavior in the cyberspace domain.

7. Scott Jasper, Russian Cyber Operations: Coding the Boundaries of Conflict (Washington, DC: George-
town University Press, 2020).
8. Bruno Tertrais, The Diplomacy of “Red Lines”: Recherches & Documents (Paris: Fondation pour la Re-

9. David Andelman, A Red Line in the Sand: Diplomacy, Strategy, and the History of Wars That Might
Still Happen (New York: Pegasus Books, 2021).

10. Stephanie Pendino, Robert K. Jahn Sr., and Kirk Pedersen, “U.S. Cyber Deterrence: Bringing Of-
fensive Capabilities into the Light,” Campaigning: the Journal of the Joint Forces Staff College, September 7,
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Yet existing norms are either lacking or still subject to debate, especially in strategic
interstate competition short of armed conflict."*

Literature surrounding national security is replete with concerns about the estab-
lishment of red lines in general and cyber red lines in particular. One analysis of his-
torical and current red lines, such as those drawn by China in the South China Sea
that are “physical, diplomatic, military, [and] all too often existential,” contends that
such “lines in the sand” have “proliferated in recent years across every continent and

... have reached a toxic apex in numbers and virulence at this very moment in
history”*? In pointing to their limitations, the analysis further notes that red lines
work best only if both sides accept their parameters.'> Moreover, an adversary can ig-
nore a red line and force the United States to implement a response or action it does
not desire to take. In a different vein, red lines can serve as a provocation, eliciting fur-
ther activity as a psychological response to being told what not to do.™

In terms of establishing a cyber red line, an oft-cited concern is an adversary con-
ducting gray-zone cyber actions that fall just below that line.'> Additionally, as dis-
cussed above, it is not always possible to establish attribution with confidence and to
act in a timely manner. Establishing norms for behavior that take the spectrum of cy-
berspace operations into consideration can be a useful starting point. The high-cost
effects such as those targeting the general population that are physically destructive
and potentially lethal and irreversible should be avoided on the offensive but also the
defensive side.'

Yet establishing cyber red lines can have an advantage; the cyber red line argument
is not one-sided. Lacking codified cyberspace international law or norms, red lines
can address a void or gap within international law.'” Despite some of the potential
shortcomings noted above, the red line construct remains prevalent and can be useful
to conceptually frame offensive cyberspace operations below the level of armed con-

11. Michael N. Schmitt, ed. Tallinn Manual on the International Law Applicable to Cyber Warfare
(Cambridge, UK: Cambridge University Press, 2013); Michael N. Schmitt, ed., Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations, 2nd ed. (Cambridge, UK: Cambridge University Press,
2017); Gary Corn, “Cyber National Security: Navigating Gray-Zone Challenges in and through Cyber-
space,” in Complex Battlespaces: The Law of Armed Conflict and the Dynamics of Modern Warfare, ed.

12. Andelman, Red Line, 1.
13. Andelman, Red Line.
14. Dan Altman and Kathleen E. Powers. “When Redlines Fail: The Promise and Peril of Public

16. Pendino, Jahn, and Pedersen, “Cyber Deterrence.”
17. Andelman, Red Line.
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flict.'® Furthermore, red lines impact global perceptions of power and influence; research
suggests the reputation of the United States may suffer if an adversary appears to cross
a red line without generating an appropriate or implied response.*’

Cyberspace Operations and the Cyber Domain

Securing information systems and technology to maintain continued operations of
critical infrastructure (CI) is complicated due to the varying responsibilities of gov-
ernment and private sector entities. This is an ongoing and rapidly changing environ-
ment, with government-driven policies and compliance requirements offering guid-
ance on how entities respond to attacks. Cybersecurity is vital to Americans’ everyday
lives, US society, and continued innovation. It is a must-succeed mission that supports
the United States’ survival as a sovereign nation. The United States must employ pru-
dent measures to prevent adversaries from conducting cyberspace operations that
cripple its ability to operate in the modern world and be prepared to respond appro-
priately if cybersecurity measures fail.

Attackers frequently target critical infrastructure, which can extend effects beyond
that of a defense entity and could bridge the gap between the virtual and physical
realms. Critical infrastructure, which includes both DoD and non-DoD assets and
facilities, consists of “systems and assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of such systems and assets would have
a debilitating impact on national security, national economic security, national public
health or safety, or any combination of those matters.”** Examples of CI sectors in-
clude energy, dams, communications, and the defense industrial base. Reliance by the
Department of Defense on CI could affect core missions and assets.

Cyberspace, a global domain within the information environment, complements
the four physical DoD warfighting domains yet is distinct as both the public and pri-
vate sectors operate ubiquitously in cyberspace and rely on civilian networks and in-
frastructures to conduct basic functions.?' Some 90 percent of US critical infrastruc-
ture is operated by the private sector. The expanding reliance on small business
technology firms, academic institutions, and federally funded research and develop-
ment centers to conduct state-of-the-art research as part of the defense ecosystem

18. Martin C. Libicki, Crisis and Escalation in Cyberspace (Santa Monica, CA: RAND Corporation,

19. Altman and Powers, “When Redlines Fail”
20. Joseph R. Biden Jr., National Security Memorandum on Critical Infrastructure Security and Resil-

21. JP 3-12.
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frames the dependency on the private sector to advance and secure US society and its
economic engine.??

Cyberspace operations against US critical infrastructure and other private sector
businesses pose new challenges, but these cyberattacks and the appropriate responses
to them must be considered within the framework of existing international law. The
ability of states to respond to adversary CO in times of conflict is addressed by experts
in international law, but uncertainty remains concerning when and how it is appropri-
ate for the Department of Defense to respond in peacetime, particularly if the target is
not military in nature.”® The Tallinn Manual 2.0 outlines the current understanding of
international law surrounding state CO in peacetime but also identifies numerous ar-
eas where experts are not in agreement about what international law requires.**

As early as 1984, the opportunity to exploit data “from converging telecommunications
and automated information systems” was seen as a risk to US security.* In 1995, cyber
threats to the energy sector, one of the 16 CI sectors, foreshadowed an evolving, nonkinetic
means to threaten the US homeland.? Applying the Cold War construct of nuclear deter-
rence, the US response to adversary CO, to include that against US critical infrastructure
and private sector businesses, was couched in a “cyber deterrence” framework.”” Yet schol-
ars and practitioners found the approach to be too responsive, not proactive, and not effec-
tive as “adversary CO and campaigns targeting US interests over that period . . . increased
in frequency, scope, scale, and sophistication”*

The Cyberspace Solarium Commission, the bipartisan intergovernmental organiza-
tion established under the 2019 National Defense Authorization Act to determine a
strategy for US cyberspace defense, devised the layered cyber deterrence approach to
curtail the “probability and impact of cyberattacks of significant consequence” via the
three complementary ways of shaping behavior, denying benefits, and imposing

22. Micah Zenko, “Reading between the Red Lines: Deterrence and US Foreign Policy;” Lessons for
History Series, Council on Foreign Relations, May 10, 2021, audio podcast and YouTube video, 04:51,

23. Schmitt, Tallinn Manual.

24. Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights,” Georgetown Journal of Inter-
25. Fischerkeller, Goldman, and Harknett, Cyber Persistence Theory.

26. Michael Warner, “A Brief History of Cyber Conflict,” in “Ten Years In”; Barack Obama, Critical Infra-

“Preface;” in “Ten Years In””

27. Libicki, Crisis and Escalation.

28. Schneider, Goldman, and Warner, “Preface,” 45; and Michael P. Fischerkeller and Richard J. Harknett,
Initiative Persistence as the Central Approach for US Cyber Strategy, IDA Document NS D-22719 (Alexandria,
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costs.?? The move away from the traditional “response force”focused concept—re-
sponding after an attack—and into offensive cyber capabilities is necessary to main-
tain effective cyber deterrence strategies.

This shift from response-force/defensive actions to an offensive approach neces-
sitates understanding the term persistent engagement, which is defined as “a use of cy-
ber capabilities in continuous contact with adversaries to generate tactical, opera-
tional, and strategic initiative (and thus set the conditions of security in our favor in a
constantly changing domain).”*

In a similar manner, persistent engagement has also been referred to in the litera-
ture as initiative persistence, which has been proffered as the central focus for US na-
tional cyber strategy and is defined as “a strategic approach to preclude, mitigate, and
counter strategically consequential cyber action occurring continuously short of
armed conflict” It stresses the need to compete continuously—the crux of US Cyber
Command’s persistent engagement doctrine—in the gray zone of CO and not cede
the domain to the adversary.?' These concepts have emerged to fill the perceived void
in US deterrence theory as applied to actions within the cyber gray zone.?* In short,
cyber conflict is ongoing and constant.

In terms of the current cyberspace terrain, the notion of a second strategic inflec-
tion point within the cyber domain is trending.> The first strategic inflection point
occurred in 2013 when adversaries commenced “operat[ing] continuously against CI,
government networks, defense industries, and academia—Dboth in America and
abroad.”** After this point, there was a significant expansion when the cyber threat
shifted from espionage and exploitation to disruption and data deletion.

In 2020 the Cyberspace Solarium Commission’s report highlighted a second strategic
inflection point focused on adversaries’ targeting of cyber and related technologies that
“improve the quality of human life” Further, it noted that “threats continue to grow at an
accelerating pace” and that “America is facing adversary nation-states, extremists, and
criminals that are leveraging emerging technologies to an unprecedented degree.”* This
is driving the need for public-private partnerships when fighting adversaries.

Individual responses by private sector entities, however, are complicated by the
Computer Fraud and Abuse Act—also referred to as the antihacking law—which
prohibits any unauthorized access to a computer, either knowingly or unintention-
ally.*” Conducting defensive activities that violate the act is considered illegal and

29. Angus King et al., Report of the United States of America Cyberspace Solarium Commission (Wash-
30. Schneider, Goldman, and Warner, “Preface,” 45.

31. Fischerkeller, Goldman, and Harknett, Cyber Persistence Theory, 1.

32. Paul M. Nakasone, “A Cyber Force for Persistent Operations,” in “Ten Years In”

33. Nakasone, “Persistent Operations,” 45; and King et al., Cyberspace Solarium.

34. Nakasone, 45.

35. Schneider, Goldman, and Warner, “Preface,” 45.

36. King et al., Cyberspace Solarium.

37. Computer Fraud and Abuse Act of 1986, Pub. L. No. 99-474, 100 Stat. 1213 (1986).
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is a punishable offense. Thus, the private sector looks to government entities to as-
sist with responding to activities that edge into areas of national security and de-
fense. The recently enacted Cyber Incident Reporting for Critical Infrastructure
Act of 2022 has further constrained the responsibilities of private sector entities to
reporting only and places the onus of a response on the government.*® In addition,
adversary actions in the cyber domain are an increasing concern as a part of hy-
brid warfare, which includes conventional and unconventional tactics conducted
by a spectrum of state and nonstate actors and blurred together in an uncharacter-
ized fashion.*

While cyberspace is still a maturing domain, numerous case studies exist that explore
the actors; the specific tactics, techniques, and procedures employed by the cyber at-
tacker and during the subsequent response by the target; the impact to the target; and
the ramifications for cyber norms.** One example focuses on Russia’s alleged cyberattack
on US government and private sector networks via the US information technology com-
pany SolarWinds.*' Ransomware attacks on municipalities, health care facilities, and
school systems and breaches of consumer data and potential release of personally identi-
fiable information are routinely in the news. Recent attacks have trended toward critical
infrastructure and have brought to light vulnerabilities that exist in the aging infrastruc-
ture of the United States.*> Who and what organizations are best postured to respond to
these cyberattacks is frequently debated. Which organization, acting within statutory
constraints and in alignment with international law and norms, should be granted af-
firmative authority to conduct offensive cyberspace operations is also under debate.*?

International Law and Cyberspace Operations

With so much uncertainty regarding what state conduct is permissible in the cyber do-
main, this article intentionally sets a high bar for crossing the cyber red line. Making a con-
nection between the virtual and physical world is best understood in terms of effects and
by taking into consideration what in the cyber world constitutes an attack that is equivalent

38. “Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA),” Cybersecurity and

41. Willett.
42. Raphael Satter, “US Warns Hackers Are Carrying Out Attacks on Water Systems,” Reuters, March

43. Corn, “Cyber National Security”
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to a conventional attack.* The definition of a red line stated previously assumes there is a
threshold accepted by the international community at which an armed attack using CO
would warrant a permissible response of self-defense by the targeted state.

This section examines international law and norms as they apply to the use of force in
general, and how they are understood to apply to actions in the cyber domain in particular.
Cyberspace operations conducted by states that do not cross the cyber red line but are not
recognized as permitted state activity under international law fall into the cyber gray zone.
In recent years, the cyber gray zone has extended into commercial entities and civilian
populations, further complicating and broadening the scope of permitted state activity.*

The United States has long recognized the applicability of existing international law
to the cyber domain, acknowledging the “development of norms for state conduct in
cyberspace does not require a reinvention of customary international law, nor does it
render existing norms obsolete. [Instead,] long-standing international norms guiding
state behavior—in times of peace and conflict—also apply in cyberspace”*¢ The pri-
mary body of international law regulating when states may use force—jus ad bel-
lum—is rooted in the principles of sovereignty and nonintervention. Sovereignty in-
cludes the right of a state to control access to its territory and to exercise jurisdiction
and authority on its territory.*” The principle of nonintervention gives each state the
right to conduct its own affairs without outside interference.*® The two types of state
practices that run afoul of the principles of sovereignty and nonintervention are the
use or threat of “force” and the use of nonforceful but coercive intervention.*

The prohibition against the use or threat of force is found in article 2(4) of the UN
Charter: “All members shall refrain in their international relations from the threat or use of
force against the territorial integrity or political independence of any state, or in any man-
ner inconsistent with the Purposes of the United Nations.”>® The UN Charter does not offer
a definition of the use of force, nor has an authoritative definition been accepted by the in-

44. Ron Granieri and Patrick Walsh, “If-Then: Defining the Red Line in Cyberspace,” April 19, 2022,

45. Cassandra Steer, “International Humanitarian Law in the ‘Grey Zone’ of Space and Cyber,” CIGI
Essay Series: Cybersecurity and Outer Space, CIGI [Centre for International Governance Innovation],

46. Obama, PPD-21.
47. Schmitt, Tallinn Manual.
48. Military and Paramilitary Activities in and against Nicaragua (Nicar. v. US), Judgment, 1986 I.C.J.
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ternational community. The International Court of Justice has stated the prohibition on use
of force applies to “any use of force, regardless of the weapons employed.”>!

The United States has long taken the position that the “inherent right of self-defense
potentially applies against any illegal use of force . . . [and] there is no threshold for a use
of deadly force to qualify as an ‘armed attack’ that may warrant a forcible response.”>

The principle of nonintervention has recognized exceptions, but generally, intervening
in a state’s choice of a “political, economic, social and cultural system, and the formulation
of foreign policy” is not permitted.> Yet, this is not a complete bar to state action, as states
may still promote and encourage the fulfillment of self-determination rights within an-
other state.>

International efforts to answer outstanding questions of how existing laws and
norms apply to cyberspace resulted in the Tallinn Manual and are supplemented by
the Tallinn Manual 2.0.%° The rules set forth in these two manuals are an attempt by
the so-named International Group of Experts to capture the current state of interna-
tional law and norms but are nonbinding on states and may continue to evolve with
changing national interests in cyberspace.

Scholarship has identified three main approaches for determining if a cyberspace op-
eration crosses the threshold to be considered a use of force or armed attack under interna-
tional law: an instrument-based approach, which looks at the form of weapon used and
whether the attack possesses the physical characteristics traditionally associated with mili-
tary coercion; the target-based approach, which treats any CO against critical infrastruc-
ture as an armed attack; and the effects-based approach, which focuses on the overall ef-
fects of the CO and considers factors such as severity, immediacy, and directness of harm.*®

Taking the three approaches into consideration, cyberspace operations “constitute
‘armed attack[s]” when they are aimed at causing irreversible disruption or physical
damage to a cyber-physical system, which is a physical system monitored or con-
trolled by computers.”>” The term significant is also an important consideration when
identifying if damage from a cyberattack warrants a use of force.” But if the intended
disruption or damage is trivial, or the cyberattack is aimed at causing disruption or
damage to computers or networks that do not monitor or control physical systems,

51. “Legality of the Threat or Use of Nuclear Weapons. Overview of the Case,” International Court of

53. Nicar. v. US.

54. Stockburger, “Known Unknowns,” 31.

55. Schmitt, Tallinn Manual; and Tallinn 2.0.

56. Andrew C. Foltz, “Stuxnet, Schmitt Analysis, and the Cyber ‘Use-of-Force’ Debate,” Joint Force

57. Nguyen, 1084.
58. Akber Khan, “Deterrence and the Problem of Attribution in Cyberspace: An Analysis of Vulnera-
bilities and Options for Pakistan,” Balochistan Think Tank Network Journal 1, no. 2 (2022): 6-7.
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“the action could be considered an illegal ‘use of force’ or an ‘armed attack’ justifying
responsive force, depending on the gravity of the intended or reasonably foreseeable
consequences.”> This approach has considerable merit, but as discussed below, it is
incomplete without the consideration of several additional factors.

As mentioned, a recurring issue in the cyber domain is that of attribution—assign-
ing responsibility for a CO to a state or nonstate actor. In the Nicaragua v. United
States case, the International Court of Justice found that a state with “effective control”
over nonstate actors is responsible for those acts, at least within the context of military
operations.®® The International Criminal Tribunal for the Former Yugoslavia adopted
a different threshold of “overall control,” requiring state participation in the planning
and supervision of military operations.® In general, international law will find the
conduct of a person or group of persons to be “considered an act of a state under in-
ternational law if the person or group of persons were acting on the instructions of, or
under the direction or control of, that state in carrying out the conduct”®

A discussion of international laws relating to cyberspace operations would be incom-
plete without mentioning the one specific type of operations that is not viewed as a viola-
tion of international laws and norms, namely espionage. Espionage, whether through tra-
ditional physical methods or through CO, is generally tolerated by the international
community during peacetime, “because, among other things,” it “can reduce the chance of
a misunderstanding that could lead to a real conflict”®> But recent attacks targeting critical
infrastructure and those that seek to interfere with elections are becoming destructive
enough to be considered cyber warfare and thus moving toward a cyber red line.®*

The state that is the target of an espionage operation might rightly choose to respond
with punitive measures, but ordinary cyberspace operations to conduct espionage are not
included in this analysis. In the example of the SolarWinds attack, which had underlying
goals of espionage, the appropriate response would be for the United States to make it dif-
ficult for Russia to conduct espionage but not expect it to be prevented entirely.®®

Establishing Cyber Red Line Norms

Preventing and responding to the unique challenges of adversary actions in the
cyber domain require a whole-of-nation investment. One part of the US strategy is
integrated deterrence, which uses every tool at the Department of Defense’s disposal
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Cyber Red Lines

in close coordination across the US government and with Allies and partners to de-
ter aggression by other states.®® This involves integrating across military domains—
land, air, maritime, space, and cyber—and nonmilitary domains, including eco-
nomic, technological, and information.®”

While the Department’s role in defending against or responding to gray-zone cy-
berattacks against US critical infrastructure and other private sector businesses is
becoming clearer, its appropriate response remains less clear. Within its eight Unified
Command Plan mission areas, strategic deterrence is the logical avenue for address-
ing gray-zone cyberattacks, drawing upon integrated deterrence as a mechanism to
combine capabilities across regions, domains, the spectrum of conflict, the US gov-
ernment and Allies and partners.®®

Strategic deterrence entails far more than nuclear operations and nuclear deter-
rence. Particularly in situations where tensions are already heightened, cyberspace
operations could contribute to a strategic deterrence failure. The role of strategic de-
terrence is to make the cost to adversaries high enough that they do not take military
action against the United States, its national interests, and its Allies and partners.
Considerations for understanding the intensity of gray-zone attacks can bridge the
cyber-specific gap between strategic and integrated deterrence.

Conclusion

While a gray-zone cyberattack against US critical infrastructure or private sector busi-
nesses might not look like a traditional kinetic attack, the outcomes and harms from a cas-
cading cyberattack could rapidly exceed the damage from one or even several conventional
kinetic weapons. The importance of effects—such as irreversible damage—and attribution
are key elements in understanding cyber red lines. This article provides a starting point for
future academic research to examine the details of specific cyber operations to determine if
these operations threatened the target state’s “sovereignty, peace, and security.”®

The International Group of Experts that created the Tallinn Manual and Tallinn
Manual 2.0 could not agree on what would constitute a cyber “armed attack,” with
some adopting an approach that limited it to physical effects and others supporting an
approach that focused on the severity of the effects and did not require they be physi-
cal in nature.”” Norms around the use of CO are still developing, leading to ambiguity
in terms of what constitutes an attack that would warrant the use of force, much less
the threat of force, in response as defined in international law.
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Defense and homeland security entities must coordinate efforts in order to under-
stand the gravity of potential attacks and to respond appropriately. Providing mecha-
nisms for timely analysis of an attack to clearly determine attribution is also needed.
Additional research and clarification are necessary to work toward agreed-upon terms
for cyberspace operations and gray-zone activities. Defining appropriate actions re-
lated to a response once attribution is determined will also clarify the course of action
the government under attack should take. In addition to potential physical damage,
defense entities should not underestimate the potential negative impact of significant
gray-zone cyberattacks from digital, economic, and societal harm perspectives as the
Department strives to deter those actions that threaten national security. &
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