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It is possible for an insurgency to develop from a single cause, for the insurgents to identify and communicate this unifying cause to the population, and for the insurgents to remain steadfastly focused even as counterinsurgents undermine their organization and redress the cause, posit Dr. Daniel Cox and Dr. Alex Ryan in Countering Insurgency and the Myth of ‘The Cause.’ But often the case is that there is no single cause, rather that popular support is mobilized by appealing to multiple motivations, and that by the time counterinsurgents resolve the initial grievance, the insurgency has found alternative justifications to mobilize popular support. Since insurgent leadership is often competent and adaptive, it would be wise to consider the latter scenario against any counterinsurgency strategy. Yet, even when this is acknowledged in the counterinsurgency literature, the theory is remarkably silent how this affects the choice of operational approach. Cox and Ryan address this gap and offer a framework for more accurately mapping, understanding, anticipating, and addressing the multiple causes that draw adherents to insurgency and allow for its perpetuation.
Dr. Robert Nalbandov deals with the ontological problem of applying the rational choice frameworks to the study of terrorism in Irrational Rationality of Terrorism. He tests the application of the rational choice to “old” (before the end of the Cold War) and “new” (after the end of the Cold War) iterations of terrorism. He starts with analyzing the fundamentals of rationality and applies it at two levels—the individual (actors) and group (collective)—via two outlooks: tactical (short-term) and strategic (long-term). The main argument of the article is that, while old iterations of terrorism can be explained by the rational choice theory, new iterations of terrorism represent a substantial departure from rationality.
The primacy of the rule of law has long been seen as one of the essential principles of security sector reform (SSR) programming, and part of the larger gospel of SSR is that the accountability of security providers is best guaranteed by embedding security governance within a rule of law framework. In Engaging Non-state Security Providers: Whither the Rule of Law?, Dr. Timothy Donais argues that acknowledging the reality of nonstate security provision, however, presents a challenge to thinking about SSR as merely the extension of the rule of law into the security realm—in large part because whatever legitimacy nonstate security providers possess tends to be grounded in extralegal foundations. This paper—more conceptual than empirical in its approach—considers the implications of hybrid forms of security governance for thinking about the relationship between SSR and rule of law promotion and argues that the rule of law still provides a useful source of strategic direction for SSR programming.
In China’s Three Warfares Strategy Mitigates Fallout from Cyber Espionage Activities, Mr. Emilio Iasiello affirms that China is engaged in longstanding cyber espionage against the United States, as well as other nations, to collect sensitive public and private information in support of national objectives laid out in its 12th Five-Year Plan. Foreign governments, citing China’s malfeasance, have rebuked these activities—a claim vehemently denied by Beijing. In response, China is leveraging the Three Warfares, an integrated three-prong information warfare strategy, to combat these accusations by leveraging media, legal, and psychological components designed to influence the international community. While the United States has threatened the imposition of economic sanctions, Beijing has successfully parried consequential actions by arresting US-identified hackers, thereby demonstrating the regime’s commitment toward preserving a stable and peaceful cyberspace. These interrelated Three Warfares disciplines have targeted the cognitive processes of the US leadership, as well as the international public’s perception of China as a global threat, thereby successfully forestalling the implementation of any effective punitive or economic deterrence strategy, including the imposition of cyber sanctions.
In Operationalizing Protection of Civilians in NATO Operations, Ms. Marla Keenan and Mr. Alexander Beadle contend that though NATO and other military forces increasingly recognize protection of civilians as a key objective in their operations, implementation remains challenging. To effectively provide such protection, the military force must understand the threats that exist and match capabilities to counter those threats. The authors strongly believe that military planners need a more formal structure to conceptualize physical protection, and herein outline “The Protection Ladder” as a tool for military planners and leaders to explain the legal obligations and additional operational capabilities necessary for civilian protection. The article offers practical suggestions on how civilian protection can be effectively addressed before, during, and after military operations. NATO should develop its protection capabilities, because future mission success depends upon it.
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Countering Insurgency and the Myth of “The Cause”
Daniel G. Cox, PhD*
Alex Ryan, PhD**
There is much already written on the importance of winning “hearts and minds” and how this relates to the insurgent cause.1 However, most works on the causes of insurgency tends to focus on the spark that ignited the insurgency. That is, the stated list of issues, grievances, or indeed insults, that engaged the hearts and minds of the population sufficiently to motivate them to rebel. Crisis events and initial grievances may serve as a catalyst for the mobilization of an insurgent movement; however, it is often discovered in retrospect that underlying societal tensions fomented rebellion before and after the seemingly critical spark event. In fact, successful insurgents continue to identify and leverage underlying tensions in a society as part of their cause to further the movement and expand participation. In many cases, multiple tensions and propensities fueling the insurgency overlap and intertwine with one another, weaving a complex web that confuses and deceives both academic and military attempts to determine appropriate approaches to defusing the cause of the insurgency.
It is possible for an insurgency to develop from a single cause, for the insurgents to identify and communicate this unifying cause to the population, and for the insurgents to remain steadfastly focused even as counterinsurgents undermine their organization and redress the cause. But often the case that there is no single cause, that popular support is mobilized by appealing to multiple motivations, and that by the time counterinsurgents resolve the initial grievance, the insurgency has found alternative justifications to mobilize popular support. Since insurgent leadership is often competent and adaptive, it would be wise to consider the latter scenario against any counterinsurgency strategy. Yet, even when this is acknowledged in the counterinsurgency literature, the theory is remarkably silent how this affects the choice of operational approach. We must venture outside of the standard counterinsurgency (COIN) literature to address this gap.
The structure of this article is as follows. The next section briefly reviews the way classic COIN theories deal with underlying tensions and the insurgent cause. This is followed by two case studies in the Philippines and Indonesia, which illustrate how propensities and tensions within a society give rise to and sustain the insurgents’ cause. Next, the authors introduce a framework for considering insurgencies with more than one potential cause. This presents a number of practical implications for COIN strategy, which are developed in the last section.
The Cause in Counterinsurgency Theory
Roger Trinquier’s early recognition of the link between underlying tensions in society and insurgent movement formation is a good place to begin this discussion. Trinquier notes:
Warfare is now an interlocking system of actions—political, economic, psychological, military—that aims at the overthrow of the established authority in a country and its replacement by another regime. To achieve this end, the aggressor tries to exploit the international tensions of the country attacked—ideological, social, religious, economic—any conflict liable to have a profound influence on the population to be conquered [italics in original].2
Trinquier identifies four broad categories of tension in the above quote: ideological, social, religious and economic, which seem to encompass most of the specific complaints that could emanate from a group in society and be used by an exploitative insurgent or group of insurgents to develop a cause which can be used to rally support around. Trinquier also emphasizes that the tensions that can turn into the foundation of an insurgent cause seemed limitless even in 1964. He observes that, “from a localized conflict of secondary origin and importance, they will always attempt sooner or later to bring about a generalized conflict.”3
It is ironic that while Trinquier observes underlying tensions as being fundamental to the cause and insurgency formation and sustainment, he spends the rest of his book explaining how population and resource control through accurate censuses, intelligence, and restricting and monitoring movement, is the key to victory. His original observations regarding tensions seem lost and it is almost as if he has taken for granted that once an insurgency begins, it must be dealt with using almost the same COIN methods that the insurgent is employing: clamping down on the population instead of addressing those issues that are fueling the movement.
Galula places more emphasis on the necessity of the cause and notes that, “problems of all natures are exploitable for an insurgency.”4 But he does not discuss these problems in terms of tensions or even local grievances, instead focusing on what makes a good and sustainable cause. While Trinquier explains the role of tensions in cause formation well, Galula does a far better job of providing avenues for attacking the underlying tensions and thus undermining the insurgent’s cause. Galula argues that even after the insurgency has initiated armed violence, a good COIN strategy would be to research insurgent demands and comprise a list that the counterinsurgent will immediately use to identify easily addressed complaints. If successful, the entire insurgency can be undermined by addressing some of the core complaints or tensions that the insurgent had previously used to develop the insurgent cause.5
Propensities and Tensions Feeding Insurgent Causes
Appreciating the historical and cultural context is particularly important to understanding the dynamics of insurgencies. The history and culture of a nation-state, identity group, or region is an important source of underlying tensions. The collective memories of actors, kept alive through narrative accounts of histories often extending back hundreds or thousands of years, are relevant because they guide and constrain future actions.
The present study refers to the influence of past events, ideas, and emotions on future events as the propensity of a situation. This is not a deterministic relationship between past and future states, but rather a conditioning of future possibilities on the past. For example, a history of exploitative engagements with Western nation-states and past colonizers could place a counterinsurgent in the unenviable position of actually having to “fight” history, or at least historical perception, just to be accepted as a legitimate actor by the local population. This society may have a propensity for xenophobia and defiance against external intervention.
There are multiple insurgent groups that have operated or are currently operating in the Philippines, including Abu Sayyaf Group (ASG), Moro National Liberation Front (MNLF), and the Moro Islamic Liberation Front (MILF). These groups have exhibited very little operational synergy. In fact, ASG and MILF are splinter groups from MNLF. However, they and their civilian supporters share one key propensity. They view the national government and any foreign military interveners on behalf of the national government as nothing more than an extension of unfair and brutal repression of Muslims, which began with Spanish colonization.
Case of the Philippines
Islam was introduced to the Philippines in the thirteenth century. Originally, it was isolated to the Sulu islands but eventually spread to encompass not only the Sulu islands but, almost all of the southern island of Mindanao. Spanish conquistadors arrived shortly after the spread of Islam in 1565 and a brutal colonization effort was waged for three hundred and thirty four years.6 Eventually, the Spanish relinquished control of the Philippines to the United States in 1898, but this almost immediately resulted in hostilities between the United States and the Philippines and ultimately resulted in the American-Philippine War (1899-1902). The bloody war that ensued produced over seven thousand U.S. casualties and a far greater magnitude on the Filipino side. The war cost the United States $400 million to prosecute.7 The goal of the United States was to ultimately produce a self-governing Philippines.8 Even though the Philippine Independence Act of 1934 was crafted guaranteeing a free and sovereign state, the damage done during the war—coupled with the Spanish colonial experience—created a deep-seated mistrust of foreign military intervention, especially among Muslims in the south.9
The animosity from this historical legacy and the resulting distrust of outsiders is just one of many aspects that must be taken into account when intervening in the Muslim-dominated regions of the Philippines. Considering this obstacle, the successful trajectory of the U. S. Special Forces continuing Joint Special Operations Task Force-Philippines (JSOTF-P) operation is particularly noteworthy. The use of the indirect approach by U. S. Special Forces manifested in operating by, with, and through the Filipino military may have allowed the U. S. Special Forces to mitigate the negative propensity described above.
Unfortunately, propensities are not the only critical part of the operating environment that a counterinsurgent has to indentify and contend with. Underlying tensions are also an important aspect feeding into the insurgent cause. Tensions exist whenever two or more opposing forces coincide. For the case of insurgency, we are particularly interested in tensions arising from value conflict, whether this is within or between actors. Because these tensions can be layered, this creates a problem of transparency. This, in turn, may create a causal link problem whereby the counterinsurgent addresses the most recent tension being exploited by the insurgent without addressing root tensions or causes, which initially or more fundamentally fed the insurgent cause. Conversely, new tensions may have replaced old ones, creating a situation whereby the counterinsurgent is wasting time and resources addressing the original tension(s) that were formative to the movement but no longer active.
Case of Indonesia
The Banda Aceh region of Indonesia located on the northern tip of the island of Sumatra provides an example of layered tensions that can fuel an insurgency. Indonesia is a patchwork of disparate peoples, many of whom have only the historical experience of repressive Dutch colonialism in common. Both Sukarno’s and Suharto’s dictatorial rule, while admittedly very brutal, helped to forge a national identity for Indonesia. But even this was fragile, and poor economic and human rights treatment of the people of East Timor eventually led to the small southern island breaking away from the Indonesian nation-state. Further, both the Papuans of West Papua and the Acehnese of northern Sumatra have expressed their desire for independence.
The layering of tensions fueling the rebellion against the Indonesian government is most evident in the Acehnese case so it will be briefly described here. The people of the province of Aceh have suffered a great deal from the founding of the nation through the rule of President Megawatti. Under the rule of President Suharto, Indonesia was witness to a great deal of persecution of out-groups. Developing his dictatorial vision of the “New Order,” Suharto enforced authoritarian rule to pursue economic development. He initially targeted communists, culminating with the outlawing of all communist parties.10 After dealing with the communists, Suharto turned his attentions to Muslim political activists, persecuting key leaders and movements.11
Understandably, a resistance movement formed known as the Free Aceh Movement, Gerakan Aceh Merdeka (GAM), which soon drew violent crackdowns from the Indonesian government. This movement has been labeled as a terrorist organization by the central government but there is little proof that GAM ever perpetrated an attack against civilian targets. The present authors feel GAM would be better labeled an insurgent or secessionist movement although most of the actions taken by members of GAM fell under the domain of peaceful protest. Despite these facts, GAM was a threat to Indonesian control of the province of Aceh and several notable violent clashes did occur between members of GAM and the Indonesian military.
The tsunami of 2005, which killed over 160,000 people, changed the landscape and created an opportunity for the Indonesian government and America to step in and provide emergency aid and longer-term aid to rebuild the catastrophe ravaged province. Susilo Yudhayono had only recently replaced Megawatti as President but he decided to extend a hand to the people of Aceh offering profit sharing from the massive natural gas reserves off the coast of Aceh as well as greater participation in Indonesian politics.12 Stability soon returned to the region and GAM entered a period of inactivity. This would have been the end of the story except that a new background tension had already developed fueled by the same government mistreatment that the people of Aceh had suffered at the hands of the national government.
The propensity to distrust central government rule engendered through an unbroken succession of Presidents willing to use heavy-handed military tactics against the Acehnese from Sukarno to Megawatti is now being enmeshed with a tension, engendered by regional terror group Jemaah Islamiyah (JI), between religious fundamentalism and secularism. Therefore, despite massive aid to the province following the tsunami of 2005 and despite recent political and local rule concessions granted by the Indonesian government to the Aceh province, a strong fundamental Islamic movement is forming. It should be noted this is a novel development in Indonesian history.13 In 2003, Aceh’s first sharia court opened. It was initially promised by local religious leaders that implementation of sharia law would be “moderate” and that human rights would not be abused. However, punishment for failing to attend Friday prayer, for example, could be public caning.14 Any pretentions at moderation are quickly passing. In Fall 2009, new laws passed which stated “married people convicted of adultery can be sentenced to death by stoning. Unmarried people can be sentenced to 100 lashes with a cane.”15
Similarly, a specialized police unit, Wilayatul Hisbah, is now patrolling the streets of Aceh looking to disrupt or arrest “unmarried couples, Muslim women without headscarves or those wearing tight clothes, and people drinking alcohol or gambling,” which is apparently aimed at combating Western influence, especially influence that seeped into the region when Western nations provided post-tsunami aid.16 Even though some Acehnese citizens have expressed discontent with the increasingly harsh religious laws, most are afraid to voice their concerns for fear of being branded unreligious.17
Overlaying this fundamentalist trend is increasing violence surrounding elections in the province and an increasingly active and violent JI. While a period of quiescence has ensued after the 2005 peace agreement, if violence aimed at the Indonesian national government ensues again, a new tension—religious fundamentalism vs. political secularism firmly layered over old economic grievances and a history of poor human rights treatment—will create an even more complex insurgency to deal with than was ever presented by GAM.
In summary, even if one could identify “the cause” for an insurgency, it must still emerge from a complex web of dynamic tensions and propensities. As the underlying tensions evolve, so too can the cause. Consequently, a singular, static definition of the insurgent cause is not a reliable foundation for planning COIN operations. While this is already largely recognized in COIN doctrine and theory, the logical implications for COIN strategy have not been fully resolved. A multi-causal account of insurgency requires new conceptual tools not available within traditional COIN theory.
A Conceptual Framework for Multi-causal Insurgency
This section develops a multi-causal framework for understanding insurgency. First, a distinction is necessary between causation and insurgent causes. Causation is the inference of relationships of necessity and sufficiency between a cause and its effects. Research into the causes of war seeks to uncover this kind of causal relationship. In the previous discussion, the complex web of dynamic tensions and propensities links causes and effects.
In contrast, according to U.S. Field Manual (FM) 3-24, “A cause is a principle or movement militantly defended or supported.”18 Galula explains how a cause is linked with underlying tensions:
What is a political problem? It is ‘an unsolved contradiction’, according to Mao Tse-tung. If one accepts this definition, then a political cause is the championing of one side of the contradiction.19
Insurgent causes are not material causes that produce causal effects; rather insurgent causes provide justification for resorting to violent action. Although the two concepts are related, they are quite distinct and should not be conflated. Causation is generally relevant to the level of tactical action, whereas insurgent causes influence the insurgency at the strategic level. Both causation and insurgent causes will be relevant to our discussion below.
Until recently, most scientific explanations of causation focused on single cause-effect relationships. For example, the Guide for Understanding and Implementing Defense Experimentation: GUIDEx, a report produced in collaboration between defense scientists representing Australia, Canada, the United Kingdom, and the United States, asserts:
Any national or coalition capability problem may be stated as: Does A cause B? An experimental capability or concept—a new way of doing business—is examined in experimentation to determine if the proposed capability A causes the anticipated military effect B. The experiment hypothesis states the causal relationship between the proposed solution and the problem.20
This accurately expresses the classical scientific view of experimentation. The GUIDEx goes on to say that an important criteria of a good experiment is the ability to isolate the reason for change in the effect B.21 In this paradigm, the goal of experimentation is to answer the question of causation between one independent variable and one dependent variable. The method of experimentation is to create a closed system to eliminate alternative sources of variation that could confound the experimental result. In this paradigm, accumulated knowledge from multiple experiments permits reasoning about causal chains: A causes B, which causes C, which causes D.
Although scientists may occasionally approximate the ideal conditions of a closed system for long enough to isolate a single independent variable, this degree of control is of course impossible in any human society. The societies in which insurgencies foment are open systems, characterized by perpetual novelty and an uncountable number of independent variables. Here, causality is networked, and cannot be reduced to single cause-effect relationships, or even to linear causal chains.
Complex systems science provides an alternative perspective capable of making sense of networked causality. Distributed networks of autonomous agents that make local decisions based on local information characterize complex adaptive systems. From these individual local choices, global patterns emerge and feed back to affect the subsequent decisions of the autonomous agents. As a result of these iterative feedback cycles, causation is complex, networked, and circular. Perturbation of A may ripple out to affect B, C, and D, which in turn affects A. Thus, not only do causes have effects but, those effects may actually have caused the cause!
If this all sounds unnecessarily convoluted, it is worthwhile considering the very real effects these feedback loops can generate. A classic example is the self-fulfilling prophecy of a bank run. A rumor that a bank is in financial difficulty—even when it is not—may cause cautious investors to withdraw their money. Seeing long queues of customers withdrawing their savings causes more customers to withdraw their savings, and the problem snowballs. Before the end of the day, the bank has exhausted its liquid reserves, and actually is insolvent. Perceptions and rumors can have similar and no less dramatic effects during revolutions and counter insurgencies. Galula cites the effective use of the slogan “Land to the Tiller” by the Chinese Communists to promote the false idea that land ownership in China was concentrated in the hands of a small minority.22
Complex Systems and Intervention Options
Complex systems exhibit self-organization, emergence, hysteresis, latent pathways, and adaptation. Understanding each of these concepts provides important insights for COIN theory, and opens up new intervention options for counterinsurgents.
Self-organization
Self-organization is the spontaneous increase in order over time in an open system. It is spontaneous in the sense that it is not externally imposed, but accrues through interactions between parts of the system as energy flows through it. A widely studied model of self-organization demonstrates a spontaneous increase in organization when agents set their color by following two rules. The first rule, short-range activation, sets the color preference to the most common color of the agent’s closest neighbors. The second rule, long-range inhibition, sets the color preference to be opposite of the most common color of the agent’s more distant neighbors. Other parameters of the model include the radius for the nearest neighbors, the radius for the distant neighbors, and the weighting given to short range activation versus long range inhibition. The outcome of this model is shown in Figure 1. Within five time steps, an initially random mix of black and white agents has self-organized into a pattern of black and white stripes. With different initial conditions, the model will produce black and white stripes different in detail, but with the same qualitative pattern. With different parameter settings, the same rule set can produce uniformly black or white agents, black spots on a white background, or vice versa. This very simple model has been used to explain growth and differentiation of the structure of an organism, pattern formation in animal fur, and the clustering of industries in regional economics.23
Figure 1: Pattern Formation as an Example of Self-Organization and Emergence
In the COIN literature, it is common to divide the population into three states: actively supporting the Government, the neutral majority, and actively supporting the insurgency. Accepting this simplification for the present discussion, the dynamics of self-organization help to explain why one village can be pro-Government, while a nearby village with identical social conditions supports the insurgency. Because an actor’s choice of state is conditioned by the states of others in the actor’s social network, a population that is compelled to choose between insurgents and counterinsurgents will tend to cluster into spatially organized patterns over time.
The first implication of self-organization is that the spatial distribution of pro-Government and pro-insurgent populations is more important than the total proportion of the population in each state. Measures of effectiveness that aggregate national statistical data can be misleading. A color-coded map that shows patterns of allegiance over time provides a much richer assessment tool. In COIN, the local situation can be very different from the neighboring local situation and from the regional situation. Therefore, decision-makers at lower levels need greater autonomy to tailor plans to their local context. Of course, the importance of bottom-up intelligence flows and devolving decisions to the lowest levels are already standard tenets of COIN doctrine.24 The jointly published U.S. Army and U.S. Marine Corps doctrine Counterinsurgency describes COIN as “a shifting ‘mosaic war’ that is difficult for counterinsurgents to envision as a coherent whole.”25 What is new here is that self-organization provides a theoretical explanation for the “mosaic war” observed in practice, a justification for decentralized execution of COIN operations, and a prescription for assessment of progress.
The second implication of self-organization is that indirect approaches lead to more radical transformations in the observed pattern than direct intervention. The patterns formed are attractors in a dynamical system, and tend to be robust to local perturbation. For the majority of agents in Figure 1, changing their color from black to white has no permanent effect on the system. The unchanged state of their neighbors simply means the agent will flip back in the next time step. Direct action will only work if a critical number of agents are simultaneously flipped. Even then, as long as the underlying calculus of the agents remains unchanged, direct action will likely only redistribute the location of black and white stripes, and have no long-term effect on their relative proportion. In contrast, a relatively small shift in the weighting between the short-range activation and long-range inhibition rules can qualitatively change the observed patterns. The change sweeps through the system using exactly the same self-organizing dynamics that perpetuated the original pattern. In COIN, this means that in general, taking indirect action to alter the calculus of the population in choosing whether to support the insurgents or the Government is likely to be more effective for transformation than coercion through population control measures.
Emergence
The patterns produced by self-organizing systems are emergent. Emergence means the whole is different from the sum of its parts.26 In science, there is an emergence hierarchy between physics, chemistry, biology, and psychology. The laws of chemistry are constrained by, but additional to, the laws of physics. Biology is constrained by the laws of chemistry, and chemicals are the building blocks of cells, but chemistry also introduces new theories to explain life. Psychology is constrained by biology, but again new theories operate at the level of mind. At each level, theory is constrained by lower levels, but it also has some autonomy from the level below. New concepts and new rules are needed to explain regularities at the higher level. In Figure 1, one can meaningfully talk about stripes and spots in relation to the whole. Yet, at the level of individual agents, the rule set operates only on local information about the color of close and distant neighbors. Stripes and spots are emergent properties that are meaningless at the individual level. Patterns that emerge from one level provide the building blocks for systems at the next level up.
In the same way, there is an emergence hierarchy in counterinsurgency warfare. The operational level of warfare is not simply the aggregation of tactical engagements. The strategic level that connects the military instrument with policy is qualitatively different than the operational level, which plans and executes the campaign within the theatre of operations. Different concepts are required for different levels of war. For example, Stathis Kalyvas finds in his detailed study of violence in civil war, especially in the Greek Civil War, that people, far from being unified to act violently because of fear, ideology, or prewar political social polarization, acted violently selectively for very sub-regional, even local reasons.27 Kalyvas is not arguing that all violence is local for political and insurgent leaders can certainly move people and groups to violence. Instead, he is attempting to differentiate between the macro and micro motives that move people to violence in all conflicts. As Kalyvas argues,
indiscriminate violence is an informational shortcut that may backfire on those who use it; selective violence is jointly produced by political actors seeking information and individuals trying to avoid the worst—but also grabbing what opportunities the predicament affords them.28
Kalyvas notes that civil wars are distinct from interstate wars mainly through the level of intimacy each exhibits. Interstate wars are affairs between strangers and thus lack intimacy but civil wars, and we would argue insurgencies as well, are wars against countrymen, neighbors, and even relatives.29 Neighbors, relatives, and friends would regularly denounce each other to legitimate and illegitimate authorities for myriad reasons including jealousy and personal grievance. It was a short step from denunciation to violence, for neighbors, relatives, and friends, if the opportunity afforded it.30 Some people were genuinely moved by their leaders’ political motives but many others are found in civil war and insurgency to be motivated by petty and extremely personal agendas.
The implication of Kalyvas’ study and our current work is that it is misguided to establish an operational campaign aimed at the cause or the center of gravity. As Kalyvas notes, many scholars and practitioners find the cause of violence to be impenetrable so they hand-wave “explanations for violence emphasizing collective emotions, ideologies, and cultures that have low explanatory power.”31 Therefore, the best campaign plan might be to allow brigade and battalion commanders a great deal of latitude in dealing with the local motives for violence in a counterinsurgency since motives might be macro, micro, or a mix of the two.
Hysteresis
The third concept from complex systems science, hysteresis, is a non-linear behavior encountered in a wide variety of processes ranging from ferroelectricity to biology, where the input-output dynamic relations between variables involve memory effects.32 Hysteresis implies path dependence. When a system returns to a previous state, it may behave differently. Moreover, different paths to the same state can result in different behavior. Consequently, in systems with hysteresis, it is insufficient to know only the current state. The history of the system is essential for making sense of future possible patterns of behavior.
Path dependence and the importance of history are hardly new to the counterinsurgent. The significance of hysteresis is in targeting insurgent causes. Once a Government loses legitimacy, addressing stated grievances would not automatically win back popular support. For example, in Egypt, President Mubarak’s concession in response to mass protests may have actually emboldened the protesters to raise additional demands and led to wider support. A more sophisticated approach is required to counter insurgent causes.
Instead of reacting to the insurgent causes directly, counterinsurgents need to understand how causes relate to dominant narratives within a society. Narratives are not simply a disinterested chronology of events. The choice of perspective from which the story is told, which actors are given a voice and which are ignored, which events are emphasized and which are omitted, as well as the bounding of the narrative in time and geography all affect the implied moral of the story. The sequencing of events, feelings, and actions can be used to suggest relationships between effects and their causes. Insurgent causes that can be connected with existing narratives are more likely to achieve resonance within a society, which can greatly expand the base of support.
Once insurgent causes become associated with a narrative, directly countering the narrative may inadvertently strengthen it. George Lakoff uses a simple example to illustrate this point. The effect of the instruction “Don’t think of an elephant!” is invariably the opposite of its intent. Elinor Ochs and Lisa Capps make the point that
counternarratives do not necessarily involve overt reference to a prevailing narrative world view. It is the voicing of a disjunctive reality itself that constitutes the counterpoint. Indeed, the posing of an alternative account may be more effective in dismantling the status quo perspective than overt critiques. In making reference to them, critiques perpetuate the salience of the dominant discourses they otherwise aim to uproot.33
Effectively countering insurgent causes requires the fostering of new identities and a narrative that voices a “disjunctive reality.” A good example of this is the change in usage of “United States” prior to the American Civil War as a plural noun, to a singular noun afterwards, representing a transformation from “Union” to nation.
Lincoln’s wartime speeches betokened this transition. In his first inaugural address, he used the word “Union” twenty times and the word “nation” not once... In his letter to Horace Greeley of August 22, 1862, on the relationship of slavery to the war, Lincoln spoke of the Union eight times and of the nation not at all. Little more than a year later, in his address at Gettysburg, the president did not refer to the “Union” at all but used the word “nation” five times to invoke a new birth of freedom and nationalism for the United States.34 And in his second inaugural address, looking back over the events of the past four years, Lincoln spoke of one side seeking to dissolve the Union in 1861 and the other accepting the challenge of war to preserve the nation.35
Lincoln used language to help forge new identities and shape narratives as America emerged from civil war. A narrative emphasizing nationalism reframed political discourse away from the divisive Union and Confederate terminology.
Latent pathways
Complex systems are highly networked. This gives rise to the fourth concept from complex systems science: energy, matter, and information flows along multiple pathways. Observing the current pattern of behavior only provides information about active pathways; latent pathways may not be visible. Consequently, complex systems generally exhibit graceful degradation. When one pathway is blocked, latent pathways are activated to preserve system functionality. The so-called balloon effect is a good example of multiple pathways in a complex system. To counter the Medellin cartel’s drug smuggling operations between Columbia and the United States, the South Florida Drug Task Force conducted a successful operation that dramatically reduced the volume of drugs entering Florida via the Caribbean. However, this did not stop the flow of drugs into the United States. In response, Columbian cartels established relationships with Mexican marijuana cartels to smuggle narcotics across the 2000 mile shared border with the United States. The current violence of the Mexican drug war is an indirect result of successfully closing down one pathway within a complex system.
The concept of multiple pathways is related to insurgent causes. One should expect that effectively addressing one cause would activate new pathways for mobilizing the insurgency. This reinforces the dangers of focusing on a single insurgent cause. Even though latent pathways in a complex system may not be obvious from observing the current pattern of behavior, it is possible to anticipate alternative pathways before they are activated. This is where an understanding of the underlying tensions and propensity within the society is critical, because it illuminates contradictions that the insurgents may seek to exploit. Identifying potential out-groups, such as the Shiite population in Bahrain, also allows the counterinsurgent to anticipate the kind of grievances insurgents may use to mobilize these out-groups, and then take steps to mitigate these latent pathways before they are activated.
Adaptation
The final complex systems concept considered here is adaptation. COIN theorists often remark upon the adaptive nature of insurgents. FM 3-24 claims that competent insurgents are adaptive.36 Yet, paradoxically, it is the relative weakness of insurgent forces that provides them an edge in adaptability. Complex systems scientists have drawn on Charles Darwin’s theory of evolution to show why insurgents adapt faster and more effectively.37 Adaptation requires the presence of variation, selection, and replication. In an asymmetric conflict, the weaker side usually contains more diversity, are subject to a stronger selection pressure than the pressure they exert on the strong side, and are exposed to combat for longer, which replicates combat experience.38 This theory is supported quantitatively with data from both Iraq and Afghanistan, which shows that the average time interval between fatal improvised explosive devise attacks increases logarithmically over the duration of the war.39 To paraphrase Megginson’s paraphrasing of Darwin, it is not the strongest insurgencies that survive, nor the most intelligent, but rather the most adaptable to change.
Given the central importance of adaptation in COIN, counterinsurgents need to both improve their own adaptability and counter the adaptability of the insurgent. This requires increased variation in our own forces, stronger selection pressure, and faster replication of successful innovations. Counter-adaptation requires weakening or distorting the evolutionary pressure applied to insurgents. Lieutenant Colonel Michael Ryan, Australian Army, deliberately used counter-adaptation against the Taliban as the commander of the 1st Reconstruction Task Force in Oruzgan Province, Afghanistan.
Recent advances in evolutionary theory provide new insights into how to leverage the power of adaptation. The evolution of evolvability—second order adaptation—applies evolution to the process of evolution itself. For example, the way that variation is generated is far from random, because it has adapted to produce genotypic variation in areas that are correlated with the greatest environmental flux, while error-correcting codes protect regions associated with critical functionality from too much variation. Second order adaptation enables counterinsurgents to accelerate their rate of adaptation. As a simple example, the use of after-action reviews (AAR) helps units to learn and adapt. Adapting how AARs are conducted to improve their effectiveness is a second-order adaptation.
Evolutionary biologists are now also accepting that selective pressure applies not just at the level of the gene, but also to organisms and even groups of organisms. While selection pressures at the lowest level of selection are the most rapid and strongest in magnitude, the subtle effects of group selection may actually dominate over longer time scales. A multilevel view of selection points to a potential key advantage for counterinsurgents. Even if insurgents have an advantage in tactical adaptation because of their highly variable and decentralized structure, counterinsurgents can still be more adaptive at the operational and strategic levels, because they are better integrated. The slower, but more strategic adaptations of the counterinsurgent may steer insurgents into a corner where faster tactical adaptation becomes largely irrelevant. However, this requires counterinsurgents to deliberately work to improve their higher-level adaptive mechanisms.
Conclusion: Implications for COIN Approaches
Given what has been argued thus far, a premium is placed on developing historical and cultural intelligence on the leader and member mindset. What has propelled these individuals to transmutate from peaceful political grievance to violent rebellion? This is just one example of a cogent question that must be answered before the cause can be fully understood and dealt with. Such cultural and historical intelligence necessitates that deep knowledge be developed on the insurgent identity group(s) but that is a positive development as it narrows the scope of study when addressing the insurgent cause. For example, in terms of operations and tactics, it is certainly important to know that Iraqi citizens harbor a deep distaste for dogs. However, this information is of little use in developing a plan to combat the insurgent cause, excepting, of course, that employment of culturally insensitive tactics only adds fuel to the insurgent cause.
What needs to be discerned are the historical, political, and cultural antecedents to insurgency. One needs to understand the historical propensities that will have to be considered when developing a campaign to combat the insurgency. But one also needs to know the individual tensions in society, like discrimination against certain minorities, historical economic exploitation of a region, religious discrimination, etc. that are not only currently being used by the insurgents to develop their cause and broaden their appeal, but also tensions that could be exploited in the future either to expand the insurgency or can be shifted to it if the counterinsurgent is successful in combating one or more of the original tensions that fueled the insurgent cause. The counterinsurgent would take all of this into consideration developing a more sophisticated Galulesque list of not only insurgent demands but, underlying tensions and propensities which are feeding these demands.
Galula suggests immediately addressing the demands that the legitimate national government can and ignoring the rest.40 The present authors do not suggest this course of action. Before meeting even a single demand or addressing a single underlying tension in society one must attempt to think through how injecting energy into the system will affect the overall system. For example, does dealing with the underlying poverty in a society push the insurgent to a more religious tension from which to fuel the insurgency? Are there other tensions the insurgents are not using which could be co-opted after poverty is addressed? When one views just the cause through the lens of complexity, it becomes clear that engaging in counterinsurgency is a very messy endeavor.
Also, it should become clear from this analysis that COIN operations will have to be very fluid and undergo a process of constant revision as one notes changes in the environmental frame. Such an approach should also help one to successfully categorize what type of insurgency is being presented. Bard O’Neill makes a valiant attempt at disaggregating types of insurgency noting that each type demands different COIN approaches to address it.41 This implies that certain strategies might work with some insurgencies while they inadvertently fuel others making identification of the tensions and cause even more important.
The current situation in Pakistan serves as an illustrative example. The Pakistani government has always had great trouble penetrating and controlling the Baluchistani area and Northwest Frontier Porvince (NWFP). This problem has become particularly acute in the post-Musharef era and the Pakistani Taliban have experienced success exploiting this historical lack of control coupled with the chaos created by the fall of Musharef. The government initially attempted to offer conciliations to the Pakistani Taliban such as more local autonomy and stricter religious standards in schooling and local law enforcement. But this approach soon backfired as the Taliban rather than entering into a period of calm inactivity actually became emboldened and challenged the rule of the national government more forcefully. A messy and violent counterinsurgency campaign ensued and the outcome regarding whom will eventually rule Pakistan is still in doubt.
Noting all of the above, conciliations given to insurgents has been successfully employed as a counterinsurgent strategy in past insurgencies, but according to the 2010 RAND study How Insurgencies End this is rare, occurring in less than a third of modern insurgencies. Notable twentieth century examples include El Salvador, Guatemala, South Africa, and Northern Ireland.42 The key is in understanding the system, propensities, and tensions that feed and frame the cause before attacking it.
In the final analysis, if one takes Kalyvas’s thesis that all violence is local at face value, and one recognizes the complexity of social interactions, then one must also admit that causes will be highly personalized. One person might join the insurgency out of a real hatred for the central government. Another might join for social reasons. Still others might be drawn for religious reasons or even by the allure of potential criminality. Not only will different people and different groups join for different reasons but the main cause will likely shift over time.
This article is aimed at beginning the conversation and shifting the mindset of counterinsurgency researchers. Without a more sophisticated approach toward understanding the causes of insurgency, countering them will be impossible.
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Irrational Rationality of Terrorism
Robert Nalbandov, PhD*
The recent increase in research on terrorism put scholars and counter-terrorism practitioners in a quandary with no single overwhelming definition of terrorism.1 The reason for such ontological diversity is the wish to put terrorism into the cognitive frameworks of rationality. According to a RAND study, “the main argument favoring a rational-choice model is that, if terrorists and terror organizations behave rationally, knowledge of their beliefs and preferences should help us understand and predict their behavior.”2 The more rational, or predictable, the terrorists’ behavior is the easier it would be to find their true motivators and to deal with terrorism.
There have been several attempts to compartmentalize terrorism within the rational frameworks: Caplan looked into actor-specific rationalities; Crenshaw explored the rationality of the causes of terrorism; Kydd & Walter and Pape brought the rationality into the strategic actions of the terrorists; Oberschall focused on the collective action theory, while Libicki researched the rational thinking behind the terrorist’s motivations.3 With all those multiple approaches to studies of terrorism there is a remarkable lack of the coherent and parsimonious theory of rationality that would bring it different forms under a uniform theoretical framework.
The present article fills this gap by testing the application of the rational choice to the “old” (before the end of the Cold War) and the “new” (after the end of the Cold War) concepts of terrorism. While the distinction follows the time-frame consideration it is far more fundamental.
The phenomenon of “new” terrorists is not necessarily limited to suicide terrorists who had been in existence long before the Cold War ended—the Japanese kamikaze fighters during WWII, the Jewish resistance operatives in the wake of the State of Israel, the Tamils who modernized the suicide terror in the 20th century and many more. The most recent self-radicalized “new” terrorists, the Boston bombers Tsarnayev brothers, had no intention to die with the intended victims of their terrorist attacks. The difference between “old” and “new” terrorism permeates the multi-layered categories: their goals and objectives; the targets they have and the victims they aim to destroy; the rationales behind their radicalization; the areas where they operate and the constituencies supporting them.
The article starts with analysis of the fundamentals of the rational choice theory and applies it at two levels: the individual (actors) and group (collective) via two outlooks: tactical (short-term) and strategic (long-term). The main argument of the article is that while the “old” terrorism can be explained by the rational choice theory, its “new” version represents a substantial departure from rationality. The article ends with the premise that one-fit-all solution to terrorism cannot be found and offers some alternatives to current counter-terrorist efforts.
Rational Conundrum of Terrorism
As a theory of human behavior, rational choice focuses on both individual and groups as actors in two forms, “narrow” and “broad.” According to van Um, “The narrow version allows only for action that enhances the personal utility so that individuals act purely selfishly, while a broader version also allows for altruistic goals to be pursued.”4 On the individual level, rational choice “…assumes that the individual is the most appropriate judge of what is best for him or her… The individual has the freedom, as well as the responsibility, to shape his or her own life.”5 On the group level, rational choice emphasizes “…loyalty to groups, with the consequent tendency to evaluate actions in terms of their consequences for the group and without consideration of their consequences for people outside the group…”6 At both levels, rational choice postulates that all actors are utility maximizers and consistently pursue goals based on the consciously chosen stable preferences.7 The actors are guided by the logic of expected consequences: they possess credible information about the options available to them and chose the best ones based on their expected utility calculation.8
The problem with applying the rational choice framework to the phenomenon of terrorism is threefold. First, a single holistic approach is used to determine the existence or absence of rationality, which disregards other variables beyond the objectively existing cognitive patterns. Rationality is applied in absolute terms and the actors are considered static figures always ending up choosing between the actions with the highest post-action expected utility values.9 In reality, rational behavior for one actor with set value systems may be irrational for other actors under the same circumstances due to their conflicting value systems. It is a universally accepted assumption that “actors know what they want and can order their wants transitively.”10 The predicament of this approach is that a more rational outcome with increased utility value may occur on its own, or as a result of multiple interceptions of choices that may not always be rational. Rational actors may choose irrational options that may eventually maximize their expected utility and vice versa.
This theoretical quandary is best seen in altruistic suicide. The end state of actions is rational if it fits within the specific cognitive frameworks: to die for the common good may be a noble fit. However, as Mises noted, “No man is qualified to declare what would make another man happier or less discontented,”11 which means that the core of rationality is essentially subjective. On the individual level, an example of the suicide for the public good is a soldier who daily fights the enemy on the battlefield to ultimately survive, but suddenly decides to consciously commit a heroic but suicidal feat to save her fellow soldiers. Here rational terrorism would predict high upsurge in the numbers of soldiers willing to commit suicide because of the set preferences to save the lives of others by sacrificing one’s own. This, however, is not happening and the rationale behind the premeditated suicide remains within the cognitive frameworks of an individual, and her unique personal preferences.
Another problem of the holistic rational approach to terrorism comes from the multiple layers of cognitive behavioral patterns. In the ideal world, the actors should clearly see and easily calculate the post-action expected utility of each option. However, as Monroe and Maher suggested, “…real people don’t always operate this way, nor should they. We know that each of us has limited…capacity to perceive, recall, interpret, and calculate…”12 Rationality is confined by human imperfections, by their inherent inability to “perform the calculations necessary even for a reduced set of options in a decision-making situation,” and, ultimately, by the absolute and objective flaws imposed by the “cognitive limitations of their minds.”13
A possible explanation for the irrational behavior of the actors is the factor of identity, which varies in different actors. Specific identity constructs force them to choose different options not based on the objective utility calculations but on their subjectively constructed assessment of the objective reality. The identity-based “logic of appropriateness” limits the power of rational reasoning of the actors, forces them “to derive actions from given identities” and act “according to the institutionalized practices of a collectivity, based on mutual, and often tacit, understandings of what is true, reasonable, natural, right, and good.”14 Unfortunately, no data is available on the multiplicity of layers of cognitive behavioral patterns that would explain heroism of the soldier from the previous example. The decision to act heroically may be based on her desire to bring victory to her own group out of her specific identity or following the Christian doctrine on self-sacrifice for the sake of the common good. On the contrary, a soldier with a different identity—for instance, a deep believer in another Christian doctrine on suicide being a sinful act (depending on individual interpretations of the scriptures)— may wish to abstain from taking such a step.
Finally, the “weak” rationality fails when the actors are confronted by time-relative constraints. Rationality may or may not be present in immediate decision making: what may be rational in an instant may turn irrational, and vice versa if the actors take time for rational re-thinking of their actions. An immediately rational action may lose its rationality under the influence of additional variables extrinsic to the rational choice frameworks. An option that previously had the lowest expected utility and was anticipated to remain as such may increase its utility depending on external factors. Similarly, a step that seemed immediately irrational may acquire rational basis provided there is enough time for re-thinking. The soldier from the previous example may change her mind and abstain from the heroic suicidal feat if she has enough time to carefully (i.e. rationally) weigh all the pros and cons of it instead of engaging in an impulsive immediate action. Likewise, if her extemporaneous reaction was to hold back from sacrificing her life, she may, at some point in the future or under similar circumstances, choose to die heroically and save others. In all the instances above the preferences are not set: they are multiple and volatile depending on individual cases.
Individual Level Rationality
When applying rational choice theory to the actions of the individual terrorists, a distinction should be made between the non-suicide and the suicide forms of terror. The non-suicide, or “survivalist” terrorism, was mostly characteristic of “old” terror, existing prior to the end of the Cold War, such as the Basque Eucadi ta Askatasuna (ETA), Real Irish Republican Army (RIRA), the Armenian Secret Army for the Liberation of Armenia (ASALA), the Kurdistan Workers’ Party (PKK), the Farabundo Marti Liberation Front (FLMN), the Liberation Tigers of Tamil Eelam (LTTE), the Russian “Narodovolci” (short for the “Narodnaya Volya”), and the “Esers” (short for “Party of Socialists–Revolutionaries”). Most of the “old” terrorists were rational actors who wished to live through their struggle to see the results of their actions and to share their benefits with the whole group they represented. The notion of self-sacrifice for the greater common good was absent in the selfish rationality of the “old” terrorists. In addition to having survivalist reasons, the “old” terrorist directed their goals toward attaining tangible benefits: at minimum wider autonomy for their kin or sovereignty and independence, at maximum. These goals were limited in scope, geographic coverage, and usually concerned terrorists themselves.
The goals of the “new” terrorists, who appeared after the collapse of the bipolar system in early 1990s, are transnational in reach and limited in their long-lasting effects. On the individual level, the terrorist who sacrifices her life “hope[s] to achieve infinite bliss in heaven.”15 At first glance, she can, indeed, be considered as “an agent who accepts certain death in order to kill with high probability.”16 Similar to traditional terrorists, she would make relative cost calculations, which, in Sandler’s words, “…must demonstrate that the utility associated with the suicidal mission is at least as large as the utility of the status quo.”17 This can be possible, as Caplan rightly noted, “…if you genuinely believe that death in a jihad brings infinite reward,” which makes “new” terrorism seem rational.18
Rational approach in decision making assumes the post-action utility to be higher, or, at least, not lower than the pre-action one. The key here is that both these utilities should be easy to calculate in tangible terms. The thought of exchanging individual lives for a greater common good is quite problematic to accept since sacrificing one’s life for the unknown and, thus, the unquantifiable outcome, is far from being rational. Even if the person believes that her post-action utility from the suicide attack would be higher than her pre-action one she still cannot calculate the true value of the former. On the tactical level, the terrorists committing suicide attacks remain in absentia of the results of their actions. They die without comparing (in rational terms) their post-action utility with pre-action one. After all, no one had ever returned from the “other world” with the message that life after death is better or worse than life itself. In sum, there is no way to credibly quantify the individual utility in life and death: the suicide bombers might “go straight to paradise and enjoy the company of seventy-two virgins” or they might end up in hell (assuming that former is unarguably “better” than latter).19
Separate consideration should be given to the religion-based rationality. To start with, religion acts as an important motivator for human actions. Those who consider themselves true believers have the value-systems different from those who view themselves as atheists. This leads to different cognitive frameworks of reference: what is rational for a believer (i.e. justifiable from the point of view of post-action utility) can be as irrational for a disbeliever. Many religions have the rational-choice frameworks imbedded in their belief systems. The notions of “heaven” versus “hell” are more or less present in most of the religions and the paths to either one depend on how their followers had spent their lives. Compliance with the dogmas leads to better existence after life and vice versa–a sinful person would face worse future after death. The choice of the afterlife is rational as much as the person “chooses” to live in sin or in righteousness according to different religious institutional standards.
This fact, however, does not make religion either the independent or the intervening variable here. By their very virtues many religions are “outward” discriminatory and “inward” nondiscriminatory. This means that single religions discriminate between those of followers and those of other faiths; discriminate between what is considered “good” or “evil” but do not discriminate between all own believers or all own non-believers. Religious preferences are set equally for all own actors: all “righteous” people will face the afterlife corresponding to their earthly deeds and so will all the “sinners”. The same reasoning is applied to own followers and those of other religions.
The problem of accepting religion as a factor-variable here is that the resulting rational choice framework would predict that all actors-believers would normally strive to achieve the same outcome: “Heaven” for Christians, “Nirvana” for Buddhist, “Shamayim” for the Hebrews or “Jennah” for Muslims. If the religion is assumed to be the predominant driving force among the “new” terrorists, another assumption should be equally true: that all believers would commit mass acts of suicidal or non-suicidal violence in their beliefs to take the lives of all other nonbelievers. If this is the case, then Mises’s argument on the impossibility to prescribe universal happiness fails. When all actors supposedly have equally set preferences within the frameworks of their respective religions, this would predefine their modus operandi: killing heretics/infidels should be omnipresent across all religious actors. However, this view fails the test of scientific robustness and generalizability.20 Suicidal acts are still quite rare and not all the true believers in paradise randomly attack the followers of other religions: events like the St. Bartholomew’s Day Massacre are still outliers.
Economics of New Terrorism
From a purely economic standpoint, there is conflicting evidence of lethal efficiency of “new” terrorism. In absolute terms, suicide terrorism proves to be more efficient than its survivalist version: according to Caplan, “[a]n average suicide attack claims anywhere from four to over thirteen times as many victims as a non-suicide attack.”21 Pape, too, found that, although rare, suicide attacks account for almost half of the total human casualties for the same period.22 However, the costs imposed on the target governments by all terrorists are exponentially lower than those of the conventional warfare. Mueller & Stewart’s study corroborate this claim, “…annual terrorism fatality risks… are less than one in one million and therefore generally lie within the range regulators deem safe or acceptable, requiring no further regulations, particularly those likely to be expensive.”23 Charkavorti also points out that “…terrorism alone does not anywhere match the range of destruction caused by regular war, guerilla war and communal riots.”24 Finally, as the findings of Asthappan’s statistical analysis show, from 1981 to 2006 “…suicide bombers are killing fewer people even though more incidents are occurring.”25
In relative terms, however, the violent deaths of the so-called “hard targets”—high-level government officials—would have significantly higher policy-altering strategic impacts on the domestic and/or international environments than the deaths of ordinary citizens.26 Yet even here rationality is relative: the assassination of the Archduke Franz Ferdinand of Austria in 1914 by Gavrilo Princip, a member of the Serbian terrorist organization “Black Hand,” led to more significant political shifts than the killing of the Indian Prime Minister Rajiv Gandhi in 1991 by the LTTE, which caused no noteworthy international or regional political deviations.
Strategic Rationality
On the strategic level, i.e. long-term effects of the terrorist actions, individual terrorism may acquire some rationality traits. Strategic rationality postulates pursuing long-term goals by the actors. Here the distinction should be made into the actual perpetrators of terrorist attacks and the masterminds behind them. As Etzioni claims, “It may indeed be rational (in the sense of serving the goal) for the terrorist organizations and their leaders to send some of their recruits to die in acts of suicide; but that does not make it rational from the viewpoint of the individual recruits.”27
Thus, the death of a suicide bomber as a result of her attack—whether premeditated or accidental—is not a sole variable in defining the overall rationality of the act. The factor of third party–organizers of terrorist attacks and not their immediate perpetrators–should be also taken into account.
Whether suicidal or survivalist, terrorist attacks usually tend to spare the lives of their organizers and risk only those of the actual perpetrators. The leaders of various terrorist groups and factions, according to Cowen, “…may have differing motivations than the lower-level troops. Often they organize attacks but do not conduct them personally.”28 From that standpoint the threat of being damaged as a result of any terrorist attacks for the individual group leaders is minimal. According to Pape, “even if many suicide attackers are irrational or fanatical, the leadership groups that recruit and direct them are not.”29 Finally, Neumayer and Plumper claimed that “the leaders of terrorist groups are predominantly rational and act strategically to reach their goal of gaining political influence on the political system of their home country.”30
Group Level Rationality
Terrorism is mostly a collective endeavor with rare exceptions, such as the 2013 Boston marathon bombers. The individual terrorism is still an “aggregation of individual decisions and the behavior of a group can be explained with recourse to individual behavior.”31 Terrorist loners can claim their identity affiliations with the known terrorist organizations but this does not make them more than mere criminals in pursuit of their personal agendas. This, of course, does not mean that self-radicalization cannot happen on the individual level. The case of the Tsarnayev brothers is a perfect example of the terrorist identity based on the “imagined communities.”32 These terrorists had little or no contacts with the umbrella organizations and even attacked the country that had done nothing wrong to their ethnic external homeland in Chechnya.
This brings in the following point: radicalization and political motivations are two distinct instances of terror. For violence to be truly politically motivated it should have some sort of an institutionalized approval by specific groups. Otherwise the counter-terrorist efforts will stumble upon the problem of non-falsifiability. If every lone wolf chooses the identity that forces her to undertake premeditated acts of violence, then there is no political motivation as a separately existing phenomenon. As in the Tsarnayev brothers case, the discourse on their political motivations is futile: not only does it not yield any valuable insights into the reasons for the terrorists attacks it also distracts the counter-terrorism efforts by taking them in the wrong direction of organizational versus individual terror.
At the group level from the point of view of rational choice, the objective is to increase the aggregate expected utility for the whole group. The difference is in the degree of rationality in achieving goals by the “old” and “new” concepts of terrorism. Most of the “old” terrorist organizations represented and recruited from ethnically or ideologically limited circles of supporters and strived to achieve the benefits for these groups only. This was largely due to the specificity of their strategic objectives. Since most of them were advocating for social justice for their respective groups, their supporters would, naturally, come from these very communities.
The embodiment of traditional terrorism, ETA was almost entirely composed of the Basque nationals acting in Spain. Similarly, the RIRA recruits were Irish only: “unpropertied unmarried, young men of middle classes, increasingly disproportionately dominated by urban, skilled and socially mobile activists” throughout the world.33 ASALA also used to replenish its ranks among young Armenians, and so did the PKK: according to Kalyvas, “…it would be hard to find ethnicTurks fighting on the side of the PKK.”34 The “Narodnaya Volya” and the “Esers,” too, were composed of ethnic Russians and operated within the Russian empire only.
From a tactical standpoint, the purpose of the “old” terrorism was to impose insurmountable human and economic costs on the opponent side to force the latter to undertake the sought policy change.35 These goals, according to Pape, were pursued by “inflict[ing] enough pain on the opposing society to overwhelm their interest in resisting the terrorists demands and, so, to cause either the government to concede or the population to revolt against the government…”36 With this, the “old” terrorism had limited goals to achieve: “to coerce a target government to change policy, to mobilize additional recruits and financial support, or both” or “…to provoke the target into a disproportionate response, radicalize moderates, and build support for its ambitious goals over the long term.”37 For instance, ASALA was pressing on Turkey to acknowledge the Armenian Genocide and eventually wanted “…to establish an independent and fully sovereign Armenian state comprising of the Armenian Soviet Republic and Turkish Armenia” without complete destruction of the Turkish Republic per se.38 The RIRA and ETA advocated for the sovereignty of their respective ethnic groups–the Irish and the Basques–from the UK and Spain, correspondingly, without complete annihilation of their enemies’ statehood or the supranational governance of the European Union. The same limited locate can be seen in PKK’s actions: to gain increasing political rights for their group representatives and “to form an independent state of Kurdistan.”39 Such goals were, in principle, rationally achievable and showed the “behavior that benefit[ed] not only an individual but also a group the individual feels loyal to may also be considered as rational.”40
On a strategic level, the limited objectives of the “old” terrorist organization made them act very selectively mostly aiming at “hard targets.” By doing so, the terrorists were sending a clearly rational message to their successors: we will kill you if you continue to resist. Over 60 percent of ETA’s victims were the members of the Spanish police, the military, and the politicians whereas the civilians were mainly the collateral or the “[i]nformers, drug dealers, entrepreneurs who do not succumb to the financial extortion, people with extreme right-wing ideology, or people involved in the “dirty war” against ETA.”41 ASALA was also notorious for targeting exclusively Turkish policymakers and mainly diplomats.42 RIRA had developed the similar pattern in their attacks.43 The FLMN also mostly targeted the governments’ military and installations.44 The LTTE’s preferred hits were the military, police, government officials, and the private citizens associated with and supporting the policies of the Sri Lankan Government.45 The “Narodovolci” and the “Esers” focused exclusively on “governor-generals, mayors, commanders of military regiments, heads of prisons, gendarmes, high-level policemen, bailiffs, constables, judges and prosecutors,…members of the State Duma and even the royal family.”46
The “new” terrorism became a truly global enterprise: as the avant-garde of the new terrorism, al-Qaeda recruits Muslims and coverts all over the world. It does not have a “single, uniform recruitment process for a group; rather, there are as many recruitment processes as there are distinct regions and nodes in which the group operates.”47 Appearance of “new” terrorism also altered the overall strategy of politically motivated violence, which made it even more dangerous than ever. This change occurred as a result of moving away from the politically motivated attacks to staged shows of unexpected blanket violence on the organizational and individual levels. “New” terrorism has lost the privilege of the “exclusive club membership” and has turned into “franchised” tactics readily available to organized and individual actors: anyone with any background living anywhere can be self-radicalized and commit terrorist attacks on behalf of any organization and any cause.
Tactical Rationality
Tactically, the “new” terrorists are not engaged in the war of attrition but the war for full but less perceivable zero-sum victory. They wish not just to change the system where they live or to place their own policy entrepreneurs in charge: they want to destroy it completely and to create a new world order, the global Caliphate under Sharia law. Numerous Chechen terrorist organizations operating in Russia replicate this idea on a smaller, regional scale in the form of the Caucasian “Imarat,” a Chechen word for an all-Muslim political entity in the Caucasus.48
The problem with such a strategy from the rational choice perspective is revealed on the level of strategic objectives. The “new” terrorists have no points of reference to credibly evaluate the expected utility of the proposed end state of their struggle. Al-Qaeda’s proposed global Caliphate is related to its various historically existing forms, including the Rashidun, Umayyad, Abbasid and the Ottoman empires. However, even those “mini-caliphates” suffered from a steady desire of their people to move away from pure Islam and Sharia law to secularism. According to Arnason and Stauth, “[t]he history of Islamic states appears as a long-drawn-out retreat from full exercise of religious authority. The early caliphate…was replaced by a monarchy, which… tended to replace the direct authority of religion with ‘group feeling and the sword’…”49 In case of both al-Qaeda and the Chechen terrorist organizations, strategic rationality rests on their ephemeral promise to the followers without any rational framework of reference that they would be better off in the Global Caliphate than without it.
From the point of view of tactical rationality the “new” terrorism can be quite rational due to its specific targeting pattern: indiscriminate violence against civilians. Due to the fact that all terrorism, but mostly so its new version is essentially a show in need of its audience, according to Stohl, the latter’s “… victims and all that destruction were not as important to the perpetrators as the audience around the world that viewed that destruction.”50 Crenshaw also supports this change in wider targeting of “new” terrorists groups by saying, “The victims or objects of terrorist attack have little intrinsic value to the terrorist group but represent a larger human audience whose reaction the terrorists seek.”51 The change in asymmetric tactics happening all over the world is backed up by the statistical data. A 2008 RAND study identified 3,827 civilian deaths and over 8,000 injuries with only 110 military deaths and 221 injuries in al-Qaeda attacks between 1994 and 2007.52
Instead of sending the personalized message to their targets, by attacking unknown and mostly civilian actors, the “new” terrorists indirectly aim at the “hard targets” to instigate the political change. This is a significant departure from the targeting modus operandi of the “old” terrorists for whom both victims and targets were the same. The “new” terrorists’ demands are delivered indirectly by the survivors of the attacks. In these cases and especially when the terrorist acts threaten to spoil the re-election prospects, some governments tend to succumb to terrorists’ demands. There is nothing that the democratically elected governments hate to see more than the deaths of their innocent constituencies. To a point, such tactics can, indeed, help terrorists to succeed. More recent examples of the tactical rationality include the withdrawal from Iraq of the Philippines troops shortly after their truck driver was kidnapped by the extremists and removal of the Spanish troops as a result of the pre-election promise of then Prime Minister Zapatero after the 2004 Madrid Bombings, shortly followed by Honduras and the Dominican Republic.53 This, however, did not have a desired effect on the overall long-term counter-terrorist mission of the coalition forces in Iraq.
Conclusion
The difference in applying the rational choice framework to the study of motivators and behavior of the “old” and “new” terrorists is substantial. The rationality-based approach presupposes the counter-terrorism efforts based on the rationality of the government actors fighting with terror.
Such an approach would be successful in cases of the “old” terrorists who had clearly presented and tangible goals. This made their behavior more or less predictable and easy to target due to the clearly identifiable sources of threat. On the contrary, the “new” terrorists are unpredictable in their global reach, mutating forms and vague objectives. The same counter-terrorist operations that applied in cases of the “old” terrorists—small-scale operations, such as in Ireland and the Land of Basks, or larger military interventions, as in case of Afghanistan—are likely to fail here.
The “Global War On Terror” coined by President Bush after the September 11 attacks is a very dangerous term from the point of view of absence of an exit strategy. The “new” terrorists are not fighting for any specific or tangible goals. Their aim is to fight for the sake of fighting. This is the inherent difference of “new” terrorism from its predecessor and its grave danger: absence of clearly defined and attainable end states for the terrorists themselves. Global or even regional caliphates and the universal Sharia rule are utopia primarily for the terrorists themselves as well as the counter-terrorist circles.
Absence of rationality makes the “new” terrorism nothing but a fear show with the sole purpose of sustaining further shows with the increasing number of audiences around them. Success of terrorist attacks should be measured not in terms of its victims–as shown above; from purely rational perspective the lethality rate of terrorism is very low if compared with other threats. The United States’ troops may withdraw from Afghanistan but this would in no way mean defeat or victory for terrorists. The only way a show would end is when the audience would stop buying tickets. The philosophical school of empiricism postulates that the world exists as long as we acknowledge its existence.54 The world is, essentially, a combination of the matters that came into being because of the actors’ desire to recognize them. Similarly, the “new” terrorism would remain a threat until the counter-terrorism cycles continue to perceive it as such. Once the audience stops paying attention to multiple tapes of caved terrorists broadcast by global television networks, to the ephemeral jihads sporadically launched in different areas of the globe by numerous terrorist cells and affiliates against different nations, and starts treating it as an ordinary crime requiring relevant punishment, the pandemics of terrorism will gradually evade.
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Engaging Non-State Security Providers
Timothy Donais, PhD*
The rule of law has long been a core pillar of security sector reform (SSR) programming. To the extent that SSR seeks to ensure that security forces are not only effective but also accountable to both the state and its citizens, the proposition that accountability is best guaranteed by embedding security governance within a rule of law framework has, with a few notable exceptions, gone relatively uncontested despite SSR’s uneven track record. In the context of post-conflict transitions in particular, the standard SSR narrative has been that the (re)-consolidation of coercive power within the hands of the state (in a Weberian sense) is both justified and legitimized by the parallel establishment of legal and institutional frameworks that serve to constrain and limit the uses and abuses of this power. Just as SSR lies at the core of the contemporary statebuilding agenda, part and parcel of a larger effort to create capable, accountable and responsive states, the rule of law, as a set of principles and practices aimed at bringing political and socio-economic relations within a predictable, transparent framework of enforceable rules, remains central to the contemporary SSR agenda.1
That this narrative remains compelling both in terms of its internal logic and in terms of how most SSR practitioners differentiate between successful and unsuccessful security sectors goes a long way towards explaining the unease with which the growing emphasis on non-state security provision has been received within the wider SSR community. Non-state security providers, in this context, include those actors—from militias to neighborhood watch groups to traditional chiefs—who command coercive power, and provide a measure of security and protection to particular communities and/or across specific territories, outside of the context of formal state security provision. Hybrid forms of security provision, in which state and non-state security providers co-exist and overlap, are increasingly acknowledged as the reality in many fragile and conflict-affected states. Typically, however, such security ‘orders’ are decidedly disorderly, inherently unstable, and sometimes violent, presenting myriad points of friction where the claimed and contested jurisdictions of various security providers overlap. While they may be acknowledged, such hybrid security arrangements have rarely been considered viable alternatives to conventional SSR approaches. At best, they have tended to be viewed as ephemeral features of the transitional landscape, to be tolerated until such point as the state can take up its rightful monopoly over the legitimate use of force.
While SSR is not easily disembedded from these state-centric presumptions, evidence is slowly accumulating that hybrid forms of security governance may be more durable, more effective, and less easily-displaced than previously thought. While it may be premature to declare, as Bruce Baker has, that ‘the future is non-state,’ the case for embracing hybridity in SSR programming is gaining strength.2 It also rests on decidedly pragmatic grounds. As Kate Meagher has observed, the willingness to re-consider the viability of hybridity as a model of security governance has much to do with the search for less elaborate and less costly forms of governance, and with a growing recognition that existing systems of security governance should be judged for what they are, rather than what outsiders would like them to be.3 Consistent with broader critiques of liberal peacebuilding, this openness to hybridity is also a reaction to the hubris and ‘arrogant managerialism’ of most SSR policy interventions, marked by unrealistic and unachievable social engineering ambitions and ongoing efforts to jam the complex realities of weak and conflict-affected states “into a procrustean bed of pre-set rule of law templates.”4
This paper explores the role of non-state security provision in SSR contexts against the wider backdrop of an ongoing normative and policy commitment on the part of donors to embed SSR within a rule of law framework. In doing so, it contemplates the possibilities for a ‘post-liberal’ (if not necessarily post-rule of law) SSR agenda, distinguished from its liberal precursor by a commitment to fashioning SSR strategies on the basis of existing socio-political realities within the society in question rather than on idealized (and possibly unattainable) end-points. This emphasis on starting conditions rather than (or at least in addition to) ultimate outcomes—consistent with Amitai Etzioni’s argument that, given the limits of international influence, it makes more sense to build on existing structures and trends “rather than seeking to fashion new ones out of whole cloth”—imposes considerable demands on outside interveners in terms of understanding the local context in all its dynamic complexity.5 It demands, in short, a systems-analysis approach to SSR, based on a careful reading of the relevant actors, the incentive structures they face, the institutional and relational dynamics that connect them, and the location of potential levers of change. It also leads, almost inevitably, to a form of SSR that is based on the balancing and bridging of existing political forces rather than on Weberian monopolies contained and constrained by a framework of laws capable of regulating political life while simultaneously standing outside of politics. At the same time, while it is unrealistic to expect donors to set aside long-standing commitments to the rule of law in their SSR interventions, it may also be unnecessary. Indeed, the paper makes the case that viewed as one component—albeit one to be progressively expanded over time—of a complex and evolving accountability framework for security provision, the rule of law remains central to the broader SSR enterprise.
The remainder of the paper unfolds as follows. The next section unpacks the key foundational premises of conventional SSR, with a particular focus on the prominence of monopoly and accountability and the enormous challenges of achieving either—let alone both—within the standard timeframes of most contemporary international interventions. Next, the paper considers the awkward relationship between non-state security providers and the rule of law, while at the same time outlining why hybrid security arrangements involving a combination of state-based and non-state security provision are likely to be more conflictual than collaborative. The third section outlines a vision for longer-term security sector evolution grounded in a ‘rules-based’ framework, emphasizing the emerging ability of state institutions to regulate, rather than monopolize, the provision of security. The conclusion revisits the overall argument, suggesting that to the extent that SSR remains about the systemic transformation of security provision, the rule of law continues to provide an important set of strategic guideposts to guide this process.
Conventional SSR: The Merger of Monopoly and Accountability
Louise Andersen has observed that the so-called monopoly model of SSR—central to the project of establishing liberal peace in fragile states—“involves not merely the taming of the Hobbesian Leviathan but the actual establishing of the Leviathan.”6 This characterization nicely underlines the intertwined principles of monopoly and accountability upon which conventional SSR is premised, while also hinting at the epic scale of the undertaking. It has been clear for some time that SSR’s weak empirical track record has a great deal to do with the gap between lofty principles and on-the-ground realities, and between the broader ambition of the SSR agenda and the time, resources, and political capital required to transform that ambition into reality.
On the monopoly question, perhaps the most important insight to have emerged from the last quarter-century of SSR programming concerns the limited remit of the state—and its security and justice apparatus—across a wide range of fragile and conflict-affected environments. It is now commonly asserted and widely accepted (if difficult to verify) that upwards of 80 percent of security and justice provision in the states that are the beneficiaries of SSR programming is provided by non-state actors.7 Indeed, part of the very essence of state weakness or fragility relates to the inability of governments to exercise effective control over territory, while conflict leads to the further fragmentation of security provision. Given these realities, in most cases conventional SSR programming has struggled to meet the challenge of engineering massive transfers of power from non-state actors—most of whom have proven to be reluctant collaborators—to state-level actors.
As Ken Menkhaus has noted in the case of Somalia, efforts to strengthen the formal security sector in that country are “swimming against powerful currents”; non-state security providers are not only more capable than state-level actors across most of the country, they have also developed powerful economic interests in the maintenance of the status quo.8 While Somalia may be an extreme case of fragmented security provision, the failure of the monopoly model of SSR to deliver on its core premise is a common theme across a broad cross-section of post-conflict cases.
Conventional SSR has arguably been no more successful in the achievement of its second core principle: ensuring that those who wield coercive force behave responsibly and can be held accountable for their actions. It is here where the rule of law intersects most directly with security governance; in the typology of Thomas Carothers, this represents ‘type three’ rule of law reform, aimed at ensuring government compliance with the law and, more generally, putting in place robust mechanisms to constrain the powerful.9 Particularly in the context of volatile and insecure environments, it should come as no surprise that those in positions of privilege see little self-interest in limiting their power by subjecting it, and themselves, to the rule of law. Indeed, as Agnes Hurwitz has noted more generally, “programs seeking to strengthen or re-establish the rule of law in peacebuilding contexts have rarely achieved their nominal objectives of delivering human rights, security or development.”10 This is due, in large part, to the reality that the rule of law is about changing norms at least as much as it is about building institutions, and normative change is almost invariably a long-term endeavor.11 For domestic elites especially, respect for and adherence to abstract principles such as justice, accountability, and transparency is a tough sell in cost-benefit terms, particularly when set alongside the more prosaic pursuit of political and economic self-interest. Further, as Alex Berg has demonstrated, rule of law in conflict-affected contexts rarely emerges as a result of elites ‘coming to enlightenment’, but is rather the consequence of specific, and relatively uncommon, patterns of state-society relations—notably regimes rooted in broad or fragmented coalitions and lacking easy access to revenue—that alter the incentive structures facing elites in ways that make it more likely for them to accept legal and institutional constraints.12
Given the difficulty of realizing the enormous ambition that lies at the heart of the conventional SSR paradigm—vis-à-vis both restoring monopolies over the legitimate use of force and embedding security governance within a robust legal framework—the search for alternative and more realistic models has become increasingly urgent. In this sense, critiques of conventional SSR echo Marina Ottaway’s broader critique of the democratic reconstruction model as attractive in theory but unworkable in practice, given the enormous gulf between ground-level realities and idealized endpoints.13 Like Ottaway, advocates of second-generation SSR seek more realistic and less hubristic approaches that nevertheless retain a fundamental commitment to improving both human and state security within fragile and conflict-affected contexts. While hybrid approaches promise such realism by eschewing formal templates in favour of strengthening actually-existing mechanisms of security provision, almost by definition hybridity also entails the reconciliation of radically different practices and principles. How to go about reconciling the recognition of non-state security provision with an ongoing commitment to rule of law promotion presents one such paradox.
Non-State Security Providers and the Rule of Law: An Uneasy Relationship
While the flaws of both liberal peacebuilding and conventional SSR have been exposed in recent years, in large part due to the incapacity of each framework to bridge the gap between promise and performance, the rule of law continues, somewhat remarkably, to enjoy deep and near-uncontested legitimacy. This is perhaps even more remarkable given that the rule of law can be considered primus inter pares among all of the core principles underpinning liberal interventions in fragile and conflict-affected states: the rule of law is, in other words, an essential background condition for the achievement of key public goods associated with the modern paradigm of good governance, from economic development to human rights to democratization.
While there is a rich literature debating both its meaning and its substantive content, at its core the rule of law can be defined, in the words of Thomas Carothers, “as a system in which the laws are public knowledge, are clear in meaning, and apply equally to everyone.”14 The rule of law, as Carothers also notes, is fundamentally dependent on the fairness, competency, and efficiency of core legal institutions such as courts, prosecutors, and police, and more generally on the embeddedness of government and governance within a comprehensive legal framework.15
Two aspects of this definition appear especially relevant for the purposes of thinking about the relationship between the rule of law and non-state security provision in transitional contexts. The first is its undeniably statist framing; while most conceptions of the rule of law contain articulations of the rights of citizens to due process and equality before the law, the core puzzle faced by rule of law reformers in fragile and conflict-affected states is ultimately how to both enable and constrain government power, on the wider principle of ‘no power without accountability’.16 As Lisa Denney has suggested, however, the terms ‘non-state’ and ‘informal’ remain analytically useful when thinking about hybrid security arrangements precisely because “they denote the broad set of arrangements that, in some way, operate beyond the state’s accountability net.”17 Acknowledging the reality of non-state security provision, in other words, remains a challenge to thinking about SSR as merely the extension of the rule of law into the security realm, in large part because the legitimacy of non-state security providers tends to be grounded in extralegal foundations.
The second aspect of the Carothers’ definition worth noting in this regard is its seemingly apolitical nature, with laws and their guardians cast as neutral arbiters of political and social life.18 Framing the rule of law this way, however, conceals as much as it reveals. Given that laws themselves, being little more than words on paper, have no inherent authority, genuine rule of law—as opposed to rule by law—requires a robust and durable intersubjective agreement on the part of the constituent elements of any society, especially those in positions of power, to submit themselves to the authority of abstract law. In this sense, acceptance of the rule of law on the part of both rulers and ruled constitutes—at least in liberal democratic contexts—a central component of the social contract through which state-society relations are governed. Historically, the emergence of social consensus on the centrality of the rule of law as a bedrock of governance has come only through prolonged, and often violent, political struggle (think of England’s long journey from the Magna Carta to modern constitutional monarchy), the outcome of which is by no means pre-determined. The fundamental challenge facing those seeking to embed the rule of law within conflict-affected states is, therefore, that few good models exist for how to short-circuit the messy and violent dynamics of political contestation in order to build consensus among differentially-empowered (and mutually-distrustful) social actors on the wisdom, desirability, and legitimacy of the rule of law as an overarching governance principle. Ultimately, as Janice Stromseth et al have suggested, “few rule of law theorists have grappled with the issue of how rule of law cultures can be created.”19
While holding to the conviction that the rule of law provides the only durable, sustainable framework for responsible, accountable security governance, then, conventional security sector reform models have never really offered a convincing theory of change for how to bring this about. Nor have they fully come to terms with the reality that, in most cases, both state and non-state security provision will continue to co-exist for an indefinite interim, drawing on a wide range of different sources of legitimacy, offering variable levels of security or insecurity, and forcing citizens—as security consumers—to navigate what are often security terrains of exceptional complexity.20 For external reformers, such terrains are no less difficult to manage (even if less existentially threatening), in part because of the difficulty of distinguishing good actors from bad ones and in part because of the inherent limits on external leverage. Consequently, donors continue to focus on reforming state-level security and justice systems, while overlooking the majority of mechanisms through which justice and security are delivered on a daily basis.21 Conversely, beginning to think in terms of ‘interim security arrangements’, even if the interim in this context may be measured not in years but in decades or even generations, necessarily requires a willingness to engage with—rather than attempt to circumvent or transcend—the messy realities of actually-existing security arrangements.
One of the earliest efforts to frame this kind of engagement in policy terms was provided in 2011 by the Development Assistance Committee of the OECD. Highlighting the centrality of legitimacy to larger debates around governance, the OECD-DAC made the case that ‘grounded legitimacy’—pursued through “deliberate strategies for supporting the marriage of indigenous, customary and communal institutions of governance with introduced, Western state institutions, with a view to creating constructive interaction and positive mutual accommodation”—should be a key guiding principle in efforts to rebuild fragile or war-torn states.22 While the idea of grafting Western norms and institutions onto pre-existing systems that resonate socially and culturally with local populations is compelling, in the particular realm of security provision such ‘marriages’ between state and non-state actors are likely to be especially fraught. To highlight such tensions is not to deny that collaborative security arrangements across the state/non-state divide can, and do, exist independent of outside intervention;23 for example, Baker has described precisely this kind of collaboration between state authorities and customary structures in Somaliland. However, it should be noted that such arrangements may be the exception rather than the norm precisely because of the breadth and range of actors that comprise security systems in conflict-affected environments, the particular nature of power relations in such contexts, and tensions inherent in the private delivery of public security.
In the first place, the universe of non-state security actors is remarkably varied, ranging from traditional chiefs to secret societies, and from neighborhood watch groups to gangs, militias, and warlords. Such actors may have long-standing bonds of reciprocity with their client communities, or they may have emerged from within the conflict context with little history and few direct connections with particular communities. William Reno, for example, has distinguished between protective and predatory militias, with the former dependent on local communities for resources and connected to them by dense webs of values, beliefs, and identities.24 Complicating matters, of course, is the reality that particular actors may simultaneously be perceived as both predatory and protective by different segments of the communities with whom they interact, with perceptions varying significantly across time. More generally, Baker and Scheye have argued that there are no a priori grounds for assuming that non-state actors are less capable than non-state actors of upholding human rights or being held accountable, since they may “more accurately reflect local beliefs and needs and are regarded by local people to be more legitimate.”25 Certainly, the varied experiences of non-state security provision across a range of cases demonstrate that the rule of law is not a pre-requisite for accountability: despite the dramatic power differentials between the providers and recipients of security, there is some evidence of warlords being ‘tamed’ by links with more traditional forms of organization, and of militias – particularly those that are embedded within specific communities–being ‘civilized’ by social pressure.26 Social embeddedness, however, offers no durable guarantee that the ‘protected’ will be able to reliably hold their ‘protectors’ accountable, given the shifting and unpredictable nature of most informal governance arrangements: in other words, non-state security provision can just as easily erode as uphold the security of particular communities. Perhaps unsurprisingly then, context remains all-important.
Second, as SSR has always been part of a larger project centred around re-arranging the manner in which power is exercised and controlled within particular societies, hybrid security arrangements are as likely to generate competitive power dynamics—both across the state/non-state divide and among non-state security actors—as they are to yield respectful and mutually-reinforcing cohabitation among differentially-situated security providers. There is, on the one hand, the reality that in such contexts the state, given the high stakes involved and the long-standing presumption that security provision is at the very core of what defines contemporary statehood, is unlikely to enthusiastically embrace an emerging norm of hybrid security governance.27 At the same time, the lingering insecurity of the post-conflict ‘moment’ and the political economy of private security provision—in contexts of resource scarcity, many security providers find it difficult to resist the temptation to leverage coercive authority for either political advantage or economic gain—point to real risks that in the absence of some form of regulatory framework, ongoing struggles for power and authority could easily turn ugly. Indeed, South Sudan’s post-independence descent into civil war can be read precisely through this lens of competitive security dynamics.
Third, as Baker and Scheye have noted, both justice and security are, at their core, public goods, a reality which sits awkwardly with hybridized security arrangements.28 While there is of course no guarantee that public security providers will take seriously their responsibilities for public security provision—indeed, post-conflict environments are sadly replete with examples of the exploitation of public office for private gain—there is at the very least a normative expectation that over time, public security forces will act in the name of public security. Hybridity, conversely, implies multi-layered and overlapping security provision, with non-state actors in particular providing security to selected slices of a particular population, while representing agents of insecurity to others. In such contexts, the provision of ‘public security’ may be uneven and incomplete at best, while the prospects for encouraging a multiplicity of non-state security providers to embrace a public security ethos remain decidedly uncertain.
In light of such concerns, there remain grounds for caution about the long-term capacities of hybrid security arrangements to offer superior outcomes, in human security terms, to the long–suffering populations of conflict-affected states. Indeed, writing about the specific context of Africa, Kate Meagher warns of the dangers of inverting, rather than overcoming, the essentialist tendencies of previous thinking around security governance. As she suggests, to the extent that “the condemnation of non-state order as institutionally destructive has been replaced by its celebration as a vehicle of embedded forms of order and authority,” there’s a risk of failing to make important distinctions between constructive and corrosive forms of non-state order.29 At the same time, in the rush to embrace ‘actually-existing’ security governance arrangements in lieu of striving for ideal-type outcomes, there is also a danger of losing sight of the reality that SSR is, at its core, about systemic change; indeed, one of the characteristics of the literature on non-state security governance has been an emphasis on tactical improvements to ground-level security arrangements at the expense of a more sustained focus on how wider security systems might be transformed over longer timeframes. I take up this question in the following section, suggesting that even in the context of security hybridity the rule of law, as a set of overarching principles of governance, may continue to offer an important set of guideposts that enable SSR practitioners to go beyond acknowledging the role played by non-state security providers in SSR contexts towards engaging with them in constructive, forward-looking ways.
Squaring the Circle – A Qualified Defence of the Rule of Law
One starting point for reconciling a continued commitment to rule of law promotion with a recognition of the reality of non-state security provision is the realization that most advocates of non-state security strategies are not as radical as they may appear at first glance. Either implicitly or explicitly, most continue to acknowledge a crucial—if somewhat transformed—role for the state within any evolving security governance framework. Likewise, most also continue to acknowledge the imperative of enveloping security governance within an enforceable rules-based framework. Baker and Scheye, for example, posit that regardless of the specific identity of the actors who provide security services:
A principle function of the post-conflict and fragile state might be to monitor, license, and regulate the activities of non-state service providers. This is no longer a state defined in terms of a monopoly control over violence and coercion, but rather a highly circumscribed and limited state, working in varying unique partnerships and associations with non-state actors and CSO’s.30
Michael Lawrence, similarly, in the context of a broader argument around the need to develop non-state SSR strategies, defends the notion of the regulatory state, empowered to set broad parameters for security provision, “particularly standards of human rights, accessibility and accountability.”31 Even in a context such as Somalia, the classic case of a ‘mediated state’ where weak central authorities have little choice but to broker deals with powerful non-state actors, Menkhaus concludes that state regulation of private security provision remains a possibility, albeit part of a long, convoluted process “by which state authorities eventually gain primacy over non-state and sub-state security providers.”32
What emerges from these accounts, therefore, are hints at a long-term, incrementalist theory of security sector transformation aimed at facilitating a gradual shift in the balance of power from non-state to state-level actors, while at the same time repositioning the state as a regulator, rather than monopolizer, of security provision. Crucial to this account of change is the state’s developing capacity (and legitimacy) to make and implement rules, laws, and regulations. While the state might have little choice but to defer to the capacity/legitimacy of non-state security providers in the short-term, and share authority with these same actors over the medium term, over the longer term the sovereign state is expected to assert its primacy—through what Menkhaus terms a combination of negotiation, confrontation, and cooperation—over the non-state in matters of security governance.33 None of this, of course, is necessarily inconsistent with the shorter-term imperative of making ‘actually-existing’ security governance work better through ongoing efforts to build partnerships, facilitate collaboration, and ease friction across the broad range of security providers.
Seen in this light, a looser conception of how the rule of law might over time link state and non-state, security provider and security consumer, and different kinds of security providers with each other may still provide a reasonably compelling framework for international engagement with the security sectors of fragile and conflict-affected states. While avoiding the perils of both ‘legal orientalism’ and externally-driven social engineering, the strength of such a vision may lie in its ability to bridge the gap between the imperative of starting SSR from actually-existing conditions and Alice in Wonderland’s dictum that you need to know where you are going if you ever hope to get there.34 In this sense, then, conceptualizing SSR in terms of the gradual expansion of the state’s ability to bring security provision within a common framework of rules provides at least some direction and focus to the generic call to ‘engage’ non-state security providers, without being overly prescriptive in terms of eventual outcomes.
The importance of holding onto at least a thin vision of how external interveners imagine change in security systems unfolding over time should not be underestimated, especially given the gap between the need to think about change in systemic terms and the chronic inability of international actors—despite ritual nods to the importance of ‘holism’ as a key SSR principle—to engage with the security sectors of conflict-affected states as complex systems. Indeed, the failure to cooperate, coordinate, and plan strategically remains, in many ways, the Achilles’ Heel of the entire SSR enterprise, which in too many cases still unfolds more as a series of discrete, time-bound, and unconnected projects than as a coherent and integrated blueprint for shifting conflict-affected societies along a continuum from insecurity to security. Thus, when Michael Lawrence—in an otherwise excellent discussion of hybrid security governance—calls for the development and implementation of non-state SSR strategies, it is not entirely clear who, precisely, is being called on to craft, oversee, or operationalize such a strategy (other than a generic reference to ‘local civil society’, which seems a poor match for the task).35 Lawrence suggests, similarly, that “a key goal for a non-state SSR strategy is to open new channels of communication and dialogue between on-the-ground security providers, citizens, civil society, international actors and the state.”36 While it’s easy to support such a prescription in principle, the danger of such an approach is that, absent a coherent linkage between means and ends, it adds up to little more than an SSR version of contact theory: bring the key actors together, and assume that good things will result.
While this may represent an overly-minimalist strategy for effective engagement with the interconnected and shifting components of hybrid security governance, marrying an ongoing commitment to loose, context-specific and flexible forms of rule-based security governance with a renewed commitment on the part of SSR interveners to contribute to what Robert Ricigliano has called ‘networks of effective action’ may offer a more promising approach.37 As Ricigliano has suggested, systems thinking emphasizes iterative approaches, learning by doing, and working with (and within) the system to identify and exploit opportunities for positive change, which may in turn lay the foundation for larger changes down the road.38 While this still requires careful, nuanced understanding and analysis of system dynamics, it does not necessarily require sophisticated central planning and coordination. What it does require, rather, are open communication networks, a shared understanding of larger goals and rules of the road, and a willingness on the part of all members to view individual efforts in the context of larger reform dynamics.39 Within this larger context, a continued commitment to supporting the evolution of rule-based systems may provide a common reference point around which the actions of interveners can converge.
A broad, long-term commitment to the rule of law and to the development of the state’s regulatory capacity also, finally, has the potential to mitigate resistance on the part of state-level actors to external engagement with non-state security providers. As the evolution of the discourse on ownership has demonstrated, governments of fragile and conflict-affected states (represented by the so-called g7+) have grown increasingly sensitive to donor infringements—real or perceived—on their sovereign prerogatives. Accordingly, they have attempted in recent years to use international commitments to respecting ‘national ownership’ as a means of re-asserting control over post-conflict reform agendas. The sensitivities of governing elites, unsurprisingly, are particularly acute in the security governance realm, both because security provision has long been seen as the exclusive preserve of the state and because of the inherent value of security systems as assets through which to maintain control, establish legitimacy, and/or generate political, social, or economic rents.40 In contexts where governments see non-state actors as being in competition with them for authority or legitimacy, non-state SSR strategies that are insensitive to such tensions run the risk of alienating the very constituency whose support is an essential prerequisite for enabling SSR in the first place. In the words of Erwin van Veen and Maria Derks, “where justice and security initiatives are perceived by elites as potentially threatening to their interests, they are almost guaranteed to fail.”41
Somewhat paradoxically, therefore, effective engagement with non-state security providers also requires engagement strategies that both acknowledge and align with the incentive structures faced by governing elites. Beyond appeals to pragmatism—that governing elites should support whatever strategies improve security provision, particularly if they can take at least some credit—embedding non-state SSR strategies within a larger framework of state-centric rule of law development may help offset zero-sum calculations on the part of state and non-state actors alike, and provide state-level elites with some assurances that long-term trends still privilege the state’s ability to control and regulate—if not necessarily monopolize—the broader security sector. A self-conscious policy of incrementalism may be perceived as an asset rather than a liability in this context as well, especially given the delicate challenge of ensuring that efforts to bring state-level actors and actions–and not just security providers–within the purview of rule-based frameworks also unfold in ways that are not perceived as an overt threat to elite interests.
Conclusion
The ongoing search for viable second-generation approaches to security sector reform reflects a growing consensus on the prescriptive inadequacies of the monopoly model in the vast majority of reform contexts. In a variation on the theme of ‘you can’t get there from here’, most states undertaking SSR are highly unlikely to be able to monopolize security provision within their territorial boundaries within any realistic timeframe. Yet the alternative notion of hybrid security governance—which recognizes the reality of messy, overlapping, unstable mixes of state and non-state security provision characteristic of a great many fragile and conflict-affected states—appears to suffer from the opposite problem of under-prescription. In other words, while hybridity often accurately describes ‘actually-existing security governance’, it is decidedly less helpful as a roadmap for charting a coherent course towards the sustainable long-term transformation of security provision in conflict-afflicted states.
With a particular emphasis on the relationship between SSR and rule of law promotion, this paper has made the case that the rule of law, loosely defined, still has a useful role to play as a source of strategic direction for SSR. Crucial to this argument is the conceptual delinking of monopoly and accountability. While first-generation approaches emphasized accountability within the context of a state monopoly on the legitimate use of force, the argument here—consistent with insights drawn from the literature on non-state security actors—is two-fold: not only that accountability should matter as much, if not more, in situations of hybrid security governance, but that over the longer term the rule of law may still provide the most stable foundation for ensuring accountability. While emphasizing the gradual expansion of the state’s ability to bring security provision within a common (and ultimately enforceable) framework of rules, reformers also need to accept the reality of—and embrace the possibilities for working within—an indefinite interim, understanding that norms underpinning the rule of law evolve slowly and recognizing that relationships between providers and consumers of security will continue for the foreseeable future to be characterized by varied configurations of accountability and legitimacy.
Rethinking SSR along these lines also necessarily involves rethinking how external interveners relate to both the security systems and the security actors within reform contexts. In the first place, as Lisa Denney has noted, dealing with non-state security providers is “uncomfortable territory for organizations committed to human rights and good governance principles.”42 Risk-aversion and a distaste for dealing with actors that might otherwise be considered unsavoury represents, therefore, a crucial first obstacle to be overcome in order to create opportunities both for understanding non-state security providers and for beginning to develop “a spectrum of unique partnerships and associations” between state and non-state systems.43 Along the same lines, external interveners need to increasingly think of themselves as facilitators rather than engineers, with the goal helping to put in place the necessary processes, relationships and dynamics that will enable complex security systems to evolve along constructive channels long after outsiders have gone home. Indeed, Erwin van Veen and Maria Derks have explicitly called for the donor community to adopt “a process approach to programming,” which combines, among other elements, a commitment to short-term results (specifically, supporting existing arrangements that ‘work’ in a given context), flexible results frameworks supported by sophisticated monitoring and evaluation tools and deeper understandings of the incentive structures facing key actors, and mutual long-term commitments (to be realized over a timespan of decades).44
While SSR continues to be, at its core, about the regulation, management and control of coercive power, increasingly the focus of outside intervention needs to shift away from the daunting (and perhaps unachievable) challenge of re-distributing power, towards a project of gradually bringing existing power relations within a broad and predictable regulatory framework. The objective, ultimately, should be to connect short-term initiatives—particularly those that facilitate constructive engagement across the different categories of security actors that constitute hybrid security orders—with a longer-term strategy for systemic change based on the evolution of existing arrangements rather than on the imposition of external ones.
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China’s Three Warfares Strategy Mitigates Fallout From Cyber Espionage Activities
Emilio Iasiello*
China has been allegedly engaged in a longstanding cyber espionage campaign against the United States, as well as other nations, soliciting negative reactions citing China’s malfeasance. The negative press received from these activities is feeding into the perception that China’s global ‘rise’ is predicated on surreptitious intellectual property theft to project it into great power status, and perhaps as a way to seek regional and global military balance with the United States. In order to combat this perception, this article suggests that China has leveraged its ‘Three Warfares,’ a three-prong information warfare approach composed of Media, Legal, and Psychological components designed to influence the international community, and the United States in particular, in order to forestall the development and implementation of any effective counter strategy. The result has been largely successful to date, enabling China to reach specific milestones set forth in its national development plans while escaping any serious punitive or economic repercussions from the international community, to include recent circumvention of U.S.-imposed cyber sanctions. This article will review Chinese cyber activity, international perceptions of the Chinese cyber threat, how “Three Warfares” apply to Chinese cyber operations, and then provide final conclusions.
Chinese Cyber Activity
Former National Security Agency (NSA) Director and Commander of U.S. Cyber Command General Keith Alexander estimates the losses incurred by cyber espionage activities at approximately $338 billion, although admittedly not all the result of Chinese efforts.1 Nevertheless, the intimation of this assessment is that China, identified as the most persistent cyber espionage actor, is suspected of a good portion of this activity.2 Indeed, the breadth and scope of suspected Chinese sponsored and/or directed cyber espionage begs the question: Despite the tactical success of stealing a diverse spectrum of sensitive and proprietary information in the face of public protest, what is Beijing’s strategic game plan?
China has three primary national security objectives: Sustaining regime survival, defending national sovereignty and territorial integrity, and establishing China as both a regional and national power.3 China views the United States with a cautious mix of skepticism, partnership, and competition. The Chinese believe that the United States is a revisionist power seeking to curtail China’s political influence and harm China’s interests.4 One way to counter U.S. supremacy is for China to engage in cyber operations in an effort to extract information from “diplomatic, economic and defense industrial base sectors that support U.S. national defense programs.”5 In this context, cyber operations can be viewed as being more about trying to strengthen China’s core and less about diminishing U.S. power. Focusing solely on the United States, suspected Chinese cyber espionage actors have targeted the following industries, among others, during the past two years: Space6, Infrastructure7, Energy8, Nuclear Power9, Technology Firms10, Clean Energy11, Biotechnology12, and Healthcare.13
China’s 12th Five Year Plan reflects overall goals and objectives of the government to promote economic industry growth. It is a critically important tool that maps out in five-year cycles the country’s future progress via guidelines, policy frameworks, and targets for policy makers at all levels of government.14 In the current Five Year Plan, which covers 2011-15, China identified seven priority industries to develop, areas in which the United States has typically been an innovator and leader. These “strategic emerging industries” are intended to become the backbone of China’s economy in the decades ahead.15 These industries are:
It is easy to see that a correlation can be made between the types of industries that have been targeted in the United States in the last two years and the strategic emerging industries that China has highlighted for development. Moreover, China views cyber as an ideal tool to accomplish these objectives being an inexpensive facile technique to engage several potential intelligence targets at once. In February 2007, China National Defense News defined cyber warfare as the “use of network technology and methods to struggle for an information advantage in the fields of politics, economics, military affairs, and technology.”17 The key takeaway here is that cyber warfare is directly related to “information advantage” and not military advantage, suggesting that peacetime cyber activities are more about bolstering China’s development in strategic areas and less about establishing military superiority vis-a-vis reconnoitering a future battle space.
The Perceived Chinese Cyber Threat
While some experts believe that the United States, along with China and Russia, are engaged in a cyber arms race,18 China has yet to be suspected or implicated in an incident involving the destruction of information systems or the information resident on them. Many Chinese strategic military writings advocate the use of information warfare as a pre-emptive weapon prior to the onset of military engagements;19 however, if China is behind the volume of cyber espionage activity attributed to it, during peacetime China prefers to leverage the benefit of computer intrusions as a means of information collection and commercial advantage, rather than one of deterrence.
Currently, several countries including Australia, Canada, Germany, India, Taiwan, and the United Kingdom, among others, have publicly accused China of intruding into their public and private sector networks.20 In particular, the United States has been the prime target of suspected Chinese orchestrated or directed cyber operations for approximately a dozen years. While the U.S. government maintained a reserved stance for most of this time, in 2012 it became more outspoken with regard to the volume of cyber espionage activity targeting its public and private sectors. In October 2011, U.S. Congressman Mike Rogers of the House Permanent Select Committee on Intelligence publicly accused China of stealing sensitive information:
China’s economic espionage has reached an intolerable level and I believe that the United States and our allies in Europe and Asia have an obligation to confront Beijing and demand that they put a stop to this piracy.21
In 2013, the security company Mandiant published a detailed report identifying a Chinese military unit involved in cyber espionage.22 Never before had technical evidence and analysis linking activities to a government entity been made public. The Mandiant report proved to be a watershed moment for senior U.S. government officials with several of them, including President Obama, publicly addressing the issue of Chinese cyber espionage. Shortly after publication of the Mandiant report, in March 2013, U.S National Security Advisor Thomas Donilon stated:
…businesses are speaking out about their serious concerns about sophisticated targeted theft of confidential business information and proprietary information through cyber intrusions emanating from China.23
In that same month, President Obama engaged directly with Chinese President Xi Jinping about cyber security and future engagement possibilities,24 which was followed by a summit in June, where the two leaders more fully discussed cyber security, with Obama opting not to directly accuse the Chinese leader of espionage activity.25 However, any headway was derailed in May 2014 when the U.S. Department of Justice indicted five Chinese military officers with committing cyber espionage, the first time ever the U.S. government publicly accused members of a foreign government with crimes against U.S. companies.26 Further reports of another suspected Chinese espionage group like ‘Axiom’, reputed to be more sophisticated than the one profiled in the Mandiant report, further paints a condemning picture of China as a relentless cyber thief of sensitive information.27 Given the voluminous cyber incidents pointing toward some level of Chinese government affiliation, Beijing finds itself trying to sustain its ‘peaceful rise’ image in the midst of growing global public dissent, led at the spear tip by the United States and its threat of imposing cyber sanctions against those entities that benefited from commercial espionage activities.
Three Warfares – A Primer
It seems counterproductive for a country so concerned with ‘face’ to engage in such blatant and aggressive activities that threaten to harm its global image. Two important concepts in Chinese culture are guanxi and mianzi. The first, guanxi, has been defined as sharing favors between individuals, connections, relationships, and the ability to exert influence. The second, mianzi, means ‘face,’ as in saving face, losing face, and giving face.28 So why would a country steeped in this mindset willingly risk its image, especially at a time when the country is seen as a peacefully rising world economic power? The implementation of non-kinetic, non-violent, but still offensive operations is best suited for Chinese peacetime strategy of influencing the cognitive processes of a country’s leadership and population, or what Sun Tzu describes as “subduing the enemy without fighting.”29 In 2003, the Communist Chinese Party Central Committee and the Central Military Commission approved the concept of ‘Three Warfares,’ a People’s Liberation Army non-military information warfare tool to be used in the run up to and during hostilities.30 Collectively, the ‘Three Warfares’ allow China to enter any fray, whether in peace or war, with a political advantage that can be used to alter public or international opinion.31 They are:
Media warfare incorporates the mechanism for messages to be delivered, while legal warfare provides the justification of why actions are permissible. Psychological warfare provides the necessary nuance leveraging the dissemination capability of the media and the more formalized legal mechanisms to substantiate its activities to domestic and international audiences. Given that each of these types of warfare rely on the targeting and influencing of a specific target audience, it is easy to see why Chinese analyses almost always link these three types of ‘combat’ together.35
Public Opinion/Media Warfare
Public opinion warfare refers to the use of various information channels, including the Internet, television, radio, newspapers, movies, and other forms of media in accordance with an overall plan and defined objectives to transmit selected news and other materials to an intended audience.36 The goals are to preserve friendly morale, generate public support at home and abroad, weaken the enemy’s will to fight, and alter the enemy’s situational assessment. Defensive public opinion warfare is leveraged against adversarial public opinion warfare to neutralize possible effects on the Chinese populace.37 Given the voluminous hacking allegations levied against China, defensive public opinion warfare is a natural counterbalance. According to Cheng, four themes are inherent in Chinese writings on public opinion:38
Public criticism over Beijing-sponsored intrusions surfaced as early as 2005 when it was revealed that suspected Chinese government intrusions dubbed ‘Titan Rain’ had been targeting U.S. public and private sectors entities since 2003.39 Since that time, numerous foreign governments have gradually come out publicly to identify the Chinese government, or its operatives, as perpetrators of intrusion activity against their networks.40 Furthermore, U.S. government entities have long suspected Chinese telecommunications companies Huawei and ZTE as being instruments of the state, and possible mediums that can be leveraged by the Chinese government for intelligence collection.41 Such debate has risen to the highest levels as seen in 2013 meetings between Chinese president Xi Jinping and U.S. President Barack Obama.42 In 2014, Secretary of Defense Charles Hagel disclosed U.S. cyber force structure and capabilities to China in an effort to demonstrate military transparency.43
Chinese Public Opinion / Media Warfare Applications to Cyberspace
Chinese response has evolved during this period in which it has been framed as an antagonistic cyber presence. Typically, China has met such accusations with a defensive posture, denying allegations and asking for more information in an attempt to help track down the perpetrators. Indeed, senior official statements issued from China’s Ministry of Defense,44 Ministry of Foreign Affairs,45 and its Prime Minister46 have towed the same party line, asserting that China is not behind the attacks, that China is a victim not a perpetrator of cyber-crime activity, and that China’s laws strictly identify hacking as illegal.47
However, China shifted to a more assertive stance once former NSA contractor Edward Snowden released alleged highly classified documents exposing U.S. global surveillance efforts. Instead of trying to deflect accusations, China now points its own finger at the U.S. government. In particular, Beijing has demanded an explanation from the United States over reports of NSA spying on the Chinese company Huawei.48 The irony is not lost on China, given earlier U.S. government concerns over Huawei’s suspected spying on behalf of the Chinese government, which was ultimately not proven after a study was conducted on behalf of the U.S. Congressman and Chairman of the House Permanent Select Committee on Intelligence, Mike Rogers.49 Although skeptics persisted, in October 2012, the White House conducted its own security review of Huawei and found no clear evidence that Huawei spied on behalf of the Chinese government.50 Further pushing U.S. cyber malfeasance into the spotlight, in March 2014, China’s National Computer Emergency Response Team identified the United States as the top source of intrusion activity against its computers.51
U.S. efforts to manage its public image have fallen short after allies and adversaries alike expressed outrage from the Snowden scandal.52 The subtle nuance from which the U.S. government bases its defense, namely that it conducts such activities to support national security interests and not to provide competitive advantage to U.S. corporations, seems trite, particularly after being caught with its hand in the proverbial cyber cookie jar. Several accusations have surfaced because of leaked documents pointing to the NSA spying on non-national security entities such as Brazil’s biggest oil company,53 the European Union commissioner investigating Google, Microsoft, and Intel,54 and the International Monetary Fund and World Bank.55 Even on its home front, the U.S. public and special interest groups seeking to preserve civil liberties have condemned NSA activities.56
While the U.S. seemed to have an upper hand and international support regarding suspected Chinese cyber espionage, China has successfully regained some of its public facing pride. China continues to promote itself as a cyber victim as well as a willing cyber security partner. In 2014, China expressed its desire for mutual cyber cooperation with the United States,57 and as of April 2014, the Pentagon has engaged in military exchanges with China in the spirit of military transparency.58
Despite ongoing allegations of Chinese cyber misconduct, China has made strides in somewhat polishing its tarnished image at the timely expense of U.S. secret cyber activities. Perhaps in light of this, in May 2014, the U.S. Justice Department indicted five Chinese military hackers for cyber espionage.59 While this landmark decision attempted to directly implicate China’s government with cyber espionage, it failed to incriminate China any more in the public’s eye. After all, many public and private organizations generally believe that the Chinese government steals intellectual properties and sensitive information. Rather, the onslaught of exposed highly sensitive documents revealing the U.S. government’s role in similar activity (against allied and adversary governments alike) proved to be a bigger injustice and a black mark against a government advocating human rights and individual freedoms.
Legal warfare
Legal warfare is one of the key instruments of psychological and public opinion warfare.60 Legal warfare is typically used in conjunction with one or both of the other two types of warfare as maximum effectiveness is achieved when they build upon each other. In this way, legal warfare provides the basis that strengthens public opinion warfare and psychological warfare.61 By definition, legal warfare is designed to provide justification for a course of action. There are two influences that help form Chinese legal warfare:
Chinese legal warfare applications to cyberspace
As a mode of influence, legal warfare is typically used prior to the outbreak of physical conflict, and occurs only in context of actual warfare. However, since the international spotlight has shifted to cyber espionage activities and China has been called out as a perpetrator of intellectual property theft, evidence suggests that the Chinese may be using tenets of legal warfare to push strategic interests. The following events occurred after several governments publicly blamed China for hacking into their networks and stealing data:
China uses international organizations like the UN, whose authorization is backed by legal considerations, in order to give its efforts legitimacy. This ultimately serves two important strategic objectives: 1) It tempers the negative image of China as a hacking state by showing that it is seeking to work collectively and within the defined rules of established international organizations, and 2) It helps China implement non-kinetic asymmetric means to pursue its political and economic objectives, avoiding the need to use military force or influence, thereby reducing the risk of potential escalation over a given issue.
Chinese psychological warfare
Psychological Warfare is deeply rooted in Chinese strategy; for example, “Chinese writings posit that during peacetime, psychological operations seek to reveal and exploit divisions in the enemy’s domestic political establishment or alliance system and cast doubt on the enemy’s value concepts.”75 It aims for a high degree of precision in targeting critical nodes in order to achieve nonlinear effects.
Chinese psychological warfare applications to cyberspace
According to Chinese scholars, psychological warfare is an integral part of information warfare.76 However, defining information warfare in a Chinese context is more challenging, as there is not a published doctrine on information warfare and there are only Chinese doctrinal writings available to provide insight into this complex discipline. Early writings on the subject were largely borrowed from translated United States, Russian, French, and German doctrines.77 As time has passed, there have been developments in Chinese thinking with regard to information warfare, most notably with regard to the concept of ‘information dominance,’ which according to Chinese cyber expert Dr. James Mulvenon, is the main objective of Chinese information warfare strategy.78 Information dominance has two primary targets: The physical information infrastructure and the data that has passed through it, and perhaps more importantly, the human agents that interact with those data, especially those making decisions.79
According to Chinese writings, there are five broad tasks associated with psychological warfare.80 Taking into consideration China’s involvement in global intrusion activity, these tasks may be applied to the current environment in the following manner:
i) It showed China being proactive in trying to establish an international set of responsible behavior norms for nation states in cyberspace; and
ii) It demonstrated China’s willingness to collaborate with others as equals. The proposal tendered at the UN further demonstrated China’s desire to gain consensus among the international community. Taken collectively, these efforts can be interpreted as China’s mitigation of the negative press it receives by presenting itself as responsible and collaborative. The proactive desire to collaborate with other governments on such issues may have been the impetus to lead the United States in June 2015 to agree to negotiate with China on some kind of “code of conduct” in cyberspace.85
When these five psychological warfare tasks are taken collectively, the message being promoted is that China is a dominant cyber force. By denying the accusations, China further builds on this image without having to say it publicly, or leak into the press its involvement in a significant cyber event. After all, unlike the U.S., China has not found the desire or need to bolster its image as a dominant player in cyberspace via public announcements or national strategies; instead, Beijing has relied upon others to speculate on its capabilities and strength, allowing it to concentrate its energies on trying to temper negative press while concurrently maintaining its covert espionage efforts to support its national objectives.
Dodging U.S. Cyber Sanctions
While the Chinese cyber espionage activity has enjoyed relative freedom for a substantial amount of time, the 2015 state visit put China on notice that cyber espionage for commercial advantage would not be tolerated by the United States. In an effort to avoid these penalties, Beijing reached accord days before President Xi’s official state visit to the United States in which both agreed that “neither country’s government will conduct or knowingly support cyber-enabled theft of intellectual property, including trade secrets or other confidential business information, with the intent of providing competitive advantages to companies or commercial sectors.”108 As a result of the agreement, China arrested hackers identified by the United States,109 thereby demonstrating its commitment to arresting criminal elements in cyberspace, even if they are China’s own citizens. While opinions differ on Beijing’s motives for arresting Chinese hackers, it is not without precedent. In 2010, after a lengthy international coordinated effort, Chinese authorities detained a Chinese national for hacking seven National Aeronautics and Space Administration (NASA) systems, according to a testimony from a NASA official to Congress.110
While Washington waits to see if Beijing will prosecute these hackers, the more important takeaway is China’s demonstration of its willingness to work with the United States—and perhaps by extension other governments as well—on similar cyber issues, something that had not been done previously. Sanctions still loom large on the table if perceived Beijing-sponsored hacking against commercial interests does not abate; however, if handled correctly, the threat of sanctions may ultimately serve China’s interests by addressing head-on the biggest black mark against China. Holding fast to the principles of legal and media warfare, China’s assurance of “opposing cyber attacks and espionage and combating all forms of hacking activities in accordance with the law,”111 coupled with public examples of collaborating with stakeholders toward this end, may gradually assuage opponents’ concern of the “China threat,” and in turn, depict China as a willing partner instead of an antagonist.
Additionally, initiating additional cyber security cooperation with regional governments will further bolster China’s message of seeking a stable Internet, safe from criminal and terrorist activities. China has been active in this regard, engaging in cyber security discussions with Japan,112 Malaysia,113 and South Korea,114 as well as a series of no-hack pacts leading to the November 2015 G20 agreement not to conduct cyber-enabled commercial espionage.115 It can be expected that China will pursue more of these through independent bilateral meetings or through international organizations like the Shanghai Cooperation Organization.
Conclusion
Despite being accused of perpetrating long running and substantial cyber espionage campaigns against the United States as well as several other countries, China has escaped any significant punitive or economic repercussions. China’s “Three Warfares,” a three-pronged information warfare strategy designed to influence the international community, has played an important role in forestalling any significant deterrence response, while allowing China to promote itself as a viable partner in cyberspace. China has sought to dull public perception of its rising threat by denying accusations, while capitalizing on the Snowden leaks of U.S. global surveillance activities to tarnish the U.S. image. Concurrently, China has used legal mechanisms to help promote itself as a viable cybersecurity partner. The act of championing the right of every state to be included on Internet governance gained enough traction to encourage the U.S. to step down from its governing role. Providing the UN with an updated “code of conduct” for nation state behavior in cyberspace demonstrated its interest to the global community that it was leading efforts toward achieving stability in cyber space. Updating its cyber-crime legislation exhibited Beijing’s commitment toward penalizing those engaged in hacking, quickly followed by arresting suspected hackers at the U.S. behest in 2015.116 Finally, China’s use of psychological operations (PSYOPS) has presented itself as a law abiding stakeholder in cyberspace while quietly basking in the writings that have identified it as a significant cyber power. The more experts warn of China’s powerful cyber capabilities, the more of a cyber equal China is perceived to be without Beijing ever having to intimate it.
As a result, the confluence of these three strategies has kept the West from deterring suspected Chinese espionage for a substantial period of time. In fact, the more time that has been allowed to elapse, the more China has been able to take advantage of it. In the time that the U.S. has mulled over finally levying cyber sanctions against China, Beijing has capitalized on meeting with countries like Japan and South Korea on cyber security issues,117 as well as engaging in a series of “no hack pacts” between China and Russia,118 the United Kingdom,119 and the United States,120 an effort culminating in the historic November 2015 agreement by members of the G20 not to engage in cyber-enabled espionage for commercial advantage.121
Moreover, China has done this while becoming the world’s largest economy in the process, and while promoting itself as a regional leader by spearheading efforts for a Maritime Silk Road (a system of linked ports, projects and special economic zones in Southeast Asia and the northern Indian Ocean122) and the Asian Infrastructure Investment Bank (which already has 20 governments on board).123 China’s plan may just be to rise through its region first before ascending to a global throne brought on by some of the fruits of its espionage efforts. In this context, China’s cyber espionage can be viewed as less about reducing U.S. capability, and more about building itself to assume a larger status in the world.
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The protection of civilians is a key objective of most international military operations. Yet civilians still continue to suffer in conflicts around the world. Since the early 1990s, the North Atlantic Treaty Organization (NATO) has conducted operations where the protection of civilians was a key component—either explicitly mandated or carried out by default to successfully achieve the mission—with varying degrees of success, and in some cases failure. This situation is not, however, unique to NATO. Implementation of protection of civilians remains a priority and challenge for many multilateral organizations, including the United Nations (UN) and the African Union (AU). This is partly due to the fact that different organizations understand protection of civilians differently, depending on their mission, capabilities, and areas of operations. While some policy, doctrine, guidance, and training have been developed, the ability to ‘operationalize’ civilian protection—creating and employing the force capabilities to actually protect civilians and vulnerable populations in a conflict—is still lacking.
This article does not focus on the decision by policymakers to intervene or what happens after an intervention but rather on what happens in the middle—on creating a better operational understanding of protection of civilians for NATO that is more in line with civilian expectations and the particular types of threats they will have to be protected from. One useful way to conceptualize the various levels of physical protection is through The Protection Ladder, a theory that will be put forward in this paper. It will be shown that the hierarchical illustrative tool helps military planners understand the legal obligations and additional operational layers necessary to protect civilians from physical harm. Finally, the article outlines practical ways to better operationalize civilian protection before, during, and after operations.
It is the authors’ hope that the development of a more robust understanding of protection of civilians for NATO will enhance NATO’s capability to protect more civilians in future operations.
NATO and the Protection of Civilians
Protection of civilians is a matter of political will, not just military might. Troop-contributing countries may have to make difficult decisions about trading their soldiers’ lives for the lives of civilians. At some point, there must also be a transition from armed conflict and stability operations—ideally to a state of peace where the rule of law and full attainment of human rights are made possible. Transitions have not always been successful, representing failures by both military and civilian actors. Experience has shown us that without a holistic approach to stability and peacekeeping, including the protection of civilians, overall mission success may prove elusive.
Once a political decision has been made to intervene in a particular conflict, military planners must develop a cohesive strategy for the military operation. Protection of civilians can become an objective in military operations in two different ways. NATO has experience with both.
First, protection of civilians may be the main objective of an entire operation—for political or moral reasons—to stop large-scale violence being perpetrated against a segment of the population. This was the case during Operation Allied Force to stop the ethnic cleansing of Albanians by Serbian forces in Kosovo (1999) and during Operation Unified Protector to stop the Gaddafi regime’s violent crackdown on its own population in Libya (2011). In both instances, NATO played a primary role through its use of airpower to impose no-fly zones and strike Serbian and Libyan military targets. While the operation in Kosovo did not have a mandate from the United Nations Security Council (UNSC), the operation in Libya did.
Second, and most commonly, protection of civilians may be one of several objectives in a larger military operation. For example, in Afghanistan, while protection of civilians was not part of the explicit mandate of NATO’s International Security Assistance Force (ISAF), it was arguably one of the most important military-strategic goals of the mission—receiving a greater amount of attention six years into the mission as security and kinetic operations expanded. Operations that are not explicitly mandated to protect civilians usually have a different primary goal such as counterinsurgency or counterterrorism. For example, the protection of civilians in many NATO operations is focused on the strategic goal of containing threats to member states, and others when requested, and preventing the spread of terrorism. But to a lesser extent they are focused specifically on the proactive protection of civilians. It should be noted that a failure to protect civilians—both from harm caused by one’s own operations and that of other actors—may severely damage a force’s ability to achieve its primary goal.1
Regardless of the reason for intervention in a conflict, civilians expect to be protected.2 They are not always able to differentiate who has harmed them, but they often have a keen understanding of who has the means to provide security and protection. When forces fail to meet civilian expectations of protection or cause harm themselves, anger and resentment grow, and populations can be driven away from the forces they once relied on for protection. In the absence of security provided by NATO, for example, the population will support whatever actor can provide it, as was the case in some areas of Afghanistan.3 The failure to protect can also damage the legitimacy of the warring parties, lead to state collapse, perpetuate cycles of violence and internal displacement, and affect neighboring countries with refugee flows.
Various NATO doctrine and guidance, including on counterinsurgency (COIN) and counterterrorism (CT), discuss the primacy of the civilian as a military-strategic imperative within each of these contexts. This is clearly laid out in the NATO counterinsurgency doctrine:
It should be kept in mind that killing numerous insurgents will be seriously counterproductive if collateral damage kills peaceful civilians too. That will create legitimacy for the insurgency and lead to increased support from the population. For this reason commanders have to establish procedures to achieve a balanced use of force and to avoid any excessive use of force that leads to collateral damage.4
While most certainly true, this and other examples within doctrine and policy largely ignore the important role of protecting the population from other actors and not just NATO’s own operations.5
In Afghanistan, for example, one could make a convincing argument that protection—both from ISAF’s own operations and the operations of other anti-government groups—should have been a key focus from the beginning. Research by CIVIC and others has shown that key strategic ground and civilian support was lost due to mounting civilian casualties both from their own operations and the operations of their adversaries.6 ISAF eventually amended their tactics and became more effective at avoiding civilian harm from their own operations, but it was late in the game and scores of civilians were still being harmed by other groups. For example, one major source of harm to Afghan civilians was anti-government groups’ use of inherently indiscriminant improvised explosive devices (IEDs) to target international and Afghan forces. In this case, the mere presence of international forces increased possible harm to civilians by IEDs in some areas, compared to areas where there was no presence. However, ISAF’s counter-IED initiatives, which started out as a force protection measure, soon became a proactive protection measure and reduced civilian harm.
Unfortunately, this situation is indicative of the doctrinal gap in many organizations expected to protect civilians today.7 While interveners may have the best intentions, they often do not have a robust strategic understanding of protection challenges, operational tools, and tactical training needed to effectively protect civilians from violence.
The implementation of protection of civilians requires understanding, knowledge, and training on how to actually achieve this objective on the ground. International, regional, and national military staff generally lacks guidance on how to protect civilians more effectively during military operations. This is because there are no historical or tested principles or doctrines to draw upon for military or political staff involved in the planning and execution of the mission. This lack of guidance leaves planners struggling to ‘build the plane while flying it’. This is a particular challenge for missions mandated to protect civilians as their primary goal, as lives that are already lost cannot be recovered. Without well-developed doctrine and the ability to effectively implement such a doctrine, failure is likely. It should be noted that to be successful in complex environments militaries must build in flexibility to allow for quick adaptation as the situation on the ground can change rapidly.
What ‘Protection’ Means
Civilians are entitled to the full spectrum of protection including physical protection from imminent violence, provision of basic necessities, enjoyment of human rights, and enabling conditions. Professor Paul D. Williams offers this definition in his ‘protection onion’ framework:
[The Protection Onion is an] adaptation of the ICRC’s “egg framework,” which was developed in the late 1990s to depict the relationship between patterns of abuse and what the organization saw as the three forms of protection activities (responsive, remedial, and environment-building). This emphasizes that protection can be thought of in minimalist (physical survival) or maximalist (the enjoyment of rights) terms and hence as a concept that contains many interconnected layers. Ideally, civilians would be able to enjoy the whole package, but in practice they can lose the outer layers of protection and still survive, although clearly some individuals can endure more than others. The inner core of physical protection, however, is vital for all the other layers.8
A military force alone cannot undertake all of these activities. It must understand what the protection of civilians entails and identify where it can be most helpful in the larger protection space. For policy makers and military planners involved in the deployment of intervention forces, the focus should be on the ‘inner core of physical protection,’ as it is where a military intervention can have the most utility through measured use of force.
To effectively protect, the military force must understand the threats that exist and match capabilities to counter them. This is a unique role, one that other unarmed actors are unlikely able to play. Actors such as NGOs and civil society have other important roles in providing protection—for example, addressing humanitarian concerns. While a military force’s main focus will be on physical protection, there may be occasions when it chooses to cooperate with counterparts on other levels, for example, in logistical assistance in the provision of basic necessities. Effective communication with counterparts focused on protection of civilians is imperative to maximize all capabilities.
For any military force to understand and effectively operationalize protection of civilians, it must first have a clear, organization-wide definition and a shared strategic understanding of the concept of protection. For example, the UN defines protection broadly as:
All activities aimed at obtaining full respect for the rights of all individuals in accordance with international law—international humanitarian, human rights, and refugee law—regardless of their age, gender, social ethic, national, religious, or other background.
The UN further defines protection of civilians in armed conflict as:
Protection of civilians in armed conflict (POC), whereby all parties to the conflict are responsible for ensuring that the civilian population is respected and protected.
NATO’s current understanding of protection of civilians differs greatly from that used by other international and regional organizations such as the UN and the AU. While NATO has yet to adopt a formal definition of protection of civilians, in past conflicts it has focused primarily on protecting the population from their own actions. In an environment where these actors work together, varying definitions of ‘protection’ can wreak havoc on even the best-laid protection plans.
Conceptualizing Physical Protection
After years of working on this issue, the authors strongly believe that military planners need a more formal structure to understand the several layers of physical protection. The Protection Ladder was designed by Center for Civilians in Conflict as an illustrative tool for military planners and leaders to explain the legal obligations and additional operational layers involved in civilian protection (See Figure 1). The ladder is meant to help conceptualize and operationalize these various layers—what we call ‘rungs’. Capabilities must be established on each rung to achieve the full range of civilian protection. The skills learned on each rung provide a foundation for the next. As with any ladder, the greater the number of rungs, the stronger the structure and the greater its reach.
Figure 1
The Protection Ladder is a conceptual framework to understand the various layers of physical protection security forces can provide to civilians either by adherence to existing national and international law or the adoption of specific policies and procedures that go above and beyond what is required.
International Human Rights Law & National Laws
The foundational rung of protection is the application of national law and international human rights law. These laws are applicable during times of peace as well as civil unrest and armed conflict. They are also the foundation for civilians receiving protection from their government and other actors. In most cases police and gendarmerie are the primary upholders of these laws. If security forces and other armed actors are found to have violated these laws, the violators should be prosecuted through the appropriate channels.
International Humanitarian and Refugee Law
International humanitarian law (IHL) and refugee law exist to protect civilians from the dangers of armed conflicts. It prevents parties from directly targeting civilians (distinction) and from causing excessive incidental civilian damage while attacking military targets (proportionality). It also calls on parties to conflict to take all feasible precautions to avoid harming civilians. Militaries who adhere to IHL cause less civilian harm during their combat operations. However, in today’s conflicts, many armed actors (both government and armed non-state actors) either fail to consistently adhere to IHL or choose not to adhere at all. When there are violations of IHL, they must be documented and prosecuted.
Civilian Harm Mitigation
Despite the best efforts of a given military operation, and even when the principles of IHL are rigorously applied, harm to civilians may nevertheless occur as a direct consequence of the use of force. This type of harm can happen during planned operations or in self-defense. This ‘incidental harm’—often referred to as ‘collateral damage’—while not illegal must be minimized, investigated, and appropriately addressed by the military force.
Proactive Protection
Armed actors may also deliberately target civilians, because they believe it can serve their overall objectives. In this case, a third actor is needed to intervene to prevent or mitigate the violence. Those who specifically target civilians are responsible for the vast majority of civilian casualties. This has led to the realization that protecting civilians from physical violence often requires proactive use of force against the perpetrators. This could mean establishing a presence near vulnerable populations, patrols, placing oneself between the perpetrator and the potential victim, and/or proactively seeking out those who wish to harm civilians and neutralizing the threat. The key decision facing staff involved in the planning or execution of such operations, is matching these approaches to particular situations.
Operationalizing Physical Protection
Civilian protection is first and foremost about creating a mindset—a way of thinking among policy makers, military planners, commanders, and soldiers. It must be adopted as strategy and policy and then trained throughout the chain of command to ensure that everyone from the highest commander to the lowest ranking soldier understands the concept and why it is a key part of a successful mission.
A military force cannot undertake all protection activities. It must effectively identify where it can be most helpful. To effectively protect, the military force must understand the threats that exist and match capabilities to counter them—a role that unarmed actors are unable to play. Protection takes place along the entire continuum of a military operation—before, during and after. A protection strategy in itself is not enough; it must be planned, operationalized, and trained at all levels. Below, we discuss practical suggestions on how civilian protection can be effectively addressed during planning, execution, and assessment of military operations conducted by NATO.9
Before Operations
Strategy, planning, and training are pivotal to NATO’s success in the protection of civilians. Without an explicit focus on protection of civilians in this ‘before’ stage, there is little chance of effectively protecting civilians in the conflict.
Adopt standing policy and tools
The concept of protection—including a definition in line with other international organizations—should be adopted in standing NATO political and military policy, independent of any given conflict. Protection should be prioritized in strategic planning and taught in scenario-based trainings. It should become a part of the military decision-making process and, indeed, the decision-making process of the individual soldier.
The Civilian Casualty Mitigation Team (CCMT) and the Nonbinding Guidelines on Monetary Payments to Civilian Casualties in Afghanistan are examples of effective NATO policy and practice but these exist only in an individual conflict. These practices have yet to be enshrined by NATO in standing policy and therefore the lesson identified in these recent conflicts risk being lost rather than learnt. We discuss these practices further in the During Operations section.
Develop a robust threat assessment process
Eventually, it is the perpetrators who decide what kind of threat they pose to civilians. It is impossible to answer the question of “how” civilians can be protected without knowing why, how, and with what methods perpetrators use in the first place.
The proactive part of protecting civilians is where guidance is most lacking, and all organizations have struggled to operationalize the task, including NATO. Previous research has found that the overall scope of threats that NATO may face can be divided into seven scenarios.10
NATO has encountered most of these scenarios and also stands out as one of few actors that may be expected to protect civilians from all of these threats, including interventions in the worst-case scenarios of large-scale violence against civilians.
Each of these situations poses a fundamentally different threat to civilians in terms of which civilians are at greatest risk, how they are targeted, what capabilities the perpetrators rely on to conduct violence, and what kind of civilian suffering it is likely to produce. This underscores the importance of identifying the particular type(s) of threats civilians are faced within the area of operation. In most conflicts, however, several scenarios may unfold simultaneously, in different areas or during phases of a conflict. For instance, what started as a regime crackdown on armed and unarmed opposition in Kosovo during the mid-1990s eventually escalated into ethnic cleansing of the Albanian population by 1999, prompting NATO’s intervention. Following the Serb withdrawal and NATO deployment, the ethnic cleansing was followed by post-conflict revenge against Serbs and other non-Albanian minorities. This again escalated into ethnic cleansing of the remaining Serbs in 2004.
The point is that continuous threat assessments of the perpetrators are essential to achieve effective physical protection. Some scenarios may also unfold at the same time involving the same perpetrator. For instance, a communal militia may simultaneously be attacking another community as a way to protect their own, while behaving in a predatory manner against all communities in the area. Other motivations for targeting civilians are mutually exclusive. It is for instance impossible to expel and physically exterminate a whole group of civilians at the same time. There may also be different motivations within the perpetrators’ ranks. For individual fighters, they may gain respect from their comrades or be driven by a fear of being killed themselves. For mid-level leaders, it may be to acquire power. That said, in order for violence to become systematic and widespread enough to prompt a military response, the overall situation is likely to fall into one of the categories of perpetrator motivations listed above.
The main implication is that different scenarios require different military responses if civilians are to be protected, without causing more harm in the process. On the one hand, this requires responses that reduce the vulnerability of targeted civilians and support their own coping strategies, such as by building infrastructure that allows them to access water within a relatively safe distance and by providing information about possible threats.11 On the other hand, it often requires using military forces to address the threats of violence more directly.
Different approaches to the use of military force to protect civilians will involve varying levels of proactivity:
The central question for military planners is: Which of these approaches are most likely to protect civilians from the conflict situation and the particular type of perpetrator they face? This question can be answered according to two principles.
First, to have a strategic effect, the response must mirror the perpetrator’s original motivation for targeting civilians. For example, genocidal perpetrators, who perceive the situation in zero-sum terms and have decided that extermination of a specific group is the only viable option, are highly unlikely to be deterred. Lessons from previous genocides, such as with the Hutu extremists in Rwanda and Nazi Germany during World War II, indicate that these perpetrators will continue exterminating civilians until they are completely defeated. By contrast, predatory armed groups who only target civilians to acquire resources necessary to survive (e.g. by plundering food or forcibly recruiting children to maintain their ranks) are much easier to deter and can be coerced into stopping altogether. This is because their primary motivation is to stay alive, which means that they will seek to avoid confrontation. That is why they typically target undefended locations where risks are low and rewards are high. In the past, even limited shows of force have caused many fighters to demobilize and disarm.
Second, the operation needs to match the perpetrator’s specific modus operandi. This requires a deeper understanding of how perpetrators target civilians and what they require to do so. For instance, NATO carried out similar actions during the operations in Kosovo and Libya, but the outcomes were quite different in terms of protecting civilians from the respective threats they faced. In both operations, NATO imposed a no-fly zone and conducted air strikes against military targets and command and control locations. However, the threats to civilians were different, which meant the utility of this operational design would differ, too.
In Kosovo, Milosevic sought to expel a large portion of the Albanian population through demonstrative use of violence. The purpose was not to kill or even to control them in the future, but to make them leave. Doing so only requires freedom of movement for irregular, paramilitary units to conduct brutal violence that makes people flee in advance. Thus, striking conventional military units had little effect on the Serbian regime’s ability to conduct ethnic cleansing, because these operations could be conducted without support from conventional forces. The operation eventually took far longer than expected, and around 90 percent of Kosovo Albanians were displaced, many of them expelled during the air campaign itself. Even though Milosevic eventually conceded defeat, withdrew his forces, and Kosovo Albanians were allowed to return, it could hardly be argued that the operation itself successfully protected civilians from expulsion.
In Libya, Gaddafi did not seek to kill or expel a certain group of the population but to control the population. To do so, he depended on crushing all opposition, both armed and unarmed. This first and foremost requires substantial firepower (as demonstrated also by the weapons used by Assad in Syria, including aerial bombing, SCUD-missiles, and weapons of mass destruction). In fact, regime crackdowns are the only situations where regular forces and heavy firepower are the units primarily responsible for violence against civilians. Thus, targeting Gaddafi’s regular forces and command and control abilities in Libya degraded his ability to target civilians. Compared to the air campaign in Kosovo, civilians were gradually protected from the threat posed by Gaddafi. This threat was removed by Gaddafi’s death—likely to be the only way, as few authoritarian leaders whose main objective is to save themselves have ever negotiated themselves out of power. However, the post-conflict revenge that followed was left unaddressed; the gradual deterioration of the security situation has created new and different types of threats to civilians.
Civilian Harm Mitigation
In most of the situations listed above, some sort of offensive use of military force will be needed to reduce the physical threat to civilians. However, this involves the potential risk of causing harm to civilians during protection operations. The more serious the threat to civilians, the more the use of force is likely to be required to confront the perpetrators—and the higher the danger it is likely to pose to civilians.
This risk of harm can be reduced through the adoption and implementation of civilian harm mitigation policy, tools, and practices. For example, while there is often training of forces on the IHL rules of proportionality, distinction, and necessity, state actors or non-state armed groups that want to effectively protect the population from harm need to go much further to ensure this actually happens once a conflict begins. Protection requires advanced planning and tactics to push commanders and soldiers not just to ask themselves ‘Can I pull the trigger’ (under IHL, is it legal?), but ‘Should I pull the trigger’ (under civilian harm mitigation, is it my best option, what are the ethical and strategic imperatives, is there a better way?), and even ‘How can I prevent my enemy from pulling the trigger’ (under proactive protection, can I prevent harm to civilians?).
Pre-engagement planning activities can include, but are not limited to: assessing the potential of collateral damage with a restrictive framework; adopting rules of engagement that limit civilian harm; training forces with a mindset of civilian protection; acquiring non-lethal weapons to be used whenever possible; ensuring strict and appropriate targeting practices; and, importantly, setting up systems of proper data tracking and analysis, investigatory capacities, and the making of amends.12
All of this should be done in advance of the start of military operations. As additional lessons are learned, commanders’ guidance, rules of engagement, and other directives should be revised accordingly and fed into in-mission trainings.
During Operations Understanding civilians’ reality during conflict
In order to ensure that an armed actor’s use of force is actually effective in protecting civilians, commanders must have a real-time understanding of how civilians are being harmed. A military force should maintain a small team to advise the commander on civilian protection. Within this team it is important to develop the capability to consistently track in a centralized database all civilian harm caused and systematically analyze the data for trends, challenges, and lessons learned.13 While a relatively new concept in warfare a ‘tracking cell’ generally consists of several expert staff and appropriate hardware and software for data tracking and analysis. By adding this analysis to the commander’s feedback loop, challenges to protection can be addressed. Tactics can be adjusted to better protect, and in-mission trainings created to ensure soldiers have up-to-date protection tools, so ultimately, more lives can be saved. Similarly, proper investigations into every incident of potential civilian harm allow the military to absorb crucial data about threats to civilians. NATO has done this in Afghanistan.
In 2008, the International Security Assistance Force—the NATO led security mission in Afghanistan—created a Civilian Casualty Tracking Cell (CCTC) to collect data on civilian casualties—the first of its kind in any conflict. The cell functioned initially simply as a repository for data. In July of 2009, SOP 307 was released providing guidance on how to respond to civilian casualties through a procedural checklist, what military commanders call a ‘battle drill’. The SOP strengthened the cell and enshrined it as the “authoritative repository of civilian casualties taking place in the Afghanistan theater of operations.”14 By 2011 the cell was a key part of ISAF’s understanding of and response to civilian harm and was renamed the Civilian Casualty Mitigation Team to reflect the more robust form and function.15
No less important but much harder to assess is the degree to which one’s actions lead to better protection from armed actors deliberately targeting civilians. Assessing physical protection of civilians from perpetrators of violence can be done in several ways.16 Beyond simply tracking civilian harm, the mission must monitor civilian behavior, civilians’ perception of security, shifts in territorial control, delivery of humanitarian assistance, and perpetrator capabilities.
What constitutes a relevant measure obviously depends on the type of threat. For example, there is little point in assessing public opinion when most civilians are being killed (i.e. genocide). There is also little point in focusing on civilian deaths if large numbers of people are being abducted or displaced. What is particularly important from the perspective of military planning and execution is to monitor the perpetrator’s capabilities of violence. Reducing them is obviously one way of monitoring proactive protection of civilians, including the perpetrator’s ability to escalate violence.
The only true way to determine whether civilians are actually being protected is to measure the civilian suffering against what could be expected to happen if the perpetrators succeeded and no protection effort were tried. While difficult, this can be done by assessing the perpetrator’s modus operandi and empirical evidence from previous conflicts where similar situations have existed. For instance, during previous genocides, more than half of the targeted group’s population has actually died. About 80 per cent of the Herero Africans were killed in Namibia (1904), about 67 per cent of European Jews during the Holocaust, and about 75 per cent of Tutsis living in Rwanda (1994). By contrast, only a few per cent of the targeted population is likely to be killed during ethnic cleansing. However, the vast majority (90+ per cent) is likely to be displaced either temporarily (as with the Albanians in Kosovo) or permanently (as with many Muslims who lived in what became Serb-controlled areas of Bosnia).
Addressing Civilian Harm
All incidents of harm to civilians attributable to one’s own forces should be fully investigated. Cases found to be violations of international law should be dealt with through appropriate legal channels. Harm to civilians—including property damage, death, or injury—determined to be within the lawful rules of engagement of the peacekeeping force and thereby incidental should be acknowledged. Individuals or communities should be assisted accordingly. Making amends for harm within the lawful parameters of operations contributes to the preservation of human dignity and community healing. Strategically, acknowledging and responding to harm minimizes any hostility that may grow when harm is left unaddressed. Amends can range from apologies and dignifying gestures to other in-kind assistance, in accordance with local culture and victims’ preferences.
From early on in the conflict several of the troop contributing countries were making payments to civilian families harmed by their combat operations. However, there were no standardized guidelines across NATO so civilians were treated differently depending on which nation harmed them. This sometimes caused confusion and anger amongst the civilian population.17 In August 2010, NATO nations approved Non-binding Guidelines on Monetary Payments for Civilian Casualties in Afghanistan designed to synchronize troop contributing nation efforts to make amends to civilians harmed as a result of combat operations. While non-binding, these guidelines were incredibly important in getting nations on the same page with regard to how civilians should be treated when harmed by combat operations. Despite the positive effect this development had in Afghanistan they have yet to be enshrined in NATO’s standing policy or procedures. In Libya, civilians harmed as a result of the NATO air campaign were requesting these payments but with no policy in place their calls fell on deaf ears.
After Operations Learning the Lessons of Past Conflicts
One of the most important practices a military force can undertake post-conflict is to gather best practices and lessons identified. Lessons will not be learned until the strategic, operational, and tactical adjustments are adopted into standing policy and practice to ensure better performance in the next conflict. For several years, NATO has been conducting its own lessons identification process, including the release of reports on Libya and Afghanistan and an ongoing effort to map protection of civilian capabilities.
It should also be noted that there is an inherent danger in simply replicating lessons from one theatre of operations to another without adjusting to address the specific threat. This is particularly true of lessons regarding proactive use of force to protect, where the threats to civilians and the utility of different military responses can vary greatly. Direct lessons are only useful insofar as one is faced with the same type of threat to civilians as one was in the conflict in which the lesson was identified. Therefore, lessons should be examined, amended, and applied within the existing conflict and context to ensure maximum efficiency.
Conclusion
As long as wars are fought among, against, and in defense of civilians, the ability to protect civilians will continue to be a key capability.18 As new potential operations arise where protection of civilians will be important, such as in Syria, Iraq, or even Libya again, NATO should develop its capability to plan and effectively implement protection strategies.
Building an effective protection response capability depends on having a comprehensive understanding of protection of civilians and a strategic focus on developing capabilities in implementation. NATO should develop its planning, preparation, execution, and assessment capabilities of future missions—regardless of whether protection of civilians is the primary objective or is essential for military-strategic reasons. Its success in future endeavors depends upon it.
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