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Professor Teresa Almeida Cravo posits that peacebuilding has become a guiding principle of international intervention in the periphery since its inclusion in the Agenda for Peace of the United Nations in 1992. She considers, in her article, “Peacebuilding: Assumptions, Practices and Critiques,” that the aim of creating the conditions for a self-sustaining peace in order to prevent a return to armed conflict is, however, far from easy or consensual. The conception of liberal peace proved particularly limited, and inevitably controversial, and the reality of war-torn societies far more complex than anticipated by international actors that today assume activities in the promotion of peace in post-conflict contexts. With a trajectory full of contested successes and some glaring failures, the current model has been the target of harsh criticism and widespread skepticism. This article critically examines the theoretical background and practicalities of peacebuilding, exploring its ambition as well as the weaknesses of the paradigm adopted by the international community since the 1990s.
Dr. John Klein in “Deterring and Dissuading Cyberterrorism” hypothesizes that cyber-terrorism, while being written about since the early 2000s, is still not fully understood as a strategic concept and whether such actions can be deterred is hotly contested. Some strategists and policy makers believe that acts of cyberterrorism, especially by non-state actors, may prove to be undeterrable. Yet the leadership of both state and non-state actors tends to act rationally and function strategically, and therefore they can, in fact, be deterred to some degree. Helping to shape the legitimate options following a significant cyber attack, the Law of Armed Conflict has salient considerations for the deterrence of cyberterrorism, particularly the principles of military necessity and lawful targeting. Furthermore, when considered holistically and using all available means, deterrence combined with dissuasion activities can lessen the likelihood of cyberterrorism, while mitigating any consequences should such a cyber attack actually occur.
Mr. Emilio Iasiello ascertains that with the U.S. government acknowledgement of the seriousness of cyber threats, particularly against its critical infrastructures, as well as the Department of Defense officially labeling cyberspace as a war fighting domain, the Cold War strategy of deterrence is being applied to the cyber domain in “Is Cyber Deterrence an Illusory Course of Action?” However, he adds, unlike the nuclear realm, cyber deterrence must incorporate a wide spectrum of potential adversaries of various skills, determination, and capabilities, ranging from individual actors to state run enterprises. What’s more, the very principles that achieved success in deterring the launch of nuclear weapons during the Cold War, namely the threat of severe retaliation, cannot be achieved in cyberspace, thus neutralizing the potential effectiveness of leveraging a similar strategy. Attribution challenges, the ability to respond quickly and effectively, and the ability to sustain a model of repeatability prove to be insurmountable in a domain where actors operate in obfuscation.
How can we understand the social and economic dynamics that enable the operative space of the militant networks in northern Mali? is a question raised by Ms. Rikke Haugegaard, in her article “Sharia as ‘Desert Business’: Understanding the Links between Criminal Networks and Jihadism in Northern Mali.” This article argues that jihadist militant groups are actors in local power struggles rather than “fighters” or “terrorists” with extremist ideological motivations. She argues that the sharp distinctions drawn by the Malian government and the international community between compliant and non-compliant groups in the implementation of the peace agreement from June 2015 is problematic. She concludes that understanding the conflicts in northern Mali requires an increased focus on the links between jihadist militant groups, local politics and criminal network activities in Gao and Kidal.
In “Foundations of Economic Theory: Money, Markets and Social Power,” CEO Garry Jacobs postulates that the future science of Economics must be human-centered, value-based, inclusive, global in scope and evolutionary in perspective. It needs to be fundamentally interdisciplinary to reflect the increasingly complex sectoral interconnections that characterize modern society. It must also be founded on trans-disciplinary principles of social existence and human development that constitute the theoretical foundation for all the human sciences. He emphasizes that markets and money are instruments for the conversion of social potential into social power. They harness the power of organization to transform human energies into the capacity for social accomplishment. The distribution of rights and privileges in society determines how these social institutions function and who benefits.
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Assumptions, Practices and Critiques
Teresa Almeida Cravo, PhD*
Peacebuilding has become a guiding principle of international intervention in the periphery since its inclusion in the United Nations’ (UN) Agenda for Peace in 1992.1 With the objective of creating the conditions for a self-sustaining peace in order to prevent a return to armed conflict, peacebuilding is directed towards the eradication of the root causes of violence and is necessarily a multifaceted project that involves political, legal, economic, social and cultural institutions and security practices, which are understood as complementary and mutually reinforcing.
However, the transition from armed violence to lasting peace has not been easy or consensual. The conception of liberal peace proved particularly limited, and inevitably controversial, and the reality of war-torn societies far more complex than anticipated by international actors that assume activities in the promotion of peace in post-conflict contexts today. With a career full of contested successes and some glaring failures, the current model has been the target of harsh criticism and widespread skepticism.
This article critically examines the theoretical background and practicalities of peacebuilding, exploring its ambition as well as the weaknesses of the paradigm adopted by the international community since the 1990s. In this sense, it first addresses the intellectual origins of the concept to then focus on its co-optation as a canon for UN action. The exploration of peacebuilding with regards to the institutionalized pattern of international interventionism is divided into three parts: assumptions, institutional practice and critical assessment. Its principles and objectives are discussed, followed by a brief explanation of its implementation on the ground in terms of four dimensions—military and security, politico-constitutional, socio-economic, and psycho-social. The article finishes by reflecting on the recurrent and most damning criticisms of peacebuilding, highlighting the problems and limitations that have plagued this intervention model over the last twenty years.
Johan Galtung and the intellectual origins of peacebuilding
The concept of peacebuilding was introduced in the academic lexicon long before it became consensual in the world of policymaking. Johan Galtung, a Norwegian who is considered the founder of Peace Studies, first introduced this term in his 1976 article “Three Approaches to Peace: Peacekeeping, Peacemaking and Peacebuilding,” setting the tone for the theoretical and operational exploration that would follow a few years later and which still remains prolific today.2
To understand the origins of the concept in question, we have to; however, take a step back in relation to the theoretical contribution of this author. The three approaches to peace developed in the article are intimately and directly related to his innovative proposal to redefine peace and violence, presented in the 1960s.3 Galtung defines peace as the absence of violence; and defines violence as any situation in which human beings are being influenced so that their actual somatic and mental realizations are below their potential. This definition intended at the time to go beyond the dominant notion of violence as a deliberate act by an identifiable actor to incapacitate another, which the author considered too limited: “if this were all violence is about, and peace is seen as its negation, then too little is rejected when peace is held up as an ideal.”4 For conceptual clarification, Galtung begins by exploring a dual definition of peace: negative peace as the absence of violence and war and positive peace as the integration of human society.5 Research for peace would be, in this perspective, the study of the conditions that bring us close to both, which ultimately produce what Galtung calls “general and complete peace.”6
This conceptualization was not without criticism—particularly for being considered too vague and of no practical use—and, later, Galtung presents what can be considered as his greatest contribution to the theoretical assumptions of Peace Studies: the identification of the triangle of violence and the respective triangle of peace. In the triangle of violence the author distinguishes three aspects: direct violence, structural violence and cultural violence—the first two concepts presented in 1969 and the latter in 1990. For the author, direct violence is the intentional act of aggression with a subject, a visible action and an object. Structural violence is indirect, latent and deriving from the social structures that organize human beings and societies—for example, repression in its political form and exploitation in its economic form.7 And lastly, cultural violence is a system of norms and underlying behaviors of, and which legitimize structural and direct violence; that is, the social cosmology that allows one to look at repression and exploitation as normal or natural and, therefore, more difficult to uproot.8 With this formulation, Galtung points out the problems and limitations of the definitions of violence that only cover social conflicts of a large scale (war), and encourages the understanding of peace in its broadest sense as a direct, structural and cultural peace, exposing and studying the global structural dynamics of repression and exploitation as well as the symbolic violence that exists in ideology, religion, language, art, science, law, the media and education.
It is not surprising, therefore, that the next step in the conceptual path of the Norwegian author was to confront this understanding with the concrete practice of international intervention, specifically in his article that develops the concepts of peacekeeping, peacemaking and peacebuilding. According to Galtung, peacekeeping constituted a “dissociative” approach, whose goal was the promotion of distance and a “social vacuum” between antagonists through the assistance of a third party.9 This strategy is sinned for understanding conflict as an interruption of the status quo and for prescribing the return to status quo ante as a solution. It did not question whether this status quo ante should effectively be regained and preserved; it merely aimed for the maintenance of the absence of direct violence between actors in conflict, and therefore inadvertently contributed to continued structural violence.10 Since the preservation of structural violence ultimately promotes direct violence—and thus the likely return to open conflict in the long term—this was not a satisfactory approach for Galtung.11
Peacemaking, on the other hand, represented a more comprehensive approach, anchored in conflict resolution, whose aim went beyond the cessation of hostilities to focus on ways to transcend inconsistencies and contradictions between parties.12 However, while recognizing the potential “radicality” of the conflict resolution approach, Galtung claims that this is usually directed toward preservation, and not at the dispute of, the (violent) status quo, and oriented towards actors, and not necessarily to the system (structure), that (re)produces violence.13 Peacemaking and conflict resolution are thus primarily understood as residing in the “minds of the conflicting parties” and achieved as soon as an agreement is signed and ratified—a conception that Galtung denounces as “narrow,” “elitist,” and negligent when considering the structural factors that are essential in building a sustainable peace.14
Galtung’s understanding of peacekeeping and peacemaking leads him to develop a new concept: peacebuilding. Unlike the other two approaches, peacebuilding is necessarily an associative approach to conflict, able to cope with the direct, structural and cultural causes of violence in their broadest sense—and hence in line with his concept of positive peace. The removal of the root causes of violence would focus on principles such as “equity” (as opposed to domination/exploitation and towards horizontal interaction); “entropy” (as opposed to elitism and towards a sense of inclusion); and “symbiosis” (as opposed to isolation and towards a sense of interdependence).15 While acknowledging the difficulty and complexity above, Galtung’s conception of peacebuilding is undoubtedly maximalist, ambitious and anchored in the idea of the struggle for peace as comprehensively covering “several fronts.”16
This theoretical discussion proposed by Galtung on different ways of understanding violence and peace went far beyond a mere academic exercise—having had clear practical implications, especially once it was adopted by the UN in 1992, as we shall see below.
The theoretical assumptions of the model
Galtung’s reflection inspired Boutros-Ghali, a United Nations Secretary-General enthusiastic about the prospect of a more dynamic and interventionist world organization, following the profound change in global affairs. It was essentially a combination of three factors that prompted a strong reaction from the international community and, in particular, the UN in the early 1990s. First, the end of the Cold War resulted in the easing of relations between the major powers within the Security Council and a renewed commitment to the founding principles of the organization, as well as the triumph of liberalism and its emphasis on human rights and democracy.17 Second, the dramatic increase in the number of violent conflicts in the periphery, which affected 50 countries on different continents in 1991, finally gained visibility and prominence on the international agenda.18 And lastly, the nature of these same conflicts—particularly devastating civil wars that challenged centralized state power, considered immoral and destabilizing for the regional and international
system—created, mainly in the West, a public opinion favorable to interventionism.19
Taking advantage of this historic moment of “multilateral optimism” and facing these wars of the 1990s as “wars of the international community” that required the organization to respond with determination, Boutros-Ghali presented an ambitious proposal to address the challenges to international peace and security in the post-Cold War period, embodied in the Agenda for Peace.20 This document practices an institutionalized model of peace that gives the UN a more consistent, dynamic and bolder remit, as well as a considerable increase in international importance in relation to previous decades.
There are four interrelated strategies proposed by the Secretary-General: preventive diplomacy, peacemaking, peacekeeping and, ultimately, peacebuilding.21 Preventive diplomacy has two goals: first, to prevent a situation of latent conflict developing into a de facto violent situation; and, second, to contain the potential spread of a de facto situation of violent struggle to other regions and social groups. Peacemaking aims to support conflicting parties in peace negotiations toward an agreement, making use of the peaceful means contained in Chapter VI of the Charter of the United Nations.22 Peacekeeping involves sending UN forces—so-called peacekeepers—to the ground, after an agreement between parties and with their expressed consent, to stabilize volatile areas and ensure that the peace process is effectively fulfilled. Novelty is undoubtedly in the concept of “post-conflict peacebuilding,” announced then as a new priority of the organization.
Objectives and principles
Defined as “action to identify and support structures to strengthen and solidify peace in order to avoid a return to conflict,”23 peacebuilding thus encompasses two different but simultaneously complementary tasks: on the one hand, the negative task of preventing the resumption of hostilities; and on the other, the positive task of “addressing the root causes of the conflict.”24 This articulation closely follows Galtung’s theoretical proposal on peace and violence discussed above that promotes a maximalist agenda for positive peace as essential to a lasting negative peace—that is the end of direct violence.25 Boutros-Ghali is indeed clear in his ambition: the model he proposes ultimately wishes to deal with “economic despair, social injustice and political oppression” as sources of the violence plaguing the system.26 And to achieve this goal, the UN stands ready and willing to be involved as an “external guarantee” at all stages of conflict situations.
The four strategies contained in the Agenda for Peace are therefore seen as complementary, where the various stages of the transition from violent conflict to peace share common goals that require an integrated approach. Peacebuilding begins to take shape within the framework of peacekeeping operations that are, in turn, sent to the ground as a result of negotiated peace agreements. Progressively, the responsibility of peacebuilding moves to nationals of countries emerging from conflict, with the help of external actors, so that foundations are built for a self-sustaining peace and, thus, new conflicts are prevented.
Reflections in individual reports that followed—among them, Supplement to the Agenda for Peace, 1995; the Brahimi Report, 2000; United Nations Peacekeeping Operations: Principles and Guidelines, 2008; and Peacebuilding: an orientation, 2010—
continued to emphasize this idea of interconnection:
peace operations are rarely limited to a single type of activity, and the boundaries between conflict prevention, peace-making, peacekeeping, peacebuilding and peace enforcement have become increasingly diffuse, highlights the 2008 report.27
Peacebuilding is understood as a preventive tool,28 essential to “heal the wounds” of conflict29 and significantly reduce the risk of return to hostilities.30 Peacekeeping and peacebuilding are dubbed “inseparable partners”31 and peacekeepers as “early peacebuilders,”32 since peacebuilding cannot act without peacekeeping and the latter does not have an exit strategy without the first. In other words, the central idea, then, is of continuum: between negative peace and positive peace, between stabilization and development, and between structural prevention and consolidation.
Liberal peace
If the adoption of a maximalist vision of peace—coinciding with Galtung’s theoretical proposal—was clearly due to the intellectual and political environment triggered by the end of the Cold War, the specific conception of the model to implement in conflict zones also reflected those who emerged triumphant from the bipolar confrontation.
In fact, the approach that gave shape to this new ambition to promote peace in the periphery, and was subsequently integrated in the new collective security instruments, was the Western approach of so-called liberal peace.33 As explained by Christopher Clapham, the winners of the bipolar conflict—not only capitalist, liberal democracies but also their civil societies, and the great mass of non-governmental organizations and international institutions that they control—sought to restructure the international system in accordance with the values that emerged victorious at that time34 and presented liberal democracy and the market economy as the “global recipe for development, peace and stability.”35
In relation to this, Roland Paris states that peace building is effectively “an enormous experiment in social engineering—an experiment that involves transplanting Western models of social, political and economic organization into war-shattered states in order to control civil conflict: in other words, pacification through political and economic liberalization.”36 The fall of the Communist Bloc and its alternative model meant that this interventionist approach was readily encouraged, and it was imposed without rival in the four corners of the world—something Pierre Lizée calls the “end of history syndrome.”37 By introducing political and economic conditionalities through peace operations and development assistance programs, the model of market democracies spread throughout the Third World.38
The great potential for opening the concept of peacebuilding to numerous definitions based on different understandings and approaches—which could have gained a multitude of concrete forms in post-conflict contexts—was instead reduced to the specificity of the Western and liberal worldview, and therefore closed to other experiences and alternatives.
The model in practice
There was, since its beginning, a convergence around what Miles Kahler called the “New York Consensus,”39 despite the absence of a central organ for all peacebuilding activities within the UN during the first decade, on the one hand, and the constant presence of several other international actors who arrogated responsibilities under international interventions on the other. The “New York Consensus” reflected the liberal dream of creating multiparty democracies with market economies and strong civil societies, as well as promoting Western liberal practices and values, such as secular authority, centralized governance, the rule of law and respect for human rights.40
As Oliver Richmond explains, peace is thought by the Western international community as an “achievable ideal form, the result of top-down and bottom-up actions, resting on liberal social, political and economic regimes, structures and norms.”41 To think of “peace as governance”42 also involves looking at peacebuilding as a means to an end: that is, as an institutionalized model embodied in a set of steps needed to build liberal peace. No wonder, therefore, that the practice of peacebuilding has involved a standardized framework for action that sought to take on a universal and hegemonic character.
Multidimensionality
It is the involvement of the UN in Namibia in 1989 that represents the first attempt to implement this paradigm. This peace operation goes far beyond the traditional supervision of ceasefires and is mandated to assist the establishment of democratic political institutions as well as monitor elections that would ensure the country’s independence. The relative success of the mission attested the organization’s capacity and willingness to undertake more ambitious and large-scale peace operations, with activities going far beyond those until then undertaken, and in a variety of countries emerging from armed conflicts in Asia, Africa, Europe and Central America.43 We therefore witnessed, during the nineties, a dramatic expansion of the liberal peace model that Oliver Ramsbotham calls the “UN’s post-settlement peacebuilding standard operating procedure,”44 which is embodied, on the ground, by four interdependent dimensions: (1) military and security, (2) politico-constitutional, (3) socio-economic and (4) psycho-social.
The military and security dimension
The security dilemma that assaults groups involved in intrastate conflicts is considerably higher than among countries involved in interstate conflicts, to the extent that the strengthening of state authority involves the recovery of the monopoly of the legitimate use of force and control of the entire territory; that is, it entails precisely the reconstitution of a central political power with the capacity to impose itself over the remaining political and military powers. It is therefore necessary to institutionalize safeguards to neutralize the understandable feeling of insecurity that pervades the various actors who fear exclusion and fear that the centralization of political and military power favors the opposing group to their detriment. The military and security dimension of the peacebuilding model therefore has two objectives: to establish a balance between the warring parties and to restrict the ability of combatants to return to hostilities. There is, accordingly, a program specifically aimed at soldiers, which includes the standardized phases known as “DDR”: (1) demobilization, (2) disarmament and (3) reintegration into civilian life or the national armed forces.45
The international community’s attention is later focused on security sector reform (SSR), which covers military, police and intelligence services, and seeks to establish more transparent, efficient and democratic control.46 Pointing to a generic notion of good governance and the rule of law, SSR is a long-term, comprehensive approach, concerned not only with the capacity to provide security to citizens but also accountability through civil and democratic supervision.47
The politico-constitutional dimension
This dimension seeks to carry out a political transition that involves the legitimation of government authority; reform of the State’s administration dismantled during the conflict; and the transfer of tensions among conflicting groups to the institutional level—that is the idea of politics as a continuation of the conflict through non-violent means, a notion which comes from Michel Foucault and that Ramsbotham calls “Clausewitz in reverse.”48
The political regime that underlies these changes is liberal democracy, which is considered more prone to peace both internally and internationally.49 As the “dominant political philosophy”50 of the international post-Cold War community, it was successively promoted and imposed on intervened societies, focusing primarily on reform and promotion of the rule of law and of those elements with the most impact on the process of democratization and the creation of a democratic culture: political parties, media and civil society.
The introduction of this democratic model in post-conflict scenarios can, however, take different forms. A first approach was to hold short-term multi-party elections, which symbolized the immediate responsibility of national actors and the legitimacy of new political power (such as in Angola in 1992). The winner-takes-all logic of the zero-sum game in highly unstable contexts led, however, to the emergence of a second approach considered less destabilizing: coalition governments, which aimed to socialize actors in terms of sharing negotiated power and the practice of consensus before holding first elections (e.g., in Afghanistan in 2002). One last way—only for cases where there is a large commitment from the international community in terms of financial provisions, human resources and time—is the “international protectorate,” in which the transitional administration is upheld by an external actor (e.g., East Timor with the UN between 1999 and 2002).
The socio-economic dimension
This dimension aims to reverse the particularly devastating impact of armed conflict on a country’s socio-economic fabric, drawing upon international financial aid. Following a continuum between relief, recovery and development,51 the international community usually begins with humanitarian aid and also has a crucial role in medium- to long-term support for the reconstruction of basic infrastructure and the application of macroeconomic stabilization policies. It should be noted that the understanding of this economic recovery, as well as monetary and fiscal (im)balances, has been guided by neoliberal ideology.52 During the eighties and nineties, this economic philosophy materialized in the so-called structural adjustment programs, applied all over the developing world by international financial institutions loyal to the so-called “Washington Consensus.”53 These economic policies advocated liberalization, privatization and deregulation of countries’ economies, opening them to the market; they were accompanied by weakening and concomitant cutbacks in the interventionist role of the State in a context of strict fiscal discipline and tax reform aimed at attracting foreign investment.
Devastating criticism of this neoliberal model related to difficulties in favorably integrating these post-conflict economies into the world market and in a sustainable manner led to strong calls for the easing of economic practices, the regaining of the State as a development agent and the need to reconcile the imperatives of short-term stabilization and long-term imperatives of growth and development.54 In general, however, the reforms of the “post-Washington Consensus” that followed, mainly in the late 1990s, were towards a “neoliberal-light package” rather than a real challenge to the model’s assumptions.
The psycho-social dimension
One of the most serious costs of war is the enduring nature of the impact of the culture of rooted violence in societies plagued by conflicts over a long period.55 The restoration of the social fabric of war-torn countries depends on the deconstruction of stereotypes and the conditions that fueled the conflict and polarized communities, requiring, therefore, a change of individual attitudes and, more generally, the behavior of society as a whole towards reconciliation.
Different societies have dealt with their psycho-social trauma resulting from conflicts in different ways. Some opted for what we call here the “Amnesia formula,” that is burying the past, through amnesties lest to cause instability. This path is difficult to follow since sufferers are normally cursed with good memory. There are fundamentally three other recurring practices in dealing with the past in these contexts (which may exist simultaneously or even be associated with amnesty laws): through (1) truth and reconciliation commissions, as in El Salvador; (2) the courts (judicial settlement, either domestically or internationally), such as in Rwanda; and (3) traditional reconciliation practices (rituals entirely dependent on local cultural resources), as in East Timor. This is, ultimately, a painful and slow process that involves readapting to each other and rebuilding peaceful relations. Reconciliation in its broadest sense is thus ultimately the end goal of a transition to peace.
Consensus on peacebuilding’s institutional practice was generalized. The global organization sought to strengthen it and streamline monitoring missions through administrative reforms such as the creation of the Department of Peacekeeping Operations as early as 1992, and also through the more systematic use of the Special Representatives of the Secretary-General. In particular, the creation of the Peacebuilding Commission in 2005 intended to fill an institutional gap with regards to the UN’s capacity to act in contexts of violence and state fragility, as well as to learn from its mistakes and best practices within a framework of liberal peace.
Given the growing complexity of threats to international peace and security, the logic of complementarity between the work of the UN and multiple regional organizations and civil society also gained momentum. Putting into practice what had been envisaged by Chapter VIII of the UN Charter, partnerships with regional
organizations—considered a privileged space for crisis resolution and peace
promotion—became stronger. Institutions such as the OECD, the EU, NATO and the African Union began to play an increasing role in peacebuilding, following, in general, the institutionalized model. In particular, the enlargement of both NATO and the EU on the European continent and, subsequently, the expansion of their operations beyond Europe intensified the application of the paradigm and further legitimized the liberal peace model as a standard action. Simultaneously, the prominence on the international agenda of the concept of human security and subsequent appeals for intervention provided more space for civil society organizations in the discourse and practice of peace and conflict.56 Viewed as more focused on individuals and tending to be bottom-up in their approaches, these organizations gained momentum and their participation in the various stages of the promotion of peace have become regarded as essential to the success of a sustainable peace process. As pointed out by Edward Newman et al., this understanding of both the challenge and the most appropriate response, which quickly spread to other organizations, reflects not only the dominant consensus but also normative progress towards weakening the inviolability of territorial integrity and, concomitantly, the growing acceptance of international interventionism.57
Criticism of the model
Expectations for this new era of global interventionism were high and soon dashed, giving rise to widespread pessimism, in large part because of the dramatic and newsworthy failures of missions in Angola, Bosnia, Somalia and Rwanda. Statistics on the recurrence of violent conflicts in societies previously ravaged by war—about 50 per cent in the first five years following the signing of peace agreements—led to the favored model being openly questioned.58 But even where there was no blatant return to hostilities, the materialization of formal peace faced serious difficulties and, in many cases, the initial effusive statements of success proved premature.59
The main protagonist of this ambitious interventionist project attracted much of the responsibility for the setbacks and failures. In fact, the complexity of the problems faced in peace and security with the end of the Cold War egregiously defied the institutional capacity of UN missions of this scale on several levels: financial resources; qualified and experienced staff; information gathering and planning; communication; coordination; and operational knowhow.60 The undeniable difficulty of operationalization of the UN proposal—evident right from the start—confirmed glaring weaknesses and difficult dilemmas that were undermining the credibility, legitimacy, and intervention capacity of the organization.
It would, however, be criticism of the model of peacebuilding itself, advocated both by the UN and by other more interventionist actors of the international system; that would prove to be more forceful. Of these, it is possible to distinguish two groups of critics through their analytical positions: (1) reformist critiques (the problem-solvers)61 —who, while recognizing relevant defects in the model, advocate its continuation, refining the process without challenging its ideological foundation; and (2) structural critics—who question the legitimacy of the model itself, its values, interests and the reproduction of hegemonic relations, challenging, thus, the order accepted as an immutable reality.
More and better interventionism:
the reformist critiques
Both in terms of numbers and influence in the world of policymaking, most authors who focus on the theme of promoting peace in peripheral States belong to the so called mainstream and may be labelled problem-solvers. They are authors who advocate the existing order and whose concern is to increase the practical relevance and efficiency of the liberal peace model.62 Believing ultimately that, despite the disappointing results, external intervention is more beneficial than harmful and that the alternative is the abandonment of millions of people from the periphery to a condition of insecurity and violence, this line of thinking accuses the “hyper-critics” of widespread skepticism and focuses on the improvement of the model in order to minimize its destabilizing effects and improve its capabilities.63
Roland Paris and Timothy Sisk generally represent this position and point to five contradictions inherent in the model that hinder its applicability: (1) external intervention is used to promote self-government; (2) international control is required to create local ownership; (3) universal values are promoted to tackle local problems; (4) the break with the past is concomitant with the affirmation of history; and (5) short- and long-term imperatives often conflict.64 These tensions materialize in practical challenges to peacebuilding in the field of: (1) international presence (i.e. the degree of interference in the internal affairs of the host State—size of the mission, nature of the tasks, consent versus compliance/enforcement, combination of violent and/or non-violent means); (2) duration of the mission (post-war reconstruction as necessarily a long-term activity versus accountability of national actors); (3) local participation (elites versus population, international priorities versus local priorities); (4) dependence (on international actors versus self-sustaining peace); and (5) consistency (organizational coordination and normative clout).65
The realization of these dilemmas does not lead to rejection of this kind of response from the international community; on the contrary, this analysis is seen as a “realistic” way of trying to manage contradictory imperatives in order to improve performance and efficiency of missions, adjust expectations and thus “save” the liberal peace project.66 The ideological foundations of liberal peace in transforming countries devastated by civil wars into liberal market democracies are therefore not questioned. Over the years, the incorporation of reformist critiques entailed only some adaptation in terms of methodology, with the adoption of more gradual reforms—“institutionalization before liberalization”—in order to build and strengthen autonomous governance institutions that are effective and legitimate before the introduction of winner-takes-all elections and drastic reforms to open up markets.67 This strategy, more sensitive to the adverse effects of “shock therapy,” maintained, however, the two global goals governing the implementation of the paradigm since the early nineties: (1) the reproduction of the Western Weberian State in the periphery—with the strengthening of the SSR, the rule of law and good governance (the three most prominent pillars of the model in its second decade); and (2) the integration of these spaces in the world capitalist economy—generally preserving the neoliberal framework, while safeguarding against its most devastating socio-economic impact by supporting development and poverty reduction programs.68
The challenge to the global power structure:
structural critiques
Structural critiques are mainly concerned with the ideology behind the thought and practice of peacebuilding and what this (re)produces in terms of the functioning of the international system. Unlike the perspective analyzed above, the aim of the authors is transformative, looking to explicitly resist hegemonic forms of power.69 This normative commitment aims to transform the model itself—as opposed to an adjustment in line with the preservation of the dominant paradigm of liberal peace (as well as the broader system of power relations)—as opposed to the preservation of the status quo.
Among the sharpest critiques are those who emphasize the Western hegemonic model of peacebuilding and its hierarchical, centralized and elitist nature. From a postcolonial perspective, liberal peace is understood as promoting Western culture, identity and norms over others.70 The analogies between the peacebuilding and colonialism are therefore recurrent, considering both as contributing to power asymmetries between the Global North and the Global South. The structural problems of the design and implementation of peacebuilding models are thus seen in their relationship with the inequality of the international system: interventions impose a top-down model, create and reinforce a clear hierarchy between interveners and the intervened and act as an instrument of global governance of the West in the periphery, consolidating its hegemony, defending its geostrategic interests and promoting its values.71 Its function is then the legitimacy of the world order which followed the victory of the Western Bloc in the Cold War, while serving the interests of Western states and international financial institutions controlled by them. Furthermore, the supposed technical solutions proposed and imposed by the Global North, such as the neoliberal strategies of post-war reconstruction, reproduce the conditions of conflict and cause the very violence they intend to solve, ultimately contributing to the system’s instability.72
Looking to overcome this logic of the international imposing on the local, several authors have more recently explored the idea of a “post-liberal peace” model. The contribution, for example, of Oliver Richmond and Roger Mac Ginty focuses mainly on the theory of hybrid peace, where peace is a cumulative and long-term hybrid of endogenous and exogenous forces.73 Refusing both the universality of liberal peace (as a principle and practice) as well as the romanticized “purity” of the local, the hybrid perspective notes local agency in resisting, subverting, renegotiating, ignoring, delaying and producing alternatives to the current paradigm. Recognition of this heterogeneity opens the way to think about Southern epistemologies and, in particular, about forms of State-building and societal governance that are distinct from those proposed by the hegemonic model.74 The central idea is that, paying attention to worldviews that are culturally different from the Western; is it possible to recognize and create a multiplicity of “peaces” that are not exhausted by the overwhelming hegemony of liberal peace?
Notwithstanding their different characteristics and intentions, these critiques effectively put in question: (1) the goodwill of the intervention model—drawing attention to the imperialist features of the paradigm and the way it serves the interests and particular agendas of Northern countries in the South; (2) its nature—challenging the centrality of security (which favors order and stability at the expense of emancipation) and its elitist, technocratic and standardized essence; (3) its legitimacy—
questioning the presumption of the universality of Western liberalism as well as its Eurocentric, imposing and curtailing approach to local participation; and (4) its
efficacy—stressing the maintenance of conflicting relationships, dependency on external actors and the adverse consequences of downplaying endogenous contributions.
Conclusion
There is no doubt that the model of peacebuilding undertaken by the various actors who today take the lead in international interventionism is a particularly ambitious project. From the mere freezing of armed conflicts, we have moved rapidly to attempt to settle their root causes through an institutionalized paradigm that dramatically changed the objectives and traditional functions of promoting peace in the periphery.
The results of this interventionist project were, however, far short of the desired, particularly for those who enthusiastically foresaw a new era able to solve the challenges to international peace and security of the post-Cold War. Two decades of internal and external criticism of the peacebuilding model did produce some reforms towards a modus operandi that is occasionally more flexible and more sensitive to other approaches. These adjustments did not, however, truly question the cultural and ideological assumptions of this paradigm, neither the global North’s interests underlying the international action in conflict and post-conflict contexts. In fact, they could not even suitably solve most of the problems identified by the problem-solvers, as shown by the successive reports and assessments of peace operations led by international actors themselves. Indeed most of the criticism over the past twenty years remains valid today.
The appreciation of peacebuilding as a response to extreme levels of violence plaguing the system cannot, in this sense, fail to reveal an impact that is at least disappointing and often counterproductive. Although praising the will to go beyond the militarized model of negative peace—as well as how the fact translates into a renewed commitment of the international community towards the periphery devastated by violence and in need of help—skepticism about international efforts have clearly been justified. Serious limitations in the way the concept has been conceived and materialized on the ground—to which complaints can be added regarding the agendas and interests that are truly served with these interventions—are particularly serious problems that are still, in fact, far from being resolved.
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Deterring and Dissuading Cyberterrorism
John J. Klein, PhD*
Since the beginning of his Administration, President Barack Obama has stated that cybersecurity is one of the most important challenges facing the United States.1 In doing so, he noted the irony that the very technologies used by the United States that enable great achievements can also be used to undermine its security and inflict harm on its citizens. For instance, the same information technologies and defense systems that make the U.S. military so advanced are themselves targeted by hackers from China and Russia, potentially leading to increased vulnerabilities. Consequently, ongoing and persistent cyber attacks are considered a threat to U.S. national security.2
Included in this overall cybersecurity challenge that President Obama addressed is the threat posed by cyberterrorism. Unfortunately, while being written about since the early 2000s, cyberterrorism is a concept whose definition is still not fully agreed upon. Confusion over cyberterrorism stems, in part, from recent attempts to stretch the concept to include hacktivism and terrorists’ use of the Internet to facilitate conventional terrorist actions.3 Furthermore, some strategists and policy makers believe that acts of cyberterrorism, by either states or non-state actors, may prove to be undeterrable.4
This view, however, is incorrect or, at best, a half-truth.5 Based upon the lessons of history and how conflict in the other media of warfare has unfolded, the credible threat of overwhelming force or other severe actions can, under the right conditions, deter potential attackers from initiating a path of direct confrontation.
Cyberspace and Cyberterrorism
The cyber domain, or cyberspace, has been defined by Andrew Krepinevich as:
[the world’s] computer networks, both open and closed, to include the computers themselves, the transactional networks that send data regarding financial transactions, and the networks comprising control systems that enable machines to interact with one another.6
As such, the cyber domain utilizes expansive lines of communication involving a global network, along with hubs of activity at server farms or network hardware locations.7 Cyber activities involve international commerce and finance, social media, information sharing, and more recently, military-led activities.8
When considering whether or how acts of terrorism in the cyber domain can be deterred, the definition of cyberterrorism provided by Dorothy Denning in 2000 before the House Armed Services Committee proves useful:
Cyberterrorism is the convergence of cyberspace and terrorism. It refers to unlawful attacks and threats of attacks against computers, networks and the information stored therein when done to intimidate or coerce a government or its people in furtherance of political or social objectives. Further, to qualify as cyberterrorism, an attack should result in violence against persons or property, or at least cause enough harm to generate fear. Attacks that lead to death or bodily injury, explosions, or severe economic loss would be examples. Serious attacks against critical infrastructures could be acts of cyberterrorism, depending on their impact. Attacks that disrupt nonessential services or that are mainly a costly nuisance would not.9
Under this “severity of effects” determination, computer attacks that are limited in scope, but that lead to death, injury, extended power outages, airplane crashes, water contamination, or major loss of confidence in portions of the economy may also qualify as cyberterrorism.10
When considering the definition above, cyberterrorism does not include acts of hacktivism. Hacktivism is a term used by many scholars to describe the marriage of hacking with political activism.11 Similar to the actions of hackers, hacktivism includes activities conducted online and covertly that seek to reveal, manipulate, or otherwise exploit vulnerabilities in computer operating systems and other software. Differing from hacktivists, those considered solely as hackers do not necessarily have political agendas.12
Hacktivism, though motivated for political reasons, does not amount to cyberterrorism. While hacktivists typically seek to disrupt Internet traffic or computer networks as a form of public protest, they do not typically want to kill, maim, or terrify in the process.13 The recent successes of hacktivists, however, do highlight the potential threat of cyberterrorism in that a few individuals with little to no moral restraint may use methods similar to hackers to wreak havoc, generate fear, and cause severe injury or death.14 The line between cyberterrorism and hacktivism, however, may sometimes blur. This is especially true if terrorist groups are able to recruit or hire computer-savvy hacktivists for their cause or if hacktivists decide to escalate their actions by attacking the systems that operate critical elements of the national infrastructure, such as electric power networks and emergency services.15
Security experts have argued for some time that the energy sector has become a potential target for cyber attack through the creation of Internet links—both physical and wireless—that interfere with the supervisory control and data acquisition (SCADA) systems used by electrical and power distribution networks.16 SCADA systems manage the flow of electricity and natural gas, while also being used to control the industrial systems and facilities used by chemical processing plants, water purification and water delivery operations, wastewater management facilities, and a host of manufacturing firms.17 Studies have indicated that critical infrastructures that include SCADA systems may be vulnerable to a cyberterrorist attack because the infrastructure and the computer systems used are highly complex, making it effectively impossible to eliminate all potential weaknesses.18 It is believed by many security professionals that a terrorist’s ability to control, disrupt, or alter the command and monitoring functions performed by SCADA systems could threaten regional or national security.19
Cyberterrorism, when considered generally, may be conducted by either state or non-state actors, but the calculus and implications can be quite different for each category. Of note, the U.S. Department of State lists three designated state sponsors of terrorism in 2015: Iran, Sudan, and Syria.20 State sponsored cyberterrorism would most likely be conducted to achieve the goals as defined by the state’s political leadership and any actions would tend to support long-term national security goals. Even though the cyber domain offers a bit of anonymity, if a cyber attack is traced back to its network source or Internet address, then the physical location of those perpetrating the attack could be determined within the boundaries of the state authorizing the cyber attack. Because states have geographic boundaries and the initiating computer networks potentially have a physical location, there is increased likelihood, when compared to non-state actors, that those responsible for initiating a state-sponsored cyber attack would be identified.
In contrast, non-state actors—to include many terrorist organizations—do not necessarily act uniformly or according to the same underlying beliefs, and many of the most aggressive organizations are motivated by an ideology that embraces martyrdom and an apocalyptic vision.21 This ideology may be based on religion or a desire to overthrow a government. Terrorists who are motivated by ideology and intend to conduct cyber attacks against the United States or its interests may not care about the repercussions following an act of cyberterrorism, whether military in scope or not. In such a scenario, some strategists think a terrorist organization’s leadership may prove undeterrable by traditional military means.22 Despite the disparate motivators of terrorists, many terrorist organizations, to include al-Qaida and the self-proclaimed Islamic State, are said by some security experts to function strategically and rationally.23 Because a terrorist organization’s leadership may be inclined to make rational decisions, deterrence may at times be a suitable method of influencing future actions. Consequently, deterrence should be considered a critical element in a successful national strategy to prevent cyberterrorism.
The Advantages of Cyberterrorism
There are several advantages to using the cyber domain to conduct acts of terrorism. First, cyberterrorism can be far less expensive than traditional terrorist methods.24 Potentially, all that is needed is a personal computer and an Internet connection, instead of needing to buy weapons, like guns or explosives, or acquire transportation.25 Second, cyberterrorism has the potential for being more anonymous than traditional, kinetic methods.26 It can be difficult for security and police agencies to track down the identity of terrorists when they use online “screen names” or are an unidentified “guest user.”27 Third, the number of potential targets is enormous when compared to the number of targets typically used in kinetic actions. The cyberterrorist could target the computer networks of governments, individuals, public utilities, private airlines, SCADA systems, and other critical networks. The sheer number of potential cyber targets is thought to increase the likelihood that an adversary can find a weakness or vulnerability in one of the different networks to exploit. Finally, cyberterrorism can be conducted remotely, a feature that may be especially appealing to some would-be attackers.
Exaggerated Threat?
Many critics have noted, however, that while the potential threat of cyberterrorism is alarming and despite all the dire predictions of impending attack, no single instance of real cyberterrorism has been recorded.28 To date, there has been no recorded instance of cyberterrorism on U.S. public facilities, transportation systems, nuclear power plants, power grids, or other key components of the national infrastructure. While cyber attacks on critical components of the national infrastructure are not uncommon, such attacks have not been conducted in a manner to cause the kind of damage or severity of effects that would qualify as cyberterrorism.29 The 2007 widespread denial of service cyber attack in Estonia, which brought down the banking system for three weeks, did not cause catastrophic damage, injury, or death.30 Even in the case of the Stuxnet malware, discovered in June 2010 and called “world’s first digital weapon” because of its capability of causing physical destruction to computers and other equipment, did not cause widespread, severe destructive effects.31
This begs the question: Just how real is the cyberterrorism threat? While cyberterrorism may be an attractive option for modern terrorists who value its remote access, anonymity, potential to inflict massive damage, and psychological impact, some critics say that cyber fears have been exaggerated.32 Furthermore, there is disagreement among some cyber experts about whether critical infrastructure computers, to include SCADA systems, offer an effective target for furthering terrorists’ goals.33
Many computer security experts do not believe that it is possible to use the Internet to inflict damage, injury, or death on a large scale.34 Some of these experts note that critical computer systems are resilient to attack through the investments of time, money, and expertise during the design and development of these critical systems. For example, the U.S. Department of Defense, Central Intelligence Agency, and Federal Bureau of Investigation are reported to protect their most critical systems by isolating
—also called air-gapping—them from the Internet and other internal computer networks.35
Despite the ongoing debate about whether the cyberterrorism threat is exaggerated or if the potential destructive effects can be sufficiently achieved to warrant concern, both the news media and government reporting indicate that some terrorist organizations now use the Internet to communicate, recruit people, raise funds, and coordinate future attacks.36 Even though there is no publically available information that terrorist organizations have directly and successfully attacked Internet servers or major computer networks, reporting does suggest that many terrorist organizations would employ cyber means to achieve their goals if the opportunity presented itself.37 Because there appears to be a persistent desire by some terrorist organizations to use any and all means, including cyber attacks, to achieve their desired goals, it is paramount for policy makers and military planners to take preparatory actions to prevent such acts and mitigate any effects should such an attack occur. These preparatory actions include deterrence efforts.
Deterrence and the Law of Armed Conflict
In a frequently cited definition, deterrence is “persuading a potential enemy that it is in his own interest to avoid certain courses of action.”38 The underlying basis of cyber deterrence theory—a subset of general deterrence—is that credible and potentially overwhelming force or other actions against any would-be adversary is sufficient to deter most potential aggressors from conducting cyber attacks, including those acts considered to be cyberterrorism. When considering deterrence in the cyber domain, it is worth considering the advice of Colin Gray, “given that deterrence can only work, when it does, in the minds of enemy leaders, it is their worldview, not ours, that must determine whether or not deterrence succeeds.”39 Therefore, to deter a potential adversary, we must deter its leadership or decision makers.
According to deterrence theory, deterrence only works if there is a credible threat of retaliatory action or force. What is considered a credible retaliatory action within the U.S. defense community is typically governed by the Law of Armed Conflict (LOAC), which is sometimes also referred to as the Law of War. While not directive or preventive of any future action, the ideas and principles within the LOAC have relevance when considering any response to terrorism, including those in response to cyberterrorism.
The LOAC has been defined as the part of international law that regulates the conduct of armed hostilities.40 The LOAC is based on two main sources. The first is customary international law arising out of hostilities and binding on all states, and the second is international treaty law arising from international treaties, which binds only those states that ratified a particular treaty.41 The purpose of the LOAC is to reduce the damage and casualties of any conflict; protect combatants and noncombatants from unnecessary suffering; safeguard the fundamental rights of combatants and noncombatants; and make it easier to restore peace after the conflict’s conclusion.
Two principles contained in the Law of Armed Conflict are most germane to a follow-on act of cyberterrorism, and these are the principles of military necessity and lawful targeting. The first principle, military necessity, calls for using only that degree and kind of force required for the partial or complete submission of the enemy, while considering the minimum expenditure of time, life, and physical resources.42 This principle is designed to limit the application of force required for carrying out lawful military purposes. Although the principle of military necessity recognizes that some collateral damage and incidental injury to civilians may occur when a legitimate military target is attacked, it does not excuse the destruction of lives and property disproportionate to the military advantage to be gained.43
The second principle, lawful targeting, is based on three assumptions: a belligerent’s right to injure the enemy is not unlimited; targeting civilian populations for attack is prohibited; and combatants must be distinguished from noncombatants to spare noncombatants injury as much as possible.44 Consequently, under the principle of lawful targeting, all “reasonable precautions” must be taken to ensure that only military objectives are targeted in order to avoid, as much as possible, damage to civilian objects (collateral damage) and death and injury to civilians (incidental injury).45
An offshoot of the concept of deterrence is extended deterrence, which is currently a topic of study and discussion within the U.S. Department of Defense. “Extended deterrence” refers to strengthening regional deterrence and reassuring U.S. allies and partners through the credible threat of retaliatory force.46 U.S. Strategic Command, which oversees U.S. Cyber Command, recently held a conference to discuss and assess the Defense Department’s ability to deter specific state and non-state actors from conducting cyber attacks of significant consequence on the U.S. homeland and against U.S. interests, to include attacks resulting in loss of life, significant destruction of property, or significant impact on U.S. economic and foreign interests.47 A topic of the conference also included identifying ways to deter Russia, China, Iran and North Korea from conducting cyber attacks against international allies, which is the realm of extended deterrence.48 Based upon hundreds of years of treaty precedence, extended deterrence seems to be a viable strategic concept in cyberspace. Article 51, for example, of the Charter of the United Nations acknowledges collective self-defense as an inherent right of one or more states.49 States being part of an extended deterrence agreement, or collective self-defense treaty, should serve as a means of discouraging conflict or as a means of coming to the defense of allies should deterrence fail. This concept is still relevant in cyberspace.
Suitable Responses to Cyberterrorism
Based upon the principles of military necessity and lawful targeting mentioned previously, a military response to cyberterrorism should only target and attack military objectives. Military objectives are combatants and those objects which, by their nature, location, purpose, or use, effectively contribute to the enemy’s war-fighting or war-sustaining capability.50 They also include objects whose total or partial destruction, capture, or neutralization would constitute a definite military advantage to the attacker under the circumstances at the time of the attack.51 Additionally, when considering the cyber-related military objects to target and attack, it is important to understand that it is not unlawful to cause incidental injury to civilians, or collateral damage to civilian objects, during an attack upon a legitimate military objective. Incidental injury or collateral damage must not, however, be excessive in light of the military advantage anticipated by the attack.52
Related to the principles within the LOAC, in February 2003, the Bush administration published a report titled The Strategy to Secure Cyberspace that stated the U.S. government reserves the right to respond “in an appropriate manner” if the United States comes under computer attack.53 This response could involve the use of U.S. cyber weapons or malicious code designed to attack and disrupt the targeted computer systems of an adversary.54 For any follow-on U.S. military actions to be considered “appropriate,” these actions would need to be conducted in the spirit of the LOAC.
So, the question to be answered is what specifically is or is not an appropriate response following an act of cyberterrorism? First, taking into account degree and kind of force required for the partial or complete submission of the enemy, any
response—whether kinetic or cyber—should not be considered excessive or disproportionate to the military advantage to be gained. Consequently, if the aggressor’s cyber attack caused injury or death to a dozen people, and a resulting cyber counter-attack caused injury or death to a thousand people, with little correlation to a military advantage or gain, then it appears such a situation would not be appropriate within the context of the LOAC. Second, taking into account that a counter-attack to cyberterrorism should target the military objectives contributing to the enemy’s war-fighting or war-sustaining capability, then disabling or damaging the adversary’s network servers and computer infrastructure, which are routinely used by the aggressor to conduct attacks, would seem to be in agreement with the tenets of the LOAC.
A response to a cyber attack does not need to be military in nature, but may entail nonmilitary actions, such as economic or financial measures. For example, in light of the inordinate and ever growing number of cyber attacks against U.S. systems reaching a threshold to consider a national emergency, President Obama issued an executive order in April 2015, seeking to negatively affect the finances of those behind the attacks. The President’s executive order states:
Starting today, we’re giving notice to those who pose significant threats to our security or economy by damaging our critical infrastructure, disrupting or hijacking our computer networks, or stealing the trade secrets of American companies or the personal information of American citizens for profit.55
The executive order gives the U.S. Department of Treasury the authority to impose sanctions on individuals or entities responsible for cyber attacks and cyber espionage. In effect, the order allows the freezing of assets when passing through the U.S. financial system and prohibiting those responsible for the cyber attacks from transacting with U.S. companies.
Counterarguments
There are several counterarguments to the contention that deterrence is effective against cyberterrorism. Jim Lewis, for example, has argued that deterrence will not work in the cyber domain.56 Lewis states that asymmetric vulnerability to attack, new classes of opponents with very different tolerance of risk, and the difficulty of crafting a proportional and credible response all erode the ability to deter in the cyber and space domains.57 He notes that public and private entities in the United States experience cyber attacks on a daily basis, and if these attacks are deterrable, then the U.S. government is doing a terrible job of leveraging our capabilities.58
Other critics argue that the use of cyber weapons in response to an act of cyber aggression could cause effects that are widespread and severe, thereby exceeding the guidance of the LOAC.59 These resulting effects of cyber weapons may be difficult to limit or control. There is the fear that if a computer software attack is targeted against a terrorist group, then it is possible that the malicious code might inadvertently spread throughout the Internet. This could severely affect or shut down critical infrastructure systems in other non-combatant countries, including perhaps computers operated by the United States and its allies and partners.
Still other critics say that choosing an actual target for a military response following an act of cyberterrorism instigated by a non-state actor could prove problematic, since non-state sponsored terrorists may not have clear geographic boundaries, making it difficult to avoid affecting civilians. The critical civilian computer systems within the country hosting the terrorist group may be adversely affected by a U.S. cyber attack against the terrorists’ computers and network, thereby resulting in effects that are noncompliant with the principle of lawful targeting. This exact problem is why some strategists and policymakers have long argued that deterrence is ineffective against terrorist leadership, since it could appear that a credible response following a cyber attack may not be viable.
Finally, other critics could point out that the United States and other countries would not be bound by the LOAC following a cyber attack by terrorists because terrorists are unlawful combatants who do not follow the LOAC’s provisions. After all, unlawful combatants are by definition individuals who directly participate in hostilities without being authorized by a governmental authority, and non-state-sponsored terrorists fall in this category. Nevertheless, any U.S. response to a cyber attack by terrorists—that is, by unlawful combatants—should follow the LOAC’s tenets. Indeed, the LOAC addresses terrorist actions specifically by noting that unlawful combatants who engage in hostilities are in violation of the LOAC and in doing so become lawful targets.60 Consequently, such terrorists may be killed or wounded and, if captured, may be tried as war criminals for their actions.61
A Holistic Strategy of Prevention
The goal of a strategy seeking to prevent an act of cyberterrorism is to cause the leadership of an organization to decide that an attack is not worth the cost or that the attack will fail in achieving the desired objectives. As a result, this strategy of prevention should lead these leaders or decision makers not to choose an act of cyberterrorism. While a credible threat of a military response or force is necessary for deterrence to be effective, any means available to achieve this goal of prevention should be considered part of a suitable strategy. Specifically, other means could include nonmilitary activities if they support discouraging a potential adversary from pursuing an act of cyberterrorism. Consequently, an overall strategy of prevention should include both military and nonmilitary approaches that integrate and layer activities. Such a strategy represents a holistic approach for dealing with the threat of cyberterrorism. These military and nonmilitary activities working together to support the goal of prevention can be categorized as deterrence and dissuasion.
Deterrence
As previously addressed and despite its limitations in affecting the decision-making calculus of a few leaders, deterrence remains a viable concept for discouraging cyberterrorism. Many terrorist organizations, including al-Qaida and the Islamic State, are thought to function strategically and rationally.62 For this reason, deterrence is still a relevant consideration.
There is nothing within the LOAC that explicitly prohibits a military response to an act of cyberterrorism, even one that is non-state sponsored. As long as the principles of military necessity and lawful targeting are duly considered, both military and nonmilitary responses are viable options.
By conducting persistent and aggressive counterterrorism operations to seek out the most militant terrorist organizations, the United States can increase a potential adversary’s perception that there would be a credible threat of force and unacceptable consequence following any attack against the United States. If Islamic State or al-Qaida’s leadership believed that following an act of cyberterrorism the United States would systematically seek them through military or nonmilitary means and threaten their survival and power base, they might be deterred from conducting a life threatening cyber attack.
In the case of state-sponsored cyberterrorism, the knowledge that the United States has the option to respond “in an appropriate manner” to a cyber attack may increase the likelihood of deterring states that are involved in cyberterrorism. Therefore, if a hostile state enables terrorists to conduct cyber attacks against the United States or its interests, a U.S. response may include both cyber and non-cyber options. While the problems inherent in selecting a suitable military objective associated with an act of non-state-sponsored terrorism have been noted previously, these problems are mitigated in a scenario involving a supporting or facilitating state, because clear geographic boundaries facilitate taking reasonable precautions to help ensure that collateral damage and incidental injury are avoided as much as possible.
Dissuasion
Besides deterrence, the other part of a holistic strategy is dissuasion, which seeks to influence the leadership of potential adversaries by discouraging the initiation of military competition.63 To be effective, dissuasion activities must occur before a threat manifests itself. Dissuasion includes “shaping activities,” which are typically nonmilitary in scope and conducted during peacetime.64 Within the lexicon of the U.S. military services, dissuasion is said to work outside the potential threat of military action. A strategy incorporating dissuasion to influence potential cyber adversaries would seek to convey the futility of cyber attacks, thereby causing a potential adversary’s leadership not to seek a military confrontation.65 Worth noting is that some strategists think that those dissuaded from competing with the United States should not need to be deterred.66 With respect to dissuading those considering cyber attacks, such an approach should focus on three areas: resilience, forensics, and monetary interception.
Resilience efforts, such as those encompassing redundant network hardware and Internet connectivity pathways, hold promise in making a notable improvement in situations following a widespread and potentially devastating cyber attack. Significant preparations that improve cyber resilience and mitigate and manage the consequences following an act of cyberterrorism can cause an adversary’s leadership to determine that a cyber attack will not cause the desired destructive effects. Consequently, if an adversary’s leadership determines that a cyber attack is unlikely to achieve their objectives, they may refrain from conducting such an attack in the first place, or decide to pursue another path of causing destruction, such as conventional kinetic attacks.
The second aspect of dissuasion is having a reliable and responsive cyber forensics capability. As defined here, cyber forensics is the science of analyzing and determining the origination source and pathway of a cyber attack after such an attack has occurred, for law enforcement or defense counterintelligence purposes. After an act of cyberterrorism, post-attack cyber forensics capabilities will attempt to use any “electronic fingerprints” or other network and software information to facilitate an attribution determination regarding the source and identity of those responsible for launching the cyber attack. Admittedly, identification and follow-on attribution can be difficult tasks because attackers can use computer intermediaries or channel their attack through anonymizing proxies that hide their Internet protocol address.67 Nonetheless, a robust and publically-known capability to identify and attribute the source of cyber attack could dissuade prospective cyber terrorists or those supporting their efforts. A successful identification and attribution of a cyber attack may lead to prosecution through civilian courts, or for more significant acts of aggression, lead to targeting with kinetic or non-kinetic weapons.
The last area for dissuading cyberterrorism involves aggressive efforts to intercept and minimize the funding streams used by those involved in cyberterrorism. Such intercepting actions may also be called counter threat finance and sanction activities.68 Funding is acknowledged as being critical to sustaining the activities of many organizations involved in terrorism, to include non-state actors. In the past, such funding to terrorist organizations has come through charities, illegal activities, and front companies. Persistent multinational fiscal interdiction efforts could significantly reduce the funding available to organizations that are most likely to conduct cyberterrorism.
Current U.S. Department of State counter threat finance and sanction activities seek to target those financial transactions benefiting terrorist organizations, whether coming from states, nongovernmental organizations, or private entities.69 A sustained effort to eliminate or minimize funding sources used by terrorist organizations could help curtail future recruits for the organization’s cause. When combined with cyber resilience and forensics efforts, a terrorist organization’s leaders may decide not to seek a direct confrontation through cyberterrorism.
Conclusion
When dissuasion works with deterrence as part of a broad strategy of prevention, there is an increased likelihood of discouraging a potential adversary’s leadership from pursuing acts of cyberterrorism. History suggests, however, that deterrence will at times fail due to miscalculation, uncertainty, or chance. This may also be the case for deterring acts of cyberterrorisms. If deterrence fails and an attack occurs, having measures in place to manage the consequences of a widespread and destructive cyber attack could reduce or limit the damage. A side benefit of a strategy incorporating both deterrence and dissuasion concepts is that a broader range of potential state adversaries may be deterred or dissuaded from conducting relatively “routine” or commonplace cyber attacks on the United States or its interests, because it would seem doubtful that the desired effects can be achieved or that such an attack was worth the cost. Perhaps paradoxically, it has been observed that the success in “the ‘war on terror’ is likely to make terrorists turn increasingly to unconventional weapons such as cyberterrorism.”70 While some terrorism experts have concluded that, at least for now, truck bombs, terrorist financing, and recruitment seem to pose a greater threat than cyberterrorism, the potential cyberterrorism threat cannot be ignored.
Even though an act of cyberterrorism may seem improbable, many considered the 9/11 attacks improbable beforehand as well. Countless ordinary citizens and politicians within the United States regret that more was not done to improve counterterrorism capabilities and strategies before the 9/11 attacks, especially since many of the needed improvements seemed obvious afterwards. Likewise, the time is now to act in implementing a sound and comprehensive strategy to deter and dissuade cyberterrorism, and not after such an attack has occurred.
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Is Cyber Deterrence an Illusory Course of Action?
Emilio Iasiello*
With the U.S. government (USG) acknowledgement of the seriousness of cyber threats, particularly against its critical infrastructures, as well as the Department of Defense (DoD) officially labeling cyberspace as a war fighting domain, security experts, policymakers, and think tank researchers have resurrected a potential Cold War strategy to implement against the new threats fermenting in cyberspace.1 It is argued that the same principles that successfully contributed to nuclear deterrence with the Soviet Union can be applied to cyberspace and the hostile actors that operate within. However compelling, similar strategies are not transferrable and the key factors that made nuclear deterrence a viable solution do not carry the same value in cyberspace. While only a handful of states have demonstrated the capability to develop nuclear weapons, more than 140 nations have or are developing cyber weapons, and more than thirty countries are creating military cyber units, according to some estimates. Moreover, this threat actor landscape does not consist of nation states alone. Included are cyber criminals, hackers, and hacktivists of varying levels of sophistication and resources willing to use their capabilities to support nefarious objectives.2
There are advocates favoring the implementation of a cyber deterrence strategy to mitigate the volume of hostile cyber activity against public and private sector interests. However, too many factors—including attribution challenges and sustainability against this vast threat actor landscape—inhibit cyber deterrence options from achieving their desired outcome in the near term. What’s more, other deterrent strategies such as those employed against nuclear weapon use, terrorism, and rogue state behavior are not suitable models for the cyber realm. Despite some commonalities, the cyber domain lacks the transparency and actor visibility required to develop deterrence measures. Despite these hindrances, nation states should seek to develop, refine, and implement national level cybersecurity strategies that focus on cyber defense improvements and enforce accountability to measure their successes. While there will always be sophisticated actors able to thwart the most robust cybersecurity defenses, the success of hostile activity against networks are the result of poor cybersecurity practices such as unpatched systems and users not well trained in information assurance principles. Cybersecurity is an ongoing effort that needs to be relentlessly monitored and adapted to a constantly changing threat environment.
What is Cyber Deterrence?
Before one embraces the design and development of a nation state cyber deterrent strategy, it is important to understand the basic concepts of deterrence and what it entails for a strategy of cyber deterrence. At its base, a deterrence strategy seeks to influence an adversary from not attacking a target by making him believe the costs and consequences will outweigh any potential benefits. Therefore, a working definition by the author and perhaps more importantly what it involves and its intended effects may sound something like this:
Cyber deterrence is a strategy by which a defending state seeks to maintain the status quo by signaling its intentions to deter hostile cyber activity by targeting and influencing an adversary’s decision making apparatus to avoid engaging in destructive cyber activity for fear of a greater reprisal by the initial aggressor.
With this baseline understanding, it is equally essential to identify the types of deterrence that are available and have been used throughout the course of history. Although there are a myriad of iterations and subsets, there are largely two types of deterrence strategies employed by the United States—deterrence by punishment and deterrence by denial.
• Deterrence by punishment intimates to an attacker that there will be significant punishment in retaliation for an attack.3 In this scenario, retaliation need not be limited to specific actions, but can incorporate other means as well, such as kinetic strikes or more diplomatic means such as economic sanctions.4 An example of deterrence by punishment is the Cold War’s mutually assured destruction doctrine wherein the threat of using a nuclear weapon prevented an adversary from using a similar weapon.
Applying the same principle to cyberspace, deterrence by punishment can take the form of digital actions such as a retaliatory cyber strike against perpetrators of a cyber attack, or a pre-emptive strike against adversaries mounting an attack against networks. However, deterrence by punishment against a cyber attack could also entail kinetic attacks against targets, diplomatic bargaining, or economic sanctions. If one believes that the United States was behind the STUXNET attack that targeted Iranian nuclear centrifuges, this could be perceived as a pre-emptive deterrence by punishment against Iran for continuing to refine its uranium enrichment procedures.
• Deterrence by denial is less conflict driven, seeking to convince potential attackers that their effort will not succeed and they will be denied the benefits they seek.5 The benefit of this strategy is that it may be based on defensive measures and thus not only be a means of preventing the enemy from acting but also providing a solution in case the challenger decides to act.6 An example of this type of deterrence is the U.S. naval blockade around Cuba in 1962. In this instance, the United States opted to deny entry to Russian ships from entering Cuban waters rather than deploying air strikes against Cuban missile sites.
In cyberspace, deterrence by denial assumes a more traditional defensive role by discouraging or frustrating attacks via robust, proactive, and costly defenses. It requires a large, focused commitment by the government to secure the systems and networks under its control, in tandem with the full cooperation of the private owners of the infrastructure.7 The cost increases significantly given the breadth of this endeavor including the use of advanced security practices and the adoption of trusted hardware and software components.8
Necessary Factors for Effective Cyber Deterrence
Cyber deterrence is difficult to execute, as there are several factors that must occur in order to achieve the results of either subset of deterrence strategy. A cyber deterrence strategy must have established parameters from which to operate successfully. Without them, an adversary will not be able to receive and process the defender’s intent, which runs the risks of misunderstanding or misinterpreting them, thereby increasing the risk of escalation and quite possibly, that of state on state confrontation.
Communication
Part of any deterrence strategy is to be able to effectively communicate to the international community, and particularly adversaries, on what is acceptable and what are redlines that will be addressed if crossed. In Arms and Influence, author Thomas Schelling notes that successful deterrence using either punishment or denial methods depends upon effective communication between a state and the entity it wishes to deter.9 Working in tandem with communication is the notion of credibility. A nation state must not just pronounce activity it considers to cross redlines, but must be prepared to act as a result of that activity. A nation state risks losing its international credibility when it fails to do this. An example of this occurred in 2012 when President Barack Obama proclaimed that any use of chemical weapons by the Syrian government against its citizenry would result in a crossed redline.10 However, once intelligence confirmed that chemical weapons had been used six months later, Obama still had not acted to back up his public assertion.11 By refusing to back up his bold statement, the United States lost some of its credibility. Even after it agreed to supply the Syrian rebels with arms in July 2013, many in the international community viewed this as “too little too late.”12
In cyberspace, communication assumes an important function given that the domain is one steeped in ambiguity. Effective communication would require a consensus for operating norms of behavior in cyberspace, a difficult endeavor to achieve as evidenced when the United States and China failed to identify common language in the July 2013 Strategic and Economic Dialogue.13 The United States prefers to use the term “cybersecurity” to focus on the technologies and networks of automated machines, whereas countries like China and Russia prefer to use the broader term “information security” to include the information resident on or passing through networks as well as the technologies themselves.14 The key to this discrepancy rests in the activities that occur in cyberspace; China is pursuing a broader interpretation to be able to dictate and control the content and information to which its citizenry has access, whereas the U.S. supports the policy of Internet freedom. As of the second December 2013 meeting of the China−U.S. Cybersecurity Working Group, the two countries remain at an impasse in finding common ground on definition language. Without a common lexicon in place, communication between the two sides is fated to remain in disagreement, failing to achieve consensus on how the Internet should be used appropriately. Similarly, when addressing hostile activities in cyberspace where the actors are foreign to each other, the inability to communicate further impedes the ability to send clear messages and deescalate tensions. The 2001 Council of Europe led Convention on Cybercrime provides a good framework from which agreed upon terminology can be achieved. The agreement successfully identifies key terminology agreed upon by all signatories. To date, there have been forty-one ratifications/accessions to the Convention. Notably, while listed as a non-member state, Russia has yet to sign or ratify the agreement, and China has not joined indicating their reluctance to accept terminology agreed to by Western States.15
Signaling
Signaling game logic has been applied to many areas of international politics in the past decade, including decisions to go to war, crisis bargaining, international economic negotiations, regional integration, and foreign policies of democratic states.16 Whether in peacetime or war, a key element of any cyber deterrence strategy includes the ability to properly signal intentions to the receiver. Without the ability to signal, cyber deterrence by punishment is rendered ineffective and runs the risk of being misunderstood or misinterpreted, increasing the risk of escalation and conflict. For example, prior to the execution of deterrence by punishment, the defending state must clearly signal its discontent to the aggressor (whether a nation state or non-state actor) in such a way that the aggressor interprets it correctly, understands it, and concludes that the potential costs of undertaking such action far outweigh any potential benefits. However, it should be noted that the signaling nation state must have an established body of work and credibility conducting successful and destructive cyber retaliation for signaling to be effective. If the adversary does not believe the credibility of a signaling nation state or if it flat out does not care, it is immaterial how much signaling is completed. In this case, the aggressor will not be deterred by threat of punishment.
Like communication, signaling in cyberspace can be easily misinterpreted, ignored, or not even noticed by the aggressor. Signaling can be done overtly, covertly, or through diplomatic, economic, or military channels. Take for example the STUXNET incident. If the United States government were responsible for the deployment of STUXNET on Iranian centrifuges, the USG may have signaled to the Iranian government through diplomatic channels that such an action—without revealing the intended target—would transpire if Iran did not cease its enrichment process. Thus, when the centrifuges broke down and were replaced, it would have been clear that the United States was behind the event. Another example of potential signaling in cyberspace would be the use of distributed denial-of-service (DDoS) attacks. Continuing with the STUXNET scenario, U.S. banks were targeted by DDoS attacks shortly after the discovery of STUXNET. Many U.S. lawmakers immediately suspected the Iranian government to having conducted or orchestrated the attacks via proxies.17 If Iran was responsible, prior signaling through diplomatic or third party channels without revealing specific targets would have clearly conveyed to the USG that Iran was not only responding to the STUXNET attack, but also that it had a cyber capability to do so as well.
Attribution
It is extremely difficult to determine attribution in cyberspace where savvy operators have a multitude of obfuscation techniques to thwart defenders from correctly identifying their true point of origin. Whether it’s compromising a series of computers in different countries prior to executing attacks, or using anonymizers and proxies, cyberspace is an environment favoring those seeking to conduct surreptitious malicious acts. Attribution is a necessary component of any deterrence strategy as it is incumbent on the defending state to positively attribute an aggressor prior to the commencement of any retaliatory action. However, complete attribution may not be needed to engage in deterrence by denial where other forms of non-destructive actions can be directed against an aggressor. Jason Healey of the Atlantic Council presents a strong case for determining the “spectrum of state responsibility,” a tool designed to help analysts with imperfect knowledge assign responsibility for a particular attack, or a campaign of attacks, with more precision and transparency.18 The spectrum assigns ten categories, each marked by a different degree of responsibility, based on whether a nation ignores, abets, or conducts an attack.19 The level of attributed nation state culpability would serve as the guide for the type and appropriate level of response ranging from ignoring the initial attack or striking back at the perceived aggressor.
Successful attribution practices in cyberspace will ideally meld technical, cognitive, and behavioral analysis to better identify the aggressors, as well as those influences that may be helping to guide their operations. Technical analysis is not sufficient for attribution purposes, considering many hostile actors implement the same tactics, techniques, and procedures, as well as tools, or engage in “false flag” operations in conducting malicious activity.20 No standard exists today for establishing a degree of confidence in determining cyber attribution.21 When it comes to possibly deploying a cyber deterrence by punishment, the defender must be able to identify the perpetrator for an appropriate response action. Several problems inhibit quick and accurate attribution processes including: misattribution; the time it takes to collect and analyze the attack method employed; and identifying actor motive, behavior, and outside influences. Nevertheless, in order to avoid public embarrassment and reduce the volume and likelihood of collateral damage, an acceptable level of attribution must be performed prior to the commencement of any retaliatory action.
Proportionality
Based on the 1949 Geneva Conventions on the Law of Armed Conflict and the principles of proportionality, as well as those expressed in NATO’s recent drafting of the Tallinn Manual advocating cyber war’s assimilation into conventional warfare, a retaliatory cyber action needs to be proportional, particularly if leveled against a suspected state or state-sponsored actor. That is, “it must be comparable to the initial wrong and not equate to an escalation.”22 Here, a nation state’s credibility is interlinked with proportionality in that the nation state must not only strike back against the aggressor but it must do so in a way as to make its point—that is, it must be a forceful strike—but not so forceful as to solicit negative reaction in the global community. A nation state’s credibility on the world stage rests in its ability to back what it says, and be judicious enough not to be perceived as heavy-handed. What is more, it needs to consider unintended consequences as a result of cyber retaliation. Take for example the STUXNET worm used against Iranian nuclear centrifuges. The malware was written to target specific configuration requirements, in this case, the Siemens software resident on the centrifuges.
However, despite being surreptitiously inserted and deployed on a non-Internet connected network, the virus did escape, infecting computers in Azerbaijan, Indonesia, India, Pakistan, and the United States.23 Such outcomes can not only prove detrimental to a nation state’s public image, but also risk bringing in third party nation states or politically or ideologically motivated actors into the conflict (e.g., the hacker attacks against U.S. government websites after the accidental bombing of the Chinese Embassy in the then Yugoslavia in 1999 and the initiation of the 2001 China− U.S. hacker conflict after the collision of a U.S. spy plane and a Chinese jet).24
Proportionality in cyberspace is difficult to achieve for a variety of reasons. It should reflect the commensurate amount of damage done to a target that was suffered by the victim as to mitigate the risk of escalation. Perhaps more importantly, when a nation state acts independently of a respected international organization such as the United Nations mandate, it runs the risk of diplomatic and even economic blowback for its action. Therefore, prior to retaliation, the type of kinetic or non-kinetic response, the promptness of the retaliation, the projected consequences and battle damage assessment, and the potential political fallout should all be factored in the decision-making process.
Other Deterrence Strategies
There are other deterrent strategies that have achieved mixed levels of success that can be used as potential benchmarks for cyber deterrence. In these cases, while there are some shared commonalities such as diverse threat actor landscapes, asymmetric capabilities of defenders and aggressors, and military operations, each have their own unique challenges that can’t be assimilated to the cyber environment. A brief examination of nuclear, terrorism, and rogue state deterrence models will serve as comparative paradigms to see if some of the principles that make them successful can be applied to the cyber domain.
Nuclear Deterrence
There is no greater example of a successful deterrent strategy than that demonstrated by the United States and the Soviet Union during the Cold War. At its core, nuclear deterrence was directed at states already armed with nuclear weapons and was aimed at deterring their use.25 By the early 1970s, the “mutually assured destruction” theory prevailed; neither the United States nor the Soviet Union was motivated, foolish, ignorant, or incoherent enough to accept the risk of nuclear war.26 The results of nuclear deterrence have been a resounding achievement, as no nation state since that time has ever deployed a nuclear weapon against a target, as the costs in lives, recovery, international prestige, and natural resources have far outweighed any prospective benefit to using nuclear weapons in any conflict.
But can the principles involved in nuclear deterrence be applied to cyberspace? Widely viewed as an asymmetric power/threat like its nuclear counterpart, the cyber domain is easily translatable into a similar paradigm in certain areas. Below are key similarities shared between cyber and nuclear deterrence strategies:
Key Similarities between Cyber and Nuclear Conflict:
1. Both operate at all three levels of military operations: strategic, operational, and tactical, with the potential to have effects ranging from small- to population-scale.
2. Both have the capacity to create large-scale, even existentially, destructive effects.
3. Both can be conducted between nation-states, between a nation-state and non-state actors, or between hybrids involving nation-states and non-state actor proxies.
4. Both nuclear and cyber conflict “could present the adversary with decisive defeat, negating the need to fight conventional wars.”
5. Both can intentionally or unintentionally cause cascade effects beyond the scope of the original attack target. 27
However, despite some crossover, there are too many inconsistencies that prevent an even partial adoption of the nuclear deterrence model. These range from the volume of actors operating in cyberspace to the comparison of weapon strength to the dual use nature of the tools themselves.
Key differences include:
1. Nation states typically do not assume responsibility for hostile actions taken in cyberspace.
2. There has been no awe inspiring, game changing show of what a cyber attack can do; while incidents like STUXNET and the wiper malware that destroyed 30,000 hard drives for the Saudi oil company Saudi Aramco were significant disruptions, they were not enough to severely impact operations at either the nuclear facility or the oil company.
3. Attribution in cyberspace is extremely difficult and cannot be as precise as identifying a nation state that has launched a nuclear weapon and,
4. Unlike nuclear weapons development, which can be monitored, there is no similar transparency for nation state production of cyber weapons, nor an international watchdog agency to track such developments.28
Factor in the involvement of proxy groups and third party cutouts, the expanding and borderless nature of the operating environment, and the uncertainty that actors can actually be deterred, and it is evident that the same fundamental transparencies that have made nuclear deterrence a success do not have the same applicability in cyberspace.
Terrorism Deterrence
Several authors believe that terrorism deterrence can succeed on some level, particularly if a terrorist organization assumes the attributes of a nation state, when real assets can be damaged influencing terrorist leadership to constrain its policies in order to preserve them.29 One author argues that the assassination of top-level leaders and operational commanders have had a temporary deterrent effect, if only to provide a lull time in which these groups have had to reorganize themselves.30 Another author advocates for deterrence to achieve success against the terrorist target, the threatened party must understand the (implicit or explicit) threat, and decision-making by the adversary must be sufficiently influenced by calculations of costs and benefits.31 Another author states that even if terrorists are generally not deterrable some specific terrorist actions may be deterrable even today.32
Nevertheless, there are far more obstacles to, rather than benefits from, deterring terrorism, many of which are shared by the cyber domain, particularly when it comes to trying to deter a perseverant adversary that does not necessarily reside in one or the same location. How does one deter the activities of an individual or group without knowing who they are or where they reside?
Another factor complicating deterrence efforts is motivation. While the terrorist leadership may value their own lives, groups are full of individuals willing to die for a cause. United Kingdom national security scholar John Gearson suggests that traditional concepts of deterrence will not work against a terrorist enemy whose avowed tactics are wanton destruction and the targeting of innocents; whose so called soldiers seek martyrdom and death and whose most potent protection is statelessness.33 Upon closer inspection, the first half of Gearson’s statement is very applicable toward hostile cyber actors as well. Actors motivated by a cause, whether political, ideological, or financial, are hard pressed to be deterred unless some formative action can cause them significant physical, emotional, or financial impact to curb engagement in further hostile activity in cyberspace.
Another facet challenging a successful deterrence strategy is consistently influencing terrorist behavior. In order to be successful, a direct response deterrent threat must be made conditional on an adversary’s behavior; if individuals and political groups believe that they will be targeted as part of the U.S. war on terror regardless of their actions, they have less incentive to show restraint.34 To date, there have been no publicly observed incidents or evidence where cyber deterrence by denial or punishment has been successfully used to mitigate hostile cyber activity, or influence the actors directing or conducting the activity.
Rogue States
The United States also engages in deterrent strategies against those rogue states that pose a threat to its national security interests. There are cases to be made on both sides of the equation regarding if U.S. policies successfully deter states such as Syria and North Korea. On one hand, there has not been a military conflict between the United States and these adversaries suggesting current deterrence efforts have been a success. On the other hand, these states continue to pursue programs viewed by the U.S. government as hostile regardless of U.S. diplomatic/economic efforts to halt their progress. In its second term, the Bush administration announced a new approach that it called “tailored deterrence” to be leveraged against these rogue states.35 The basis for this line of reasoning was that different strategies could be crafted for different states and situations, and that the United States would have to learn what regimes valued most in order to develop a deterrent strategy that would most effectively target the psychological profiles of their leaders.36 However, there are recent anecdotal examples that illustrate why rogue state deterrence is difficult to achieve.
Potential removal from office is not always a deterrent factor when dealing with rogue nation states run by authoritarian regimes. What is more, the removal of leaders still has not dissuaded other totalitarian leaders from their courses of action. For example, Muammar Gaddafi’s besiegement by civil war in 2011 coupled with his ultimate demise with the support of U.S. and material and logistical support has done nothing to convince Syria’s al-Assad to step down.
Similarly, nation state operators, mercenary groups for hire, hacktivists, or criminals will likely be undeterred by law enforcement, intelligence, or military engagement. Cyber criminals continue their activities despite several high profile international arrests.39 Suspected nation state actors continue to engage in cyber espionage despite being called out in public forums.40
Operation Ababil hacktivists continue to conduct DDoS attacks against U.S. financial institutions for the better part of a year and a half without consequence.41 Ultimately, trying to apply a rogue state deterrent strategy against the cyber environment may not be a suitable fit, due to the complexity and diversity of the threat actor landscape. Many of these actors do not operate like a rogue state whose ultimate purpose is regime stability and preservation of leadership; as such, these actors do not cherish the same values. Even suspected nation state actors answer to their chain of command and would only stop given the proper instruction from above.
Can Cyber Deterrence Work?
Martin Libicki states that the goal of cyber deterrence is to reduce “the risk of cyberattacks to an acceptable level at an acceptable cost,” where the defending nation state mitigates potential offensive action by threatening a potent retaliation.42 But can such a policy actually be successful? While it is entirely possible that cyber deterrence will not be executed in a vacuum, in its 2011 Strategy for Operating in Cyberspace, the DoD justified the use of active cyber defense measures to prevent intrusions and affect adversary activities on DoD networks and systems.43 This responsibility, coupled with the disclosure of the once classified “Presidential Policy Directive-20” (if this is a legitimate document), indicate that the U.S. can engage in offensive cyber activity to curb an imminent threat, or ongoing attacks that do not require prior Presidential approval, suggesting that deterrent cyber actions may be conducted as an isolated effort.44 Therefore, taken in this context, prior to engaging in a retaliatory strike back option, it is necessary to make some points clear with regards to cyber deterrence. In no way does advocating offensive actions for defensive purposes nullify the need to have an established cyber defense posture. As such, some truths remain:
1.Traditional Cyber Defenses Still Need to Be in Place. An argument can be made that a successful “deterrence by punishment” policy would greatly reduce expenditures associated with traditional cybersecurity to include devices, programs, and the costs associated with upkeep, maintenance, and replacement. However, this is misleading. A deterrence strategy cannot address all of cyberspace’s hostile actors. If deterrence is meant to dissuade serious actors such as nation states or the more sophisticated cyber criminals and hacktivists groups, what will stop the majority of other “noise” that targets networks? Jim Lewis, a cyber expert from the Center of Strategic & International Studies, states that “survey data consistently shows that 80-90 percent of successful breaches of corporate networks required only the most basic techniques, and that 96 percent of those could have been avoided if proper security controls were in place.”45 Indeed, the same sentiment was expressed when Australia’s Defense Signals Directorate in partnership with the U.S. National Security Agency came up with a list of measures that would mitigate most of the “successful” attacks they had surveyed in 2009 and 2010.46 Thus, even the most basic computer security practices would still be required in order to achieve maximum cyber defense coverage.
2. Deterrence by Punishment Relies on the Rationality of Actors. Deterrence is an option that will work only if the people/groups/government being deterred are rational; and as such, can be deterred because they are unwilling to risk losing something of greater value. Currently, adversaries operate in cyberspace because they do not fear retaliation due to known attribution challenges, and the connected, nebulous, unsecure environment favors their maneuvers. Therefore, a nation state may be more conducive to deterrence than a terrorist or hacktivist organization. If the adversary does not hold a rational view of the world and his place in it, or he does not have anything to lose or be threatened, he may be very difficult to deter from a specific course of action.
3. The Adversary Must Have Something of Value. Building on the previous statement, the adversary must have something of value for a pre-emptive/retaliatory strike to be effective. If he doesn’t, then the threat of cyber deterrence becomes inconsequential. For example, a nation state likely has many assets linked to the Internet or are at least networked. But what if it is a closed state? For example, North Korea has very few online assets connected to the Internet that can be targeted remotely (suggesting that any effective cyber operation against a high value target would have to be conducted via close operations, as was suspected in the STUXNET incident). And if the adversary is a cellular-structured terrorist or hacktivist group dispersed globally, what value point can be leveraged that will have sway over the actions of the entire group?
With these truths in mind, and upon review of current deterrence strategies against other targets, it is evident that cyber deterrence by punishment success rests in three fundamental axioms:
But is attribution enough? When one looks at the amount of governments that have singled out China as the main hacking threat to their nations, little has been done to either stop or deter Chinese cyber espionage. President Obama has had several talks with Chinese counterpart Xi Jinping that has yet to yield any substantive results.47 While there has been no known U.S. attempt at conducting a retaliatory strike (as of yet) against the Chinese, this goes to prove that attribution is not a panacea, even when directly confronting the alleged perpetrator directly, and that the challenge remains to convince the attacker that he has in fact been caught doing something specific.48
attackers are likely to escalate if they (1) do not believe cyber retaliation is merited; (2) face internal pressures to respond in an obviously painful way; or (3) believe they will lose in a cyber tit-for-tat but can counter in domains where they enjoy superiority.49
Conclusion
In cyberspace, the effort to counter hostile acts through use of preemptive or retaliatory strikes may seem like a step in the right direction, especially when considering the failures suffered by defenders to mitigate the threat of malicious activity. However, thousands of cyber attacks occur per day, suggesting great difficulty in distinguishing serious threats from minor ones.50 Stepping on an ant in your kitchen doesn’t prevent an infestation; similarly, cyber deterrence is not a panacea for threat actors seeking to exploit public and private sector networks. At present, there are too many unexplored variables and an undeveloped plan for its use to make this an effective course of action.
Attribution challenges, the ability to respond quickly, effectively, and accurately, and the ability to create and sustain a model by which repeatability can be leveraged against different threat actors will continue to prove too insurmountable in the near term for victimized countries to launch pre-emptive or retaliatory cyber strikes. Cyber deterrence by denial has a better chance of succeeding; however, only in a limited capacity as network defenders have consistently been beaten by smarter, more agile adversaries obfuscating themselves in cyberspace. Instead of striking back against adversaries, organizations need to evaluate their current security postures to determine its effectiveness in the current cyber climate.
Cybersecurity is not a static solution; as attackers gain more knowledge and experience, their tactics, techniques, and procedures will morph over time. Defense strategies that worked a year ago will likely not have the same success given the rate at which this landscape changes. According to the Department of Homeland Security’s U.S. Computer Emergency Response Team,
a comprehensive cybersecurity program leverages industry standards and best practices to protect systems and detect potential problems along with processes to be informed of current threats and enable timely response and recovery.51
Organizations need to implement adaptable security plans that take into account the dynamic aspects of cyberspace, and include milestones and performance measures to ensure that goals are met in a timely manner. Stricter security standards such as vulnerability patching and user awareness must be enacted in order to hold stakeholders accountable for compliance failure. The well-respected SANS Institute, a leader in computer security training and certification, advocates the implementation of twenty security controls for cyber defense, and maintains that organizations successfully incorporating these controls have reduced their security risk.52 Ultimately, due diligence with respect to cybersecurity is the deciding factor in combating hostile cyber activity.
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Understanding the Links between Criminal Networks and Jihadism in Northern Mali
Rikke Haugegaard*
Despite efforts by the UN peacekeeping mission, the United Nations Multidimensional Integrated Stabilization Mission in Mali (MINUSMA), French forces and neighbor states, the security situation in Mali remains fragile. In 2015 and 2016, militant jihadists increased attacks on government forces, humanitarians and UN peacekeepers.1 Up to 31 March 2017, the MINUSMA mission had 116 fatalities. The majority of the fatalities are from Chad, Burkina Faso, Niger, Togo and Guinea.2 Militant jihadists, often categorized as ‘terrorists’ by the international community and staff in MINUSMA, conduct many of these attacks.
The label ‘terrorists’ covers militant groups using terrorist methods. They all promote Sharia and strict Islamic rule, but their motivations are not linked to religious fanaticism. The jihadist militant groups are driven by a combination of local ambitions for power, internal clan disputes, economic interests in the smuggling business and regional power struggles.3 During my field visits to MINUSMA, I experienced how MINUSMA personnel were struggling to understand the internal dynamics of the jihadist militant groups and their constant fragmentation.4 This article contributes to the ongoing discussion on how to understand the complex dynamics between jihadist groups, crime and politics in the Gao and Kidal regions.5
The field study in MINUSMA led me to the following research question: How can we understand the social and economic dynamics that enable the operative space of the militant networks in northern Mali? The argument proposed here is to move away from analyzing jihadist militant groups as organizations and ‘closed’ entities. Rather, they are loose networks of supporters, mobilized for contextual violent attacks. The focus here is to investigate the jihadist militant groups as products of local power struggles and involvement in trade and crime rather than as fighters with ideological and religious motivations. Understanding these dynamics will expand the context for framing the militant groups in Mali and beyond.
The sharp distinctions drawn by the Malian government and the international community between compliant and non-compliant groups in the implementation of the peace agreement are problematic. It leaves certain groups out and undermines the possibility of creating a solution to decades of conflict. Dividing actors into these categories (compliant versus non-compliant) impedes MINUSMA’s long-term stabilization effort, since lived reality is much more fluid, ad hoc and complex. The complexity of the network mechanisms and the pragmatic shift in alliances represent a challenge for MINUSMA. Military planners and analysts tend to focus on detailed information about the enemy, at the expense of understanding the political, economic and cultural environment that supports ‘the enemy.’6
The argument develops around a nuanced cultural perspective encompassing the fluidity of social networks. There is an urgent need to turn away from the ‘enemy-focused’ approach.7 The concepts ‘bigmanity’8 and ‘shadow networks’9 will be used to discuss the fragmentation of armed groups and the overlap of criminal and political networks in Mali. The author’s field data pointed to an important and ongoing challenge for the MINUSMA staff: how to understand the dynamics of the jihadist militant groups in Mali. In the field study (see next section on methodology), the research focus was to review analytical practice in MINUSMA for cracks and analytical challenges. Subsequently, this article is a discussion paper, which questions some of the basic assumptions in the work of MINUSMA staff and the wider international community of consultants, advisors, military and analysts working on the peace process in Mali.
The article starts with reflections on methodology, followed by an introduction to some of the challenges to the ongoing peace process. After a discussion of the label ‘terrorist armed group,’ the article then moves on to a section on the concept of ‘bigmanity,’10 which can help the analysis of complex social dynamics in northern Mali. Later, the role of AQIM (Al-Qaeda in the Islamic Maghreb) is discussed. The article then provides sections on economic interests and Sharia as ‘desert business’, looking at the relationship between formal and informal network structures. Finally, the article concludes with a short discussion on local conflicts in northern Mali, leading to a closing with reflections on implications for the peace process in Mali.
Reflections on methodology
This article is based on my personal field experience:
The process of enculturation into military thinking can lead to biases, where daily processes and certain analytical models are taken for granted. However, as a cultural anthropologist, critical thinking about state institutions and power relations is vital. This article challenges the basic assumptions among MINUSMA staff: that some militant groups can be labeled as ‘terrorists’ and therefore non-compliant in the peace agreement. In addition, can we understand these entities as ‘groups’ with well-defined members and the structure of an organization?
Challenges to the peace process
“Implementation will prove challenging in a country where there is a history of agreements not being implemented.”
—Arthur Boutellis12
Implementing the peace agreement in Mali is challenged by three main factors: lack of jobs opportunities, the presence of armed groups and the exclusion from the peace agreement of armed groups labeled terrorists. The fragile security situation is one of the UN’s many challenges. Mali is ranked among the ten poorest countries on the UNDP Human Development Index.13 The prices of basic food supplies are higher in Gao, Timbuktu and Kidal than in the rest of the country.14 The UN reached an important milestone in its stability efforts when “The Agreement on Peace and Reconciliation in Mali” was adopted on 20 June 2015.15 Facilitated by an international mediation team, the two major umbrella organizations, “Platform” and “Coordination”, agreed to participate in a process of disarmament and demobilization. “Platform” is a coalition of pro-government militias, supporting a unified Mali. “Coordination” is an alliance of several militant groups fighting for self-government for the Azawad region in northern Mali and neighboring countries. In addition, the two alliances agreed on the release of prisoners and reopening of schools. “Platform” and “Coordination” are considered compliant parties in the peace agreement process, whereas the UN and the Malian government consider militant groups labeled as terrorist organizations non-compliant.
The lack of job opportunities for the combatants in the north complicates the demobilization effort. The tourism industry in Mali used to be thriving, employing ethnic Tuaregs as tour operators, guides and drivers.16 Both in Mali and Niger, the tourism sector is controlled by the Tuaregs.17 The tourism industry has collapsed due to the kidnapping threat to western tourists,18 which means that the Tuaregs’ job and food security is now threatened. In addition, there is a food crisis in the northern and eastern regions: 294,000 persons in Mali were expected to be in need of emergency food assistance in 2016, and more than 50 per cent of them live in the northern and eastern regions of Mopti, Timbuktu, Gao and Kidal.19 Opportunities to work as a teacher are also limited due to lack of open schools. In many smaller towns in the north, schools have been closed due to violent clashes between “Coordination,” “Platform” and other militant groups taking over the schools. The UN reports 20 cases of military use of schools, including schools occupied by compliant groups taking part in the peace process.20 A second important challenge to the implementation of the peace agreement is the mobility of armed groups. Armed groups fight over control of smuggling routes. The groups block roads and secure that drugs, weapons and other goods can pass through the desert areas. Some staff in MINUSMA describes it as ‘naval warfare in the desert’. Armed groups fight over important nodes and ‘harbors’ where smuggled goods are loaded and prepared for further transport through the Sahel. The armed groups are very mobile and move around freely in the open desert areas. Occasionally, they work together on attacks or help each other with logistics. The armed groups cross the borders to neighboring countries unchecked and have networks and contacts in the wider Sahel region. AQIM and affiliated groups take advantage of the Sahelian states’ inability to control borders and the peripheral territory.21
The third important challenge is the ‘terrorist armed groups’ excluded from the agreement. Mali hosts both regional Al-Qaeda-affiliated groups, who recruit their members across borders in the whole of the Sahel region (northern Mali, Mauritania, Niger, Burkina Faso and Algeria), and a locally-based group, Ansar Dine, run by Tuaregs from northern Mali.22 The largest group, AQIM, is striving to become a federation of terror groups in the region but its leadership consists mainly of members from Algeria.23 In 2012, when the jihadist groups controlled the three northern cities of Timbuktu, Gao and Kidal, they tried to establish ‘emirates’ based on Sharia. Laws against music, movies, smoking and alcohol were enforced through Koran-endorsed punishments such as amputation, lashing or stoning.24
Terrorist armed groups–a problematic term
With more than 13,000 soldiers, police and civilian staff deployed in Mali, the UN presence on the ground may at first glance seem rather large. However, scrutiny reveals that the desert areas in the north lack both soldiers and police because many countries contributing to MINUSMA are reluctant to deploy their personnel in the areas where militant armed groups are present. In October 2014, then MINUSMA Force Commander Kazura briefed the UN Security Council on the challenges facing MINUSMA. Kazura stated that “MINUSMA is in a terrorist-fighting situation without an anti-terrorist mandate or adequate training, equipment, logistics or intelligence to deal with such a situation.”25 However, MINUSMA is not mandated to engage in explicit counterterrorism tasks;26 these tasks are assigned to the Malian government and the French forces present in the Sahel. Despite the presence of the French and Malian forces in the north, jihadists can easily hide in the open desert areas in the northern regions. With a long-term strategy of immersion in local communities and the regional economy, AQIM is developing resilience against counter-terror efforts.27 Modibo Goïta explains that one of the major problems is that the governments of Mali and Mauritania rely on conventional military means to respond to the jihadists’ small and highly mobile units.28 In addition, AQIM tactically “use the desert as its fallback base.”29 Olivier Guitta mentions three major reasons why AQIM has chosen to build a base in northern Mali, “First, it is a very inhospitable area with difficult terrain making it tough for nations to monitor it, even for U.S. satellites. Second, some Arab tribes are located there and finally, the Malian regime is weak.”30
The Arab tribes, mainly the Fulani people, control many business networks in northern Mali and are well connected through family networks in neighboring countries.31 It is important for the jihadists that the local infrastructure is suitable for their business of violent attacks and smuggling. Despite the clear signs of jihadist presence in northern Mali, we should be cautious about categorizing the conflicts in the region as terrorism. According to Morten Bøås, it is problematic to frame the conflicts as a “war on terror;” 32 It is therefore clearly a danger that what is essentially a local conflict in Kidal and northern Mali may be locked in a “war on terror” framework, in which the accusation of Al-Qaeda connections becomes a self-fulfilling prophecy as local insurgencies have nowhere else to turn. This is particularly dangerous as connections already exist on a pragmatic business level, but thus far there is no firm or widespread ideological attachment. Bøås warns against isolating the armed groups linked to Al-Qaeda. People in northern Mali are well connected through daily life, smuggling and business activities. The field data from a study conducted by Peter Tinti shows similar findings of working relations between traffickers and militants, “who were narco-traffickers first, ideologues second, if at all.”33
The population in Mali is a landscape of people who position themselves in networks and operate through a palette of possible alliances. The jihadist terrorist groups are very pragmatic and sensitive to the local cultural context34 and the pragmatism shown by jihadist networks is important. An example is from Gao in 2012, where residents demonstrated against the banning of television, video games and soccer. The jihadists changed course and lifted the ban and even started to buy televisions for several youth organizations.35 The way people pragmatically operate and position themselves according to funding possibilities points to a complex dynamic between jihadism and negotiations for peace. For this reason, it makes sense to question the distinction between the “compliant” and the “non-compliant” actors in the peace process in Mali. The fragmentation of armed groups and the fluid identities of members regularly crossing the line between “compliant” and “non-compliant” groups demand a different approach.
As one MINUSMA officer pointed out, “everybody knows everybody in Mali. People are well connected.”36 People are indeed linked to each other through large and loose networks and they are easily mobilized for different purposes such as criminal activities and local politics. A study of the network connections between Islamists and rebels in Mali37 reveals that efficient terrorist networks should avoid being decentralized in too many cells.38 In Mali, networks composed of both Islamists and rebels (non-compliant and compliant groups, author’s note added) can be reached through relatively few intermediaries.39 This point tells us that non-compliant and compliant groups can work together in practice but some groups (Ansar Dine, AQIM and Al Murabitoun) are excluded from the negotiations on the peace process. A related question is how one should understand the militant jihadists. As one MINUSMA staff explained: “Whether we should call them ‘combatants’ or ‘fighters’ is a difficult question. I think what we see in the northern parts of Mali is actually that people are ‘active supporters’ or a ‘reserve force.’” 40 It is very much about the context of the situation, and also about networks, whether a certain militant leader can mobilize people to fight in combat. The quote was a key inspiration for this article. Why do the majority of MINUSMA’s staff continue to discuss different militant actors as well-established organizations/groups (as I witnessed in briefings and documents during the field study in 2014 and 2015)? The interesting question is whether the success of the jihadist militants can be explained by their ability to activate a loose network of supporters, a network mobilized by key individuals.
Buying influence and loyalty in Kidal–
Big Men and people as infrastructure
“Kidal is a very special place. A town of warriors where people fight over identity. This is the town where Tuareg culture meets Arab culture,”41 said a Danish military linguist when asked to describe the north-eastern city Kidal. Bøås explains that the Tuareg rebellions are related to internal clan politics in Kidal and disputes over smuggling routes and suggests that in Kidal, “it is the very ability to combine politics and crime, the legal and the illicit and the formal and the informal, which characterizes a successful Big Man in this area.” 42 In the introduction to his book (of which Bøås’ article is part), Mats Utas describes big men and their networks43. According to the anthropologist Marshall Sahlins, “the indicative quality of big-man authority is everywhere the same: it is personal power.”44 The Big Man is able to attract followers based on his ability to assist people privately.45 Building power “is based on amassing wealth and redistributing it with ‘astutely calculated generosity.’”46 When we study areas like northern Mali, where big men are in power, it is possible to “see people themselves as infrastructure.”47 In other words, people use other people for their own purposes. People maneuver in society through other people’s networks, which is why connectivity is vital. People establish links to several big men with competing interests because they want to be able to extract wealth from many different sources. Bigmanity forms loose social webs based on reciprocity. The Big Man earns loyalty and support from his followers, and the followers enjoy what the Big Man provides: economic possibilities, protection and social security.48
When I visited MINUSMA in 2014, staff working in Gao stated that local network dynamics are really difficult to grasp: “‘friends’ and ‘enemies’ are tangled up in northern Mali, and people can change identity according to their own interests.”49 Again, the concept of bigmanity seems relevant when analyzing why people distribute their loyalty:
If the Big Man does not distribute enough largesse, he will eventually lose his supporters. Bigmanity is unfixed and multiple. Bigmanity is not a matter of inherited patron-client structures, but rather fluid and ever-changeable webs of relations. [...] Followers may discard Big Men when they do not deliver. At the same time, a follower is not loyal to just one Big Man, but typically enjoys different relationships with different Big Men.50
Big men and bricolage–
fragmentation dynamics of jihadist militant groups
Bøås argues that violence in northern Mali is pragmatic and ad hoc by nature.51 Violence pops up occasionally; it is perceived as an opportunity. Pragmatic and ad hoc alliances are formed around violent action to control trading/smuggling points or achieve political goals or economic gains. As seen in other parts of West Africa, conflicts can occur without ideology and ethnicity being the main drivers. Young fighters join armed groups as their way of “social navigation.”52 They fight for future opportunities and to achieve the important status of being “adult” in society. Young men in Guinea-Bissau, where Henrik Vigh did his research, experience a daily struggle to survive socially. In the cities, the hardship of unemployment makes it an experience of “social death”—the “absence of the possibility of a worthy life.”53 In the northern regions of Mali, where unemployment, droughts and social stagnation are rampant, jihadist armed groups can easily recruit from the pool of dissatisfied young men seeking status, money and power. There is also a general tendency towards youths becoming militarized, due to the drug culture and widespread presence of small arms in the region.54
In an analysis of the Tuareg movement in Niger, the Mouvement des Nigériens pour la Justice (MNJ), the Tuareg rebellion is characterized by circumstantial alliances, shifting loyalties and a ‘“hop on–hop off” rebellion loosely controlled by chiefs.”55 The same dynamics are seen in Mali, and these pragmatic and ad hoc alliances have several consequences for the peace process. The landscape of militant groups constantly changes; new groups are formed and other groups dissolve. “Armed groups in Mali are not static groups with stable hierarchies, but more loose groupings constantly fragmenting and adjusting themselves to the strategic situation.”56 Members of “non-compliant” groups like Ansar Dine and MUJAO have left these groups and joined “compliant” groups like HCUA (High Council for the Unity of Azawad, member of the Coalition) and MAA-Sidi Mohamed (member of the “Platform” alliance).57 Another example of a shift in identity, or of playing different alliances, is the former MUJAO Islamic police chief in Gao, Yoro Ould Daha (who served as police chief during the occupation of Gao in 2012). Today, Daha is commander for the ‘Platform’ alliance.58 During my field study in Mali in 2015, I observed many interesting discussions between MINUSMA staff on how to understand the formation of jihadist armed groups and their frequent fragmentation. In this article, I analyse the jihadist armed groups and their splinter groups through the lens of bigmanity.59 How is it then possible to explain the constant shift between groups and the formation of new armed groups? Yvan Guichaoua suggests using the concept of “bricolage” for the fragile tactics of the rebel Tuaregs.60 “Bricolage” is a sort of handiwork or “do-it-yourself project.” If armed groups really work as “do-it-yourself-projects,” this could explain the way groups fragment quite often, because rebel leaders want their “own” project. The fragmentation can be seen as linked to the economic motivation of becoming a Big Man in the smuggling industry, being able to invest in the villages and establish a high-status reputation locally. The fragmentation dynamics of the armed groups can be analyzed as a phenomenon urging fighters to splinter out of a desire to earn money and become their own “bricoleur.”
In his discussions on how to counter insurgents, David Kilcullen explains that modern insurgents “often employ diffuse, cell-based structures and ‘leaderless resistance.’”61 The insurgents are often wealthier than the population.62 This is also the case in Mali, so trying to isolate the jihadist militant groups will not work well, since the jihadists often invest in local trade and sponsor food and health services. In recent years, jihadist groups have acted as social security providers, fulfilling important roles for the northern population by providing medical and food aid, schooling, financial donations and fuel.63 The jihadist groups are thus providing social security in places where the Malian government has failed to deliver for decades. Despite the ability to act as organizations, “modern insurgents operate more like a self-synchronizing swarm of independent, but cooperating cells, than like a formal organization.”64 Overall strategic goals and ideology are less important to the jihadist groups. Jihadist militant groups in Mali act as loose frameworks for a range of different “bricolage” activities. If violence in northern Mali is a “hop on – hop off” campaign of smuggling and fighting, it changes our perceptions of loyalty and network dynamics. If we consider the armed groups in Mali as loose groupings, ad hoc and pragmatic in their nature,65 how does the fragmentation of groups influence the long term peace process? One possible answer, as discussed above, could be that people use each other as infrastructure and position themselves in different networks around big men.66 The dynamics of bigmanity is the first factor that influences the fragmentation of groups. In northern Mali, we see loose groupings constantly fragmenting.67 Groups dissolve and new groups are formed around a “Big Man wannabe.” MINUSMA must take these dynamics into account when negotiating with actors in the peace process. New groups will be formed, and their members will shift their loyalties to achieve the most in ongoing power struggles.
Understanding bigmanity is crucial for understanding the complexity of the social, economic and political dynamics in northern Mali. The bigmanity concept provides us with an understanding of how people operate in different networks and use each other as infrastructure.68 The concept of bigmanity also explains how jihadists from Algeria, Malian security officials and other people with resources can establish a bigmanity-type relation to local citizens in northern Mali. The predecessor organization to AQIM, the GSPC,69 operating in northern Mali in an effort to win hearts and minds, is a good example of how local alliances are formed. The GSPC distributed antibiotics, bought goats and married women from different clans; these alliances lasted only as long as money was flowing to the locals.70 A prominent Big Man in Mali is Iyad Ag Ghaly, and his influence and ability to mobilize networks will be discussed in the next section.
The role of AQIM
Tuareg communities did not previously engage with groups like AQIM. Today, several community leaders claim that “declining economic opportunities are driving some ‘into the arms of AQIM.’”71 In recent years, AQIM and affiliated jihadist groups have been exacerbating the economic situation in the Sahel through low-level terrorist attacks and criminal activities.72 Guitta argues that AQIM uses this strategy deliberately to destroy the tourism industry and sabotage foreign investment in the region.73 As Anderson argues, the label terrorist is a simplified categorical opposition of Good and Evil.74 Terrorists are supposed to be driven by fanaticism and operate outside norms of war and peace;75 however, the terrorists in northern Mali are driven by economic and political motivations rather than strict religious fanaticism. Findings indicate that AQIM have shifted their strategy from strict implementation of Sharia and regular punishment to a long-term influence campaign targeted at local populations. This strategy involves creating jobs in remote areas, marrying locals to develop lasting relations and reinvesting ransoms in the local economy.76 Economic incentives are important for recruitment and AQIM established business partnerships with local elites in order to act as service providers.77 A comparative study conducted by Caitriona Dowd in Kenya, Mali and Nigeria shows how “grievances regarding economic and political exclusion are typically higher than average in areas subsequently affected by Islamist violence” and perceptions of marginalization are thriving in communities affected by Islamist violence.78
An important element of the AQIM strategy also involves influencing key leaders in northern Mali and gaining popular support by publicizing negative statements about the Malian and Mauritanian government.79 The group Ansar Dine is a good example of why “terrorist armed group” is a problematic term. Iyad Ag Ghali, a former soldier in Gaddafi’s army and later a diplomat for the Malian government, formed the group in 2011. The group is considered a “terrorist armed group” by MINUSMA. Ag Ghali was subject to dialogue with and influence from jihadist ideology from AQIM and Pakistani preachers in Mali for decades before he decided to form the group in 2011. 80 Did Ag Ghali later swear allegiance to Al-Qaeda because he was ideologically motivated to engage in jihad? Or was it a result of the election where Ag Ghali failed to be appointed as the next Amenokal (clan head) among the Ifoghas in Kidal? The answer is not clear but Ag Ghali is a key figure in understanding how networks are interconnected in Mali. Ag Ghali is a key broker between Islamist/jihadist networks and rebel networks fighting for independence in northern Mali. Studies of networks in Mali show that Ag Ghali is extremely well connected to other players in Mali, due to his past working as a diplomat and negotiator for the government of Mali.81 Ag Ghali also tried to become leader of the secular movement MNLA but was defeated because people perceived him as the main creator of previous unpopular peace agreements.82 Ag Ghali’s close relation to the Malian government was one of the reasons he had become a discredited figure among the Tuaregs. Vying for power but excluded from tribal or rebel commands, he set himself up as a religious figure.83 If local conflicts matter—which this article argues—it is worth paying attention to how violence is connected to crime and to local power struggles.
If Bøås is right in claiming that violence is conducted by ad hoc alliances formed by people who already know each other,84 it might be useful to look at the relation between trade and violence. Smuggling is the main trade in northern Mali and I discussed the link between smuggling and violence with an officer, who worked for MINUSMA in 2014. He confirmed that MINUSMA staff was interested in possible connections between smuggling routes in and through Mali and incidents of violent clashes between armed groups.85 Data collected by MINUSMA showed that violent clashes often take place in areas where smugglers are fighting over access to routes and smuggling junctions. Therefore, the economic interests and motivations driving the conflicts will be investigated in the next section.
Economic interests and motivations–
sources of income for militant groups
The sources of income for militant groups extend beyond kidnappings. According to the UN, the groups generate income by raiding/stealing and taxing goods illegally. In some regions, there are signs of close co-operation between drug smugglers and jihadist networks like AQIM.86 It is estimated that the strongest group present in Mali, Al-Qaeda in Maghreb (AQIM), has accumulated close to USD 65 million from ransoms from kidnappings conducted by themselves or by criminal groups who pass the hostages on to AQIM.87 The estimated USD 65 million incomes were calculated in 2013 and the 2016 figure is probably higher. Despite lack of evidence to prove it, Malians generally believe that the hostage negotiators, who work to secure the release of the hostages, take a portion of the ransom and share it with Mali government officials.88 A local militant leader argues that European states are financing the militant groups: “It is the Western countries that are financing terrorism and jihad through their ransom payments.”89 Malian government officials are reportedly involved in drug trafficking and the facilitation of other criminal activities.90 Criminal networks are linked to government officials in a complex web of people and transactions. According to Carolyn Nordstrom, we need to look at the relationship between formal and informal structures in society.91 In war-torn societies, we may find very powerful “shadow networks” with a vast influence on how power and wealth are distributed. It is often impossible to make clear distinctions between legal and illegal, state and non-state, local and international.92
Organized crime is one of the root causes of the current conflicts in Mali but it also functions as an opportunity to combat poverty and unemployment. Organized crime is closely linked to national and local politics as local criminals try to buy political influence through donations and food packages to villages; some even run for local or national elections.93 Nordstrom is relevant to the analysis of jihadist militant groups in northern Mali because she argues that we should look at how individual key players are involved across what are normally seen as either formal or informal structures. Politics and crime are inter-connected in Mali. Local power brokers capitalize on legal networks to enhance their criminal activities because networks overlap.94 Businessmen, politicians, military officers, police and local leaders are all involved in the smuggling of weapons, cocaine, cigarettes and human beings.95 Throughout the Sahelian region, AQIM has established “direct collusive associations with government and security officials. […] As a result, AQIM can not only more ably confront and resist government security services but also undermine Sahelian states from within.”96 The following section will show why smuggling is vital for jihadist armed groups.
Sharia as “desert business”
Smuggling of drugs and weapons is a growing business in West Africa. The smuggling of drugs starts at sea or through air transport from South America. In West Africa, the drugs are loaded onto land transport in three regional areas, Mali and the south-eastern part of Mauritania being two of the key locations.97 Infiltration by the international drug cartels, smugglers and criminals in sections of the security forces is a threat to many West African states. This infiltration has weakened customs and border controls.98 In Mali, where criminals infiltrate and operate through governmental structures, this is very much the case. The smuggling business is driven by networks of local politicians and criminals in cooperation with militant jihadists, who operate swiftly and easily in desert areas. Smugglers also use schoolchildren as drug carriers.99
The relation between criminals and jihadist militants is one of common interests. The “ordinary” criminals, the smugglers, help the jihadists by buying weapons, ammunition and equipment. In return, militant jihadists facilitate free passage for smuggled goods and trafficking of people through the areas they control. The advantage for AQIM and other jihadists involved in this exchange relationship is that the smugglers help provide weapons and equipment, thus allowing a group like AQIM to avoid exposing itself.100 According to Francesco Strazzari, AQIM will typically use portions of the profit from ransoms to invest in the drugs traffickers’ network.101 The militant groups labeled as “terrorists” can be seen to act as local security providers and investors. Their substantial investments in the smuggling networks help the smugglers expand their business. The smuggling networks in turn act as logistical support elements for jihadist militants like AQIM and related groups, buying goods and food at the local markets for the jihadists, who can hide from MINUSMA’s presence in the city centers. The business relation between criminals and jihadist militant groups is another reason why the distinction between “compliant” and “non-compliant” groups in the peace process can be questioned. According to Boutellis, when members and financers of jihadist groups and networks shift to “compliant” groups, they continue their business of smuggling and trafficking.102 Boutellis suggests that a tacit understanding of supporting each other exists between criminal armed groups, the local population and extremist groups.103 However, this understanding can take the form of the extremist groups threatening citizens and criminals to co-operate.104
In northern Mali, the implementation of Sharia is very much about creating space for the smuggling industry. In 2012–2013,
Arab based movements preached the ideology of borderless jihadism, claiming that custom duties and tariffs are illicit under Sharia law. In Timbuktu, local jihadi movements (i.e. AQIM and allies) reportedly tried to conquer the hearts and minds of local residents by launching an impressive campaign in favor of traders, traffickers and smugglers, explicitly stating that custom duties, tolls, tariffs and frontiers would no longer be enforced.105
Strazzari’s data from field interviews in 2013 supports the argument presented here that jihadism is closely intertwined with smuggling and trafficking activities. In the desert areas of northern Mali, Sharia is not primarily an ideology; Sharia is a certain way of doing “desert business.” An example is the former leading figure in AQIM, Mokhtar Belmokhtar, who founded his network and personal fortune on the smuggling of cigarettes.106 The pragmatism of jihadist militant groups is closely related to their economic interests.107 Hence, in the northern regions of Mali, it seems difficult to distinguish between crime, politics and jihadism. Rather, militant networks are involved in a continuum of various activities in a crime-politics-jihadism nexus.
Kidal as contested space
According to Bøås, the conflict in northern Mali is an internal Kidal affair.108 Other sources support his point of view that Kidal played an important role as a base for traffickers, which was critical in the 2006–2007 Tuareg rebellion, and control over drug routes was crucial in the fighting.109 The enhanced competition among armed groups over resources and the protection of drug routes fueled the conflict in 2012.110 Another prominent voice in understanding political violence in Africa, Caitriona Dowd, argues that “Islamist violence emerges in sub-national contexts shaped by governance practices of political and economic marginalization.”111 Events in northern Mali in May 2014 support Dowd’s argument. On 17 May 2014, Malian Prime Minister, Moussa Mara travelled to Kidal and was attacked by armed groups. Six civil servants died in the incident.112 The Malian government considered this attack a “declaration of war” and responded four days later by launching an attack on Kidal. The result was 30 casualties among Malian government forces. The governmental forces sought refuge at MINUSMA camps in Kidal and other cities in the north.113 This situation changed the power balance radically. At the end of May 2015, the armed movements MNLA, HCUA and others were now in control and started to set up a parallel administration, including local security committees.114 The attack by the Malian security forces paved the way for a disintegration of the governmental structure in the north. It also left MINUSMA with the dilemma of how to work with militant groups, who are now the de facto authorities in Kidal.115 In February 2016, jihadist militant groups attacked the MINUSMA camp in Kidal, killing five MINUSMA peacekeepers and wounding 30 staff members. Since then, efforts have been made by MINUSMA to arrange meetings in Kidal—the “Forum in Kidal”—between local actors and the Malian government. However, the Malian government seems reluctant to participate and finds it unacceptable to visit Kidal when the government is not hosting the meeting. “We should not be invited to an event on our own soil,” said Malian foreign minister Abdoulaye Diop when commenting on the “Forum in Kidal” and the status of the peace process in Mali.116
As stated earlier in this article, years of marginalization and ignorance have fueled the conflict between jihadist militant networks and the Malian state. Grievances regarding economic and political exclusion are found in areas where perceptions of marginalization are very strong among local populations, “providing both a motivation and an opportunity for collective opposition.”117 In areas like Kidal, militants can make use of previous experience with violence as a means for political expression and easily recruit members to act violently for a new project in a new strategic framework.118 Dowd’s data from regions with high rates of violence in Kenya, Mali and Nigeria show that Islamist violence often occurs in areas where people feel marginalized and not able to benefit from national politics and economic opportunity. In these regions, historic developments have proved for local actors that violence can create positive results. “The very language and targeting of Islamist violence cannot be divorced from domestic politics and historical violence in the state.”119 Not only can we find strong jihadist militant networks in northern Mali, we also find strong criminal networks operating in all corners of Mali and the Sahel. Tinti writes:
The international community will need to recognize the extent to which illicit trafficking and organized crime influences broader security and governance issues. And with this change should come the recognition that many of the people the international community consider partners in the quest to rebuild Mali—politicians, traditional leaders, the military—are themselves implicated or complicit in illicit trafficking and organized crime.120
Perspectives for the peace process in Mali
If Kilcullen and Guichaoua are right in their descriptions of the dynamics of the Tuareg insurgency, the peace process in Mali will proceed more smoothly with their analytical points incorporated.121 Today, the peace process negotiations isolate some groups outside the process as terrorists. In reality, these jihadist militant groups are networks and individuals working through existing social and family structures in Kidal, Gao and Timbuktu. Replacing the label terrorist with the label “bricoleur” seems valid in the sense that these ad hoc militant groups operate through the clan structure, local politics and trade networks. The jihadist militant groups are funded by kidnappings and smuggling, and are seen as both investors and security providers by the local population, who are dependent on income from the criminal economy. Therefore, MINUSMA and the Malian government should consider militant groups as important actors. Given the pragmatic flexibility of their members, long-term negotiations for peace must include the major parts of the supporters and members of the jihadist militant groups in the region. The ad hoc nature of militant groups in northern Mali also represents a possible aid for MINUSMA’s stabilization efforts. Loose loyalties make it easy for fighters to leave an armed group if they can see better options in a neighboring group or alternative opportunities. This phenomenon points to a tactic allowing MINUSMA to actually benefit from the “hop-on—hop–off” mobilization of fighters when trying to de-mobilize and disarm fighters, and create a stable environment for the people of Mali.
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Foundations of Economic Theory
Money, Markets and Social Power
Garry Jacobs*
Less than a decade after the most severe global economic crisis in a century, the world economy is once again veering toward the edge. Economists, central bankers, corporate leaders and politicians are scrambling to understand and respond to the threat. But as in 2008, debate focuses on how to tinker and patch up holes in the existing system. Few are willing to recognize the deeper implications. Centrally planned economies were discredited a quarter century ago, leading to a resurgence of neoliberal theory and public policy that dismantled social welfare systems, disempowered labor unions, liberated the wealthy from the burden of taxation, and enabled multinational corporations to stalk the earth unhindered by competition and rule of law. Prevailing economic philosophy is a reversion to obsolete concepts and policies.
The call for New Economic Theory arises from many sources and resonates with many different concerns. The present crisis has exposed the inherent fault-lines and structural deficiencies of the existing economic model. Meanwhile most economists remain preoccupied with theorizing about what went wrong within the confines of the existing theoretical framework rather than re-examining the fundamental premises on which it exists and looking beyond for a more viable alternative. Ten years ago such a call would have met with derision from leaders, economists and the public-at-large. Today there is a growing sense of unease, inklings of Hamlet’s deeper perception that all is not well within the state of Denmark. A shift in focus is needed from efforts to reinforce an inherently flawed and failing system to conceptualizing a better one. That necessitates a reexamination of the social and political foundations of modern economic systems to fathom the underlying forces that have shaped their development and are now driving evolution to something else.
The quest for new theory needs to lay bare both the explicit assumptions and implicit premises on which current theory resides. It needs to reject the notion of immutable economic laws in favor of the concept that economic systems are human constructions framed under the pressure of prevailing circumstances and forces in the past and, therefore, capable of continuous evolution and radical improvement. Formulation of new theory should commence with a thorough re-examination of economy from first principles. In an age of rapid globalization, accelerated social evolution and unprecedented integration, it is necessary to re-examine the narrow spatial, temporal and conceptual boundaries that circumscribe current economic concepts, models, institutions and policies. The future science of Economics must necessarily be global rather than national in scope and evolutionary rather than static in perspective. It needs to be fundamentally interdisciplinary in order to fully embrace the increasingly complex sectoral interconnections that characterize modern society. It must also delve beneath the surface of economic activities and institutions to identify the transdisciplinary principles of social existence and development which constitute the theoretical foundation for all the human sciences.
This paper examines three fundamental aspects of modern economy to illustrate the types of issues and perspectives relevant to a reformulation of Economics. It seeks to frame the functioning of economy within a broader political, social, cultural, psychological and ecological context. It seeks to unveil underlying social forces responsible for the present functioning of economies, which can be effectively addressed and controlled only when they are made conscious and explicit. The notion that economies work the way they do because of intractable social forces may be deemed expedient by practitioners, but it cannot serve as the basis for valid scientific theory. Economy and Economics are both human inventions. Whatever the forces that have shaped their development in the past, the only legitimate objective of economic science is a system of knowledge that promotes the welfare and well-being of all humanity.
The central argument of this paper is that markets and money are remarkable inventions designed to organize human relationships into power for social accomplishment. They are instruments for the conversion of social potential into social power. They harness the power of organization to transform human energies into social capacity. The distribution of rights and privileges in society determines how these social institutions function and who benefits. Freedom means access to social power and is only possible in the measure all forms of that power—political, economic, and social—are equitably distributed. The current system is inherently biased in favor of privileged elites reinforcing domination by the more powerful. Fullest development of individual and social welfare can only be achieved in conditions of freedom and equality. Economic theory needs to make explicit the underlying forces determining the distribution of power and its benefits, so that conscious policy choices can be made to reorient markets and money to serve their intended purpose promoting human welfare and well-being.
We start with the premise that the purpose of any economic system is to maximize the economic security, welfare and well-being of its citizens. In comparison with the past, the current system has had remarkable success providing unprecedented levels of prosperity to an expanding global population. Any critique of the current system must commence with a deep appreciation of its achievements.
The Market
Modern market economies are a subset and component of a much larger set of social institutions on which economy is founded and depends for its accomplishments. The birth of the primordial market was a simple device designed to bring buyers and sellers together at a specific place and time to exchange goods. The traditional village fair gradually coalesced into centralized urban market centers linking different regions of the countryside with one another and through sea and land routes to more distant places. The rise of the annual cycle of Champagne Fairs during the Middle Ages marked an early stage in the emergence of All-European markets based on the same principle.
The wealth of modern economies is founded on the ever-expanding organization of human relationships. The market is a simple but extremely powerful example of social organization that acts as a catalyst for production by stimulating exchange. Before markets, farmers had little incentive to produce anything more than they required for personal consumption and local exchange. Markets broaden and elevate the power of economies by shifting the center from production to exchange.
The creation of markets transformed subsistence agriculture into commercial agriculture by providing farmers with an incentive to maximize production and exchange it for an increasing diversity of essential and exotic goods. Eugen Weber documents how grape farmers in an isolated corner of rural France without access to regional markets used to feed their excess grape production to the pigs, since there was only so much fruit and wine they could consume locally. Within a year after bridges and roads were constructed connecting the village with wider markets, they were exporting wine to the Middle East.1 Adam Smith recounts the time before improvements in transportation supported the development of national markets in Scotland. Feudal barons controlling large extents of land had little incentive to increase production beyond the level needed to feed their families and large contingents of armed retainers, since surplus production beyond this level had little value. Once connected to urban markets, large landholders drastically reduced the number of their dependents—in one case from several thousand to just 50—in order to convert surpluses into a wide range of luxury goods.2
All social accomplishment is the result of the process of generating, releasing, directing and channeling human energies by organizing and coordinating the interactions and relationships between individuals, activities, and institutions. The immense capacity of market economies for production and innovation arises out of the freedom of choice and action they accord for individual initiative and innovation and for organized and finely coordinated collective action. Freedom liberates productive human energies. Market opportunities direct those energies for productive purposes. The evolution of intricate networks of markets at the local, regional, national and international levels channels those energies effectively to maximize the production and exchange of goods and services. The spatial expansion of markets enhances the range and variety of goods available and enables buyers to source products from producers with the greatest comparative advantage.
From earliest times, economy and politics have been inextricably intertwined. Freedom of production and exchange meant little without ensuring ownership and security of property, enforcing contracts, arbitrating disputes, and protection against arbitrary seizure. The most productive market economies developed in places where the rights of the individual, rule of law and protection for property were most respected. Thus, democracies and market economies evolved hand-in-hand and were mutually reinforcing. So too, markets thrived in communities with the best infrastructure for transportation and communication, as well as the most skilled, literate and well-educated people.
At a time when the power of monarchs and emperors far exceeded the capacities of any commercial enterprise, Smith opposed the mercantile policies of European governments which promoted the interests of the crown and a small community of prominent traders at the expense of the general public. He never imagined the emergence of huge multinational corporations whose economic and political power would exceed the wealth and influence of many nations and even have the capacity to undermine the ecosystem of the planet. The rise of huge trading corporations during the 18th century and private transcontinental railways and massive industrial enterprises during the 19th century shifted the balance of power and the source of threat to free markets from governments to producers, traders and transporters. The multiplication of social power generated by the Industrial Revolution generated unprecedented economic capacity while posing new threats to human freedom and creativity.
The development of market economies during the 20th century is inseparable from the development of political systems to govern the actions of enterprises, educational systems to provide the skilled manpower required, scientific research institutions to support rapid technological innovation in products and production, continuous advances in transportation and communication, combined with a dense fabric of laws and judicial mechanisms to define and protect rights and responsibilities, preserve competition, ensure fair treatment of workers and consumers, protect and support communities, and safeguard the environmental rights of present and future generations.
The enormous productive power of modern economies is a subset and an inseparable element of the growing power of an increasingly sophisticated and complex global social organization encompassing virtually all aspects of human existence. Modern economies have evolved in conjunction with stable national governments, democratic systems of governance, peaceful international relationships supported by rapid development of international law and an expanding network of international institutions, transparent judiciary systems, banking and market regulatory institutions, independent media, systems of education and research, social welfare systems, consumer and environmental protection agencies, and a plethora of other organizations.
The central importance of this underlying social fabric is dramatically illustrated by recent attempts to rapidly introduce market economies in countries that lack the capacity for democratic governance, rule of law, and social justice. The history of Ukraine and other countries of the former Soviet Union over the past 25 years present startling evidence of how totally dependent development of an equitable market economy is on the prior and proportionate development of all the other institutions of modern social organization.3
Myths of the Market
However remarkable and unprecedented its achievements, by comparison with any conception of optimality, the present market economic system fail to impress. Judged in terms of its contribution to maximizing the security, welfare and well-being of all citizens, it dismally fails to effectively harness the superabundance of available productive capacity to meet the ever expanding needs and aspirations of the world’s population. It fails to effectively develop and fully engage the precious and perishable human capital which represents the foundation, peak and core of humanity’s advancing civilization and culture. Today approximately 200 million workers are unemployed and an estimated billion or more are underemployed. The labor force participation rate is falling while youth unemployment is rising. The present system fails to ensure an equitable distribution of the extraordinary benefits of modern economic processes to all human beings. Levels of economic inequality have risen to their highest in nearly a century. Meanwhile the basic needs and aspirations of billions of people remain unmet and levels of poverty are rising in some regions. The system fails to provide the level playing field which is the sine qua non for a true market economy. Multinational corporations enjoy unprecedented freedom from national accountability in a wild west of globalization. Mergers and acquisitions are restricting competition on a global scale. The present system also fails to effectively utilize financial capital for the welfare of society. Today, the supply of money is superabundant but only a small portion of it is utilized for productive investment. Out of approximately $250 trillion in global financial assets, probably less than 20 percent is actively engaged to support the real economy.
However impressive today’s achievements by historical standards may be, they fail to impress when compared with the magnitude of unmet needs and underutilized capacities. All these failings are symptoms of an economic system increasingly divorced from human needs and the welfare of society. Financial markets which are intended to serve and support development of the real economy have become autonomous and increasingly divorced from it. The unbridled application of new technologies has created a rapidly widening gap between production and employment at a time when welfare systems have been cut back and individuals possess no alternative means of meeting their consumption needs. Economic activity is increasingly threatening the security of individuals, the stability of society and the sustainability of the planetary environment.
Perhaps the most compelling argument given in support of the existing market economic system is that it is better than the known alternatives. There was a time when it could well be said that monarchy was better than the alternative of a politically divided system of independent feudal barons or when the introduction of coinage represented a considerable advance over barter. That has been true of thousands of social advances in the past, each of which in turn has been eventually superseded by something better.
The deep appeal of the market economic system stems from its association with universal human values. The market is a compelling symbol of freedom, self-reliance, individuality, innovation, and creativity. By eliminating the intervention of self-
enriching, tyrannical monarchs, it presents itself as the democratization of economy. Basing itself on universal principles, it purports to be guided by the social equivalent of the universal laws of nature discovered by science that govern the natural world.
The intellectual appeal of neo-classical economic theory is a mirage founded on prevailing myth and profound misconceptions which prevent intelligent debate. The market economy is not a phenomenon of nature but a creation of humanity. It is not founded on immutable universal laws, but rather on principles and rules formulated by human beings to serve specific interests, which continuously shift over time. The market economy is not a construction of God or Nature. It is a social construction of reality and our understanding of it is powerfully influenced by socially constructed ways of thinking. In quest of a natural science of economy, the Newtonian equivalent of the laws of motion, Economics is based on the conception of a mechanized, clockwork system miraculously independent of the consciousness of the human beings by whom it has been fashioned, who formulate the rules by which it is governed, and who make the countless decisions by which it functions. We attribute almost mystical powers to the market to rationally maximize efficiency and human welfare with impartial equity and justice for all. But these powers are largely mythical. The notion of markets as impartial, unbiased, independent playing fields is a fabricated illusion.
Markets as they function today are not rational, fair, equitable or efficient, and they certainly do not maximize human welfare. The notion of fairness and equity is undermined by patent and copyright laws, which according to The Economist, accord rights far beyond what has been proven to be socially beneficial.4 It is distorted by uncompetitive monopolistic practices, excessive consolidation of industries by M&As, and tax policies that favor capital investments or employment of people and the wealthy over other income groups. It is subject to powerful influence by the lobbying of vested interests, the temptations and allurement of corrupt politicians, and biased procurement practices. It is biased by the rent-seeking of a plethora of privileged communities, including licensed professionals, which permeates the entire policy environment governing the operations of the market. For instance, an artificial constraint on the number of medical school seats in the U.S., which has remained flat from 1980 to 2006 despite a 37 percent increase in the population, allows doctors to extort higher prices from middle class Americans.5 The Washington Post recently drew attention to the obscure example of dentists in the USA who have exercised their influence to maintain monopolistic prices more than twice the market level on non-medical practices such as tooth whitening.6
The efficiency of markets is largely a question of one’s definition and book-keeping. Markets do indeed encourage efficient means of production when narrowly defined at the level of the firm. At the same time they foster socially wasteful competitive activity and generate huge social costs, which are treated as externalities. The bias for capital and energy-intensive technologies over labor is not a law of nature, but rather a consequence of policies that incentivize capital investment, tax labor, price energy far below its true replacement cost, and ignore the true social costs of pollution. While the firm may maximize efficiency by replacing labor with machinery, society as a whole incurs enormous financial and social costs resulting from rising levels of unemployment and underemployment, poverty, crime, physical and mental illness, social alienation and violence. A study by Randall Wray in the USA estimated that the social costs of rising levels of unemployment equal or exceed the direct cost of employing people.7
As economist and former investment banker Tomas Björkman points out in his book Market Myths, our adherence to orthodoxy prevents us from seeing the glaring gaps between the myth of the market and the highly unrealistic assumptions on which the neo-classical economic model is constructed, on these theoretical models and the actual way in which markets work, and on the way markets work now and alternatives that could be created while remaining within the framework of market economies.8 Economists are so preoccupied with understanding the minuscule characteristics and idiosyncrasies of the present system that little thought is directed toward questioning the basic premises on which it is based or on exploring more attractive alternatives.
Economics is still governed by a mythical concept of market equilibrium. If markets tend toward equilibrium, why is economic inequality rising to historically high levels? Why have multinational corporations consolidated domination of one global market after the other? Why has oil soared to $150 a barrel and then fallen to $30 a barrel within a short period of time? Why do financial and property markets swing so widely from one extreme to another? Why do central banks have to suppress irrational exuberance and then try to stimulate higher investment and consumption? Why is unemployment rising inexorably in spite of the dismantling of protective labor legislation in many countries? The Newtonian conception of a world in equilibrium was rejected by physicists a century ago. Today it is universally accepted that we live in an evolving and rapidly expanding universe. The conception of eternally static forms of life was replaced by Darwin’s conception of biological evolution in the 19th century. The startling speed of scientific and technological evolution is too blatantly apparent to require illustration. Yet economic theory clings to a concept of static equilibrium by externalizing the powerful forces compelling the rapid evolution of the entire global political, economic and social system.
It is understandable that the wealthy, the corporate sector, politicians dependent on them and central bankers obeying narrow constitutional mandates should cling to the present dogma and endeavor to hold it above scrutiny or reproach. But that does not explain why the vast majority of economists engage themselves in analysis and tinkering rather than in-depth questioning of the underlying premises and efforts to conceptualize a better alternative.
Evolution of Human-centered Economics
Society evolves by a progressive organization of human activities to an increasing extent in space and time, with increasing coordination between its myriad activities and increasing integration between the multiple layers of the social fabric. The market is an extraordinary product of human ingenuity, a social organization capable of managing inconceivable and ever increasing levels of interconnectedness and complexity with ever greater velocity and precision. Yet it is only a form of social technology. Like democracy and other forms of social technology, its value depends on the central purpose for which it is applied, the values by which it is guided and the principles on which it is founded.
The failings of mainstream economic theory recounted above are really minor in comparison with its most fundamental flaw—deviation from its central purpose. Social institutions are created to serve society. That is their rightful claim to legitimacy. Yet they have a nearly irresistible tendency to diverge from that intended purpose over time, as the church, the state, the military and other institutions have so often done. Like other institutions, the market has veered from the intended purpose which Smith extolled and has been diverted to serve powerful vested interests. That purpose can and must be restored. It may be argued by some that markets have always functioned in this manner subject to the same distortion, just as governments have always served the interests of an élite, regardless of their proclaimed ideals. This is indeed the case, but does not weaken the justification for rectification. Just because every democracy has failed in its pursuit of liberty, equality and justice for all, that does not justify the status quo. Rather it calls for evolutionary or revolutionary action to realize the original ideal.
What is needed now is nothing less than a Copernican Revolution in Economics to liberate our minds from the myths, illusions and misconceptions on which current theory is founded. But this should be a revolution in reverse. Copernicus challenged the anthropocentric, geocentric conception of the physical universe that grossly distorted and exaggerated the place of earth and humanity in the universal scheme of things. Instead, he projected a heliocentric perspective that placed earth as a mere satellite of the sun, a tiny dot in an infinite universe. Humanity was dethroned from its place at the center. It was a humbling experience for God’s chosen. In contrast, the prevailing economic model perversely positions the market, money and technology at the center and places the interests of humanity at the periphery. Its goal is to maximize economic activity, not human security, welfare or well-being. It thrives on unlimited consumption and mindless ecological destruction. It maximizes accumulation of wealth among a few, rather than dissemination of economic welfare among all. It worships illusory Gods of the market and attributes unassailable wisdom to blatantly flawed processes. Reversing the model, we need to reposition human beings at the center of economic theory and conceive of a market system that will maximize the freedom, security, and welfare of all people.
The choice is not simply between regulated and self-organizing free markets. Self-organizing markets are rarely or never free. The self-organizing character of the Internet does not prevent a few giant firms from controlling an increasing share of all web traffic and revenues. Free markets exist and only exist within the structure provided by democracy, rule of law and regulatory authority. Regulations that enforce rules of law, fair practices, humane standards and prevent monopoly are essential to the operation of a market economy. But that does not mean that direct regulatory intervention by government is required for the smooth functioning of every market. Much can be done by ensuring the laws and rules governing the operation of markets are fair and equitable.
A historical perspective on the origin and development of current laws and practices will make evident that other social forces have continuously intervened to distort the workings of the market in favor of the privileged and powerful. That is why a true science of economy has to be founded on a science of society which comprehends the sources of social power and the means by which the rightful exercise of that power is diverted to serve the interests of a privileged class.
The debate between public and private good is misconceived. Markets are founded on fundamental principles of human relationship and social organization. All knowledge, all wealth, all discovery and invention are the product of collaboration between enterprising individuals and the communities in which they function. There can be no optimal private good for all individuals in this world without simultaneously optimizing the benefit to society as a whole. Every individual achievement is founded on the cumulative achievements of all humanity over millennia. Digital computing today owes its astounding accomplishments to invention of the zero, Hindu numerals and decimal place by Indian mathematicians more than 1600 years ago and their transmission by Persian scholars some four centuries later. Nothing can be thought, expressed, invented or produced without drawing on that universal reservoir of social wealth. So too, there can be no social advancement, discovery, innovation or creativity without the aspiration, inspiration and invention of creative individuals.
Markets have evolved from rudimentary origins in the distant past. In addition to growing in scale, diversity and complexity, they have also become more equitable and humane over time. There is no reason to think that the present system is the most just and perfectly attainable. Rather there is every reason to believe it is a partial and highly imperfect form of a social system with immense potential for further evolutionary advancement. The increasing concentration of wealth today and divergence of money from the real economy impose severe constraints on the further development of economic prosperity worldwide. Democracy has proven a far more powerful and stable form of government than any monarchy because it enables every citizen to enjoy political rights and freedoms. So too, market economies can only fully realize their potential for wealth generation when they create opportunities for all citizens to productively contribute and enjoy the benefits of society’s labors.
Social systems evolve along multiple dimensions. The quantitative capacity, geographic reach and speed of operation of every system are a function of organization and technology. The qualitative values they manifest are a function of conscious awareness, choice and political will. A human-centered science of Economy needs to reexamine the purpose, values and principles on which the market economy functions to optimize its capacity to meet human needs, promote human welfare and foster human evolution.
Money
What is true of markets is equally true of money. Conventional economic theory describes the function of money as a means of exchange, unit of account and store of value. But this oft repeated formula fails to describe the reality of money or to adequately explain its remarkable powers as a catalyst for economic, social and human development. A fuller understanding of the reality of money reveals the enormous scope for more effectively harnessing its creative powers to promote economic and social welfare. Its most fundamental contribution is to human psychological development, which is the ultimate aim of civilization.
Money as Organization
The power of money arises from the fact that it is a social organization in the same way language, market, and the Internet are social organizations. Language is an organized system of letters, words and sounds. The words we use have no intrinsic value other than the value we assign to them by social convention and psychological association. The power of words arises from the fact that they carry a commonly shared meaning. If each person had his or her own language, it would be useless for communication with others. The more widely a language is shared, the more powerful its words as a medium of communication. Social convention rather than intrinsic value makes words powerful.
The same is true of money. Most people regard money as a thing, even though most of the money we utilize today no longer takes the form of a tangible object. Money is not a thing in itself. It is a social convention for harnessing and organizing the power of human relationships which derives its power from the fact that the convention is shared. The development and acceptance of a common convention and standard of acceptability of money have evolved over many centuries. That convention is made possible by the institutions that issue it in standardized forms; the laws that govern its issuance, acceptance as legal tender and the rights of ownership; the procedures and mechanisms for its transference, transport, storage and convertibility; methods of accounting for it, lending and borrowing, etc.
The power of money arises not from any intrinsic value of its own, but from the complex social organization which supports its creation and utilization. The utility, productivity, use value and social power of money derive from this organization and can be multiplied without limit by enhancing the quality and reach of that organization. The wider the population covered and the greater the quality, reliability, trustworthiness and accountability of that organization, the greater the power of money. Thus, we see in times of financial uncertainty and political unrest that the value of money can shrink dramatically and even collapse altogether.
Money is a social organization consisting of an intricate network of tangible social agencies. But the reality of money is confined to its external form, structure and economic function. Money is also an intangible social institution that transcends the finite boundaries of the organizations through which it is created and operates. It is governed by informal social practices and conventions, social values and acquired rights, social influence and power that enhance its utility but are not limited by that utility. The hallmark of great speakers is not confined to their vocabulary, the content of their messages, clarity or strength of voice or correctness of grammar. It arises from a sense of trust, confidence, credibility, sincerity, conviction, courage, and strength of personality, logical coherence, idealism, insight, inspiration or other intangible qualities conveyed through the act of speaking. These intangible factors can and usually do exert a far greater influence than the verbal content of the message conveyed. Thus, Churchill, Mahatma Gandhi and Martin Luther King attracted crowds in the hundreds of thousands and stirred entire nations to act on their words.
The same is true of money. The real power of money derives from the subtle fabric of society which is an unlimited reservoir of knowledge, energy and capacity for creativity and wealth-creation. Money is a subtle force. Like knowledge, it multiplies when it is shared, as Google has grown exponentially to become the most valuable company in the world based on a core strategy of free services to the global public. The immense creativity released since the advent of the Internet two decades ago reveals only the tip of the iceberg of the creative social potential which lies unperceived and unutilized. It was an understanding similar to this that prompted US President Franklin Roosevelt to address the American people on radio as soon as he assumed office in 1933. The country was in the midst of an unprecedented nationwide financial panic that had already led to closure of more than 6000 banks. Nothing FDR had learned studying Economics at Harvard prepared him for handling a crisis of this magnitude. None of the conventional policy instruments applied by President Hoover during the previous three years had been effective. Roosevelt understood that the real foundation of the banking and monetary system was psychological and social. The value of money depends on public trust in the system, the government and the underlying economic system. In his address, he recounted to his audience the great strengths of the American people—their courage, enterprise and ingenuity. He attributed the bank failures to the cancerous spread of fear among the public, which he urged them to reject. He called on his fellow countrymen to act with courage and faith in their nation, by redepositing their hard earned savings in the bank. The following week the panic subsided and the banking system was saved.
Crises arise from opportunities that we are unable to absorb through appropriate social organization, either because the existing system is inadequately developed or because entrenched forces powerfully oppose progress. The Great Depression was not essentially a financial or economic crisis. It resulted from the resistance posed by outmoded institutions and vested interests to a great evolutionary social transition. The New Deal humanized capitalism. It marked a new phase in social evolution, leading to unprecedented growth and prosperity.
Money as Symbol
Organization is an immense power for social productivity. But the power of money does not issue solely from being a social organization. Money is also a mental symbol and symbols possess an extraordinary power of their own that multiplies the power of organization. A 2015 report rated the value of the Apple brand at $170 billion and as the most valuable in the world.9 The company’s logo of an Apple with a bite taken out of it is a symbol that represents not only the company, its products and financial assets, but all the energy, creativity, innovation, glamor and prestige associated with it. Apple products are a status symbol. A job at Apple qualifies one as a member of an élite group of hi-tech professionals. To sit on the Board or Management Team of Apple opens closed doors around the world. The CEO of Apple can meet any monarch or head of state, even the UN Secretary General or the Pope, just because of his position.
What does money symbolize? At the most basic economic level, money is a symbolic representation of all those things—products, services, technologies, physical and intellectual property, companies, and other forms of capital, etc.—for which it can be exchanged. At a deeper level it symbolizes the economic capacity of the nation that issues and honors it—the natural resources with which it is endowed, the education and skills and enterprise of its people, its physical infrastructure and industrial capacity, etc. Still deeper, it represents the degree of public trust and confidence in the stability of the society and its government, the strength and integrity of its political institutions, its capacity for self-defense and self-preservation, the quality of its educational system, its aptitude for innovation and invention, the value it accords to human life and individuality, its legal protection of property and other rights, and the prevailing cultural values such as those related to freedom, integrity and hard work. The American dollar is accepted today as a de facto world currency because it is regarded as a symbol not only for the enormous wealth, resources and productive capacities of its economy, but also for the energy, social organization, individualism, creativity and freedom on which American society is based.
Symbols such as the national flag, the President’s seal of office, an Academy Award, Nobel Prize, the policeman’s badge, a PhD or MD from Harvard or Cambridge carry far more than utilitarian functional power. The world listens to Nobel Prize winners when they speak, even on subjects for which they have no educational or intellectual qualification. Consumers buy perfumes, watches, designer garments, and sports cars because of the actors and sportsmen depicted in advertisements. Symbols exercise an influence far beyond their utilitarian value.
As a symbol, money can be used to represent many other things, including virtually every type of product, service and material or immaterial asset that is available for purchase or sale in the world. Money also represents other social powers, the capacity for transport and communication, access to education and entertainment, influence over politics, legislation and administrative decision-making, legal recourse to enforce or defend one’s rights. Possession of money also carries with it an intrinsic power to access and attract more money. The more money a person has, the more likely it is that others will entrust one with more money. Moreover, the mere possession of money imparts social importance, respect, acceptance and influence over other people which is inherently productive. In combination these powers not only make money valuable and productive, they also make it extremely creative. Money has the capacity to create new opportunities and circumstances, to bring together and combine people, resources and organizational capabilities in innovative ways, to promote the discovery of new knowledge and development of new technologies.
None of these symbolic powers of money is adequately described or explained by conventional economic theory. Nor are they effectively harnessed and utilized for public good by the application of conventional economic policy. But, all of them contribute tangibly and immensely to the productivity and catalytic role of money and its capacity for multiplication and self-multiplication. Only when the subtle nature and deeper powers of money are fully taken into account can the creative capacities of this unique social institution be fully leveraged to maximize human welfare and well-being.
Human Value of Currency
But the real value of money cannot be effectively judged in any of these terms. The true value of any economic or other social system must be weighed in terms of its capacity to promote the security, welfare and well-being of its people. Similarly, markets should be valued in terms of their capacity to stimulate production and promote mutually beneficial exchange between individuals, organizations and nations. So too, the value of money lies in its role as catalyst to facilitate, accelerate and maximize the harnessing of all available social resources for the betterment of humanity. A monetary system that promotes the security and welfare of a few is no better or fairer than a political system that reinforces the power and privilege of an authoritarian party, a military dictator or an aristocratic class.
The real value of money must be judged in terms of how effectively it serves the fundamental purpose for which it and all other economic institutions have been created—to promote and ensure the welfare and well-being of people. The real value of money cannot be judged in terms of what it can buy. The real value of currency is its human value in service of humanity. By that standard, money, like markets, dismally fails to live up to its social mission. As markets are distorted and biased in favor of the economically and politically powerful, the functioning of money in modern society is subject to a wide range of overt and subtle influences that distort its functioning, impact and influence.
The social power of money to legally and illegally influence public elections, government legislation and administrative policy decisions is universally prevalent to varying degrees. It is utilized to influence government spending and subsidies, tariff barriers, export and import policies, patent and copyright laws, rates of taxation on incomes and payroll, capital gains and wealth tax, defense spending, and environmental protection, to name only a few. It explicitly or implicitly determines the actions of central bankers to favor stability of present wealth over policies to stimulate new wealth, job creation and equitable distribution. It skews public policy in favor of technology and energy-intensive investments rather than human capital-intensive investments. None of these influences are taken into account in a narrow consideration of money as an economic tool. But all of them powerfully influence the ultimate impact of economic policies and activities on human welfare and well-being. A right understanding of money can enable nations plagued by corruption to convert the destructive power of mafia into constructive energies for nation building, on the same principle that inoculations and vaccinations are used in medicine to generate a protective immune response and the repeated assault of viruses and identity theft on the Internet have been used to dramatically elevate the overall level of Internet security.
Signals
Recognition of the wider role of money in society complicates immensely the attempt to reduce Economics to a set of universally valid laws, policy prescriptions and quantitative equations. But efforts to filter out the real complexity of money represent a striking example of what Herbert Weisberg refers to as “willful ignorance.”10 The character of willful ignorance is to collapse reality into a simplistic, manageable set of assumptions detached from the real world and therefore incapable of effectively managing its complexity and uncertainty. Tomas Björkman came to the same conclusion about the models of the market which only vaguely resemble the real world and are most definitely not the only possible or best system we can conceive of.11
There are abundant symptoms today of the distorting and confining influence of prevailing economic concepts that prevent us from perceiving, comprehending, seizing and harnessing the fuller productive powers of the global community to promote human welfare.
Money Myths
The market myths Björkman highlights are not the only myths in town. The gap between our conception of monetary systems and the way they actually work is as great as that which separates economic models of the market from the real world. The gap between the way they work now and better alternatives is equally wide and comprehensible, once we break the conceptual barrier—Canadian Mathematician William Byers’ ‘blind spots’—that prompts us to cling to distorted images of reality instead of discovering the real thing.19
Most of the essential recipes for a more human-centered monetary system are already well known and debated. A tax on short term speculative financial transactions will encourage rather than hamper stable, longer term investments in the real economy. That will help stabilize financial markets which are hypersensitive and unpredictable. A progressive capital gains tax inversely proportionate to the period of investment would have a similar impact. Eliminating the payroll tax and replacing it with a tax on energy will shift the investment curve from technology to people, removing the artificial bias caused by accelerated depreciation. Reinstitution of progressive income tax rates will support policies conducive to more equitable distribution. Negative interest rates will be a stimulus to both consumption and investment. And so forth.
A more serious objection to reform of monetary systems is the opposition of vested interests and the power of plutocracy, which present serious barriers to reform. The misuse of social power is indeed a real impediment to policy initiatives as it has been throughout history. But that is no excuse for preserving the illusory notion that the present system is either equitable or the best possible. Only when we have the intellectual honesty and courage to squarely confront the truth about money and markets can we hope to change the system. It is time to lift the veil that conceals the underside of society behind the façade of economic theory. Therefore, the concluding section of this paper turns to address the deeper reality so often ignored during discussions of economic theory and policy—the reality of social power.
Social Power
A rational assessment of the present political, economic, social system needs to be founded on an understanding of the underlying reservoir of social potential, how it is converted into effective power, how that power is distributed and how the special interests skew its distribution and usurp that power for private gain. It is thus necessary to develop a vocabulary that distinguishes between the unstructured field of energetic social potential, the organized structures and activities wielding social power, and the informal mechanisms, both legal and illegal, that result in vast social inequalities in the distribution of power and the benefits it generates.
Social Potential
To truly understand the role of social power, we must look beyond the structures and systems that define the formal organized institutional framework of modern society to the infinite reservoir of creative social energies, knowledge, resources and opportunities which represent the zero-point energy field from which all social constructions and achievements emerge. Because it lacks structure, this intangible field of political, economic, social, cultural and psychological energies is difficult to perceive, define, grasp and manage; therefore it is largely neglected by the social sciences which thrive on definition and measurability. Yet this reservoir of power is the source and driving force for social development and evolution and its power exceeds that of the formed society to the same extent as the foundations of an iceberg hidden below sea level exceed the proverbial tip visible on the ocean’s surface. This unstructured amorphous field of society is an inexhaustible reservoir of social potential.
In practice, we are able to grasp the magnitude of that social potential only after it is organized and assumes the form of a social structure. Before the Sears mail order catalog in the 1890s, no one conceived that a company could become the world’s largest retailer without operating a single retail store. A century later Amazon repeated that achievement for book retailing in cyberspace, and e-Bay created the first global store in which every consumer can become a merchant. Until Bank Americard morphed into an international credit card system called Visa International a half century ago, no one imagined that electronic credit card transactions could ever replace currency as the dominant medium of exchange. Today global credit card transactions exceed $12 trillion annually. Before Über, no one conceived that a global alternative to local taxi services could be created almost overnight by harnessing the vast unorganized reserve of private cars and car drivers with time to spare and the need for extra cash. Before AirBnB, building a global hotel chain required decades and tens of billions of dollars’ investment, because no one conceived that vacant rooms in private homes around the world could be woven in a few years into a global network. Imagine a system that can effectively harness a portion of the world’s unemployed and underemployed and you begin to grasp the magnitude of the social potential waiting to be organized.
Social Power
In its widest sense, social power is the capacity of the society to achieve the goals and aspirations of its people. Social power is generated by releasing, directing and harnessing social energies for effective action by creating effective laws, social systems and institutions to organize the diffused energies. Thus, ten thousand years ago migrant tribes of hunter-gatherers evolved into settled communities by adopting a new organizing principle for obtaining food—agriculture. Minute observation of the processes of food production in Nature led them to comprehend the essential role of seeds, water, sunlight, soil and season in food production. They reorganized the entire life of the community to replicate and culture these natural processes. The resulting gains in productivity enabled the world’s human population to multiply tenfold.
Social power expresses as the power exercised by individuals. It is the quantum of power an individual can draw from the society as permitted and supported by formal rights, laws, rules and social systems and by informal institutions, customs, usage and values. Each new technology such as the cell phone, each new freedom such as the extension of voting rights, each new law enhancing social security and equality magnifies the power of individuals and of the society as a whole.
Today global society possesses unprecedented and ever expanding power. That power takes innumerable forms: such as the power for transport, communication, production, exchange, security, governance, education, entertainment, research, invention, discovery and creativity. Over the past half century humanity has witnessed an exponential growth of many forms of social power. Democracy, human rights, rule of law, open markets, entrepreneurship, scientific discovery, technological innovation, globalization, higher education, and access to information have been major drivers of this growth. These gains have led to significant progress in enhancing human security, welfare and well-being, but the progress has not been commensurate with the potential, because the distribution of the power generated is skewed and biased to favor small economic and political élite.
Social Equality
Effective power refers to the actual way in which total social power is exercised so as to determine who benefits by it and in what measure. There have always been vast inequalities in the way social power is distributed among the population. In 1880 the 29 greatest British landowners possessed enormous estates. They all had titles; 12 of them were dukes. Fourteen owned more than 100,000 acres each. The Duke of Sutherland, whose holdings were largely in the Scottish Highlands, had well over a million.20 In addition, this small group occupied the top positions in government, the military and the church. Until 1918, only substantial land owners were permitted to vote in elections. Even long afterwards tenant farmers throughout the country were under obligation to vote for the candidate of their lessee’s choice. The higher education needed for social advancement and to gain entry into the seats of power was largely confined to the upper classes. English women only acquired the right to vote in 1932. Needless to say, rights of their overseas colonists were even more limited.
Historical evidence confirms that the greatest social power is generated and the greatest social welfare achieved when the benefits of social advancement are widely and equitably distributed. Modern democracies are far more politically powerful than the monarchies and feudal societies of the past because they are able to more effectively release, direct and channel the energies of their people through freedom and rule of law. Similarly, market economies achieve greater productivity and wealth creation by empowering a much wider section of the population to freely and productively engage in commercial activities.
By historical comparison, the sheer power and productivity of the current market system far excel all previous economic systems. But when the restraints on distribution of social power are fully taken into account, it becomes evident that the present system is far from optimal. There is a vast gap between the total magnitude of social power and the results it generates in society. Vast inequalities in the distribution of social power impact on total social power in the same manner as vast inequalities in the distribution of income and wealth limit the total wealth and prosperity of society. The greater the equality of distribution, the greater the total power generated and the greater the overall benefit to society as a whole. The total effective power of democracy far exceeds that of earlier forms of governance. So too, the dynamism of the market far exceeds that of centrally planned economies. By the same token, a more equitable distribution of social power would dramatically enhance the overall effective power of society to fulfill the needs and aspirations of its citizens. It is noteworthy that since the collapse of communism, economic theory has remained remarkably silent on this issue, as if the subject were taboo.
The world today has the capacity to provide high quality education to every human being, yet access to education and educational attainments remains far lower and the unequal distribution of wealth is a major reason. The same is true for nutrition, healthcare and other critical needs. Björkman argues that these inadequacies arise from the way in which the market system is being utilized rather than an inherent insufficiency in the system itself.21 The same basic system can be restructured to generate very different results.
Today the barriers to social equality are prodigious. They take the form of laws and public policies consciously skewed in favor of vested interests, informal support of government for big business, powerful lobbying groups influencing legislative agendas, the influence of money power in elections and consequently on tax policies favoring the rich, along with more overtly illegal forms of corruption and crime that usurp public power for private benefit. Today more than one hundred countries function under the rubric of democracy, yet they vary enormously in the manner in which they elect officials, protect human rights, empower individual citizens, enforce rule of law, legislate and execute policies, etc. A plutocracy or oligarchy masquerades as democracy in some places where huge amounts are spent legally or illegally influencing the outcome of elections. In others a corruption of political power confiscates public wealth for private purpose. Law too preserves an unequal playing field in the form of tax loopholes for the rich, extended patent and copyright privileges, and countless other distorting influences. None of these distortions are essential to the functioning of democracies and market economies, but they have an inordinate impact on the social consequences of the way the systems operate. Yet they are largely ignored and unnoticed.
The distribution of social power has been radically altered over the past few centuries. Monarchy has given rise to democracy, slavery has been abolished, feudalism and serfdom have disappeared, imperialism and colonialism have been supplanted by national self-determination, women and minorities have made great strides toward more equal rights, the blatant aggressive exercise of superior military power—once prevalent throughout the world—has lost legitimacy and is in the final stages of decline.
Historically, all progress has been through violence. Democratic revolution shifted power to the people. Radical shifts in social power have been the result of violent revolutions as in America, France, and Russia and wars of total destruction as the American Civil War, the two world wars and wars of national liberation. It is only during the last seventy years that we have witnessed peaceful social revolutions of enormous magnitude, as in America’s New Deal, India’s Freedom Movement, the American Civil Rights Movement, the end of Apartheid, the fall of the Berlin Wall and collapse of the Soviet Empire. Still the threat of violence loomed as a very real force threatening to burst through if peaceful means proved ineffective. Fear of communism was a powerful motive for the humanization of American capitalism under the New Deal.
Thus, the violence avoided by Gandhi burst forth as communal conflict immediately following India’s Independence. The Occupy Wall Street Movement of a few years ago is only a reminder that the further distribution of social power is an evolutionary compulsion that is inevitable. The collapse of communism resulted in a temporary lull in the pressure for social equality, enabling reactionary economic thought to regain respectability. But this lull can only be temporary and when the next reaction comes it is likely to be far more powerful and effective when freed of the obvious limitations of authoritarianism that undermined the credibility of communism.
Today powerful vested interests violently support widening economic inequality, which is a legalized violence of the rich and powerful which has to be outlawed to enfranchise all. Historical precedent is no justification or rational basis for the future persistence of social injustice. It is time for economic science to fully acknowledge and impartially examine the underlying fabric of social forces and processes governing the operation of economy today.
Human-Centered Economics
What is Economics? As Political Science is conventionally described as the science of governance, Economics has been traditionally conceived in terms of production, exchange and consumption of goods and services. But it is evident that these descriptions are far too narrow and self-limiting to reflect social reality today. Governance today relates to the entire gamut of human needs and aspirations, from securing the nation’s borders and the physical security of citizens and their property to upholding individual rights, promoting social harmony, meeting minimum needs, developing the economy, managing the national currency and budgets, ensuring economic opportunity and security, safeguarding and improving public health, providing quality education, protecting the environment, and countless other activities designed to promote the greater welfare and well-being of all its members.
Democracy is the best means so far developed to accomplish these myriad objectives and it has proven immensely more successful than feudalism, monarchy, military dictatorship and other forms of authoritarianism. At its core, the objective of modern democratic governance is to guarantee basic rights and foster the fullest possible development of the potential of every citizen. Democracies thrive in the measure they are successful in releasing the energy of citizens and providing them with the knowledge, skills, organizational infrastructure and conducive atmosphere needed for their free, full and creative expression. The right to vote and choose a representative government of, for and by the people is a mechanism developed to achieve maximum protection of human rights and equality before the law. But, ultimately, the accomplishments of democracy depend on its capacity not only to protect and permit but also to actively support and foster the fullest possible development of the capacities of each individual.
The great humanistic psychologists of the later 20th century described the self-actualizing individual as a person able to think for oneself, choose for oneself, rely on one’s own capacities, and act freely to realize one’s highest aspirations, while respecting and supporting the equal rights of others and accepting the responsibility to contribute to the security, welfare, well-being and fullest development of the entire community. This conception of mature individuality contrasts with the much narrower, one-sided individualism embodied in the phrase ‘every man for himself.’ The greatest strength of democracy is its capacity to foster the development of individuality in its members.
By extension and necessity, the ultimate purpose of Economics must be the same. Although focused on the economic dimension of human activities, economy permeates and exerts a powerful determinative influence on every aspect of social existence. Freedom has little meaning in a country where people lack economic access to food, housing, mobility, information, education and other goods and services. Freedom without job opportunity and an ensured source of income is like dangling a carrot in front of a horse just out of reach. Economies thrive in the measure they release the energies of their people, channel them in protective activities, and develop the capacities of their members to contribute productively, dynamically and creatively. Here too, individuality is the key. It is the very essence of the entrepreneurial spirit that manifests in the capacity to think and act creatively with self-confidence and courage in pursuit of unrealized opportunities.
The individual plays a unique role in the development of society. Individuals are the birthplace of the rising aspirations, creative ideas, inventions, organizational innovations and dynamic initiatives that characterize a vibrant productive society. The individual is the most precious form of capital any society possesses and the source of its highest achievements. A truly human-centered science of Economics dedicated to the fullest promotion of human welfare and well-being reaches maturity when it conceives and supports measures designed to promote the greatest well-being and blossoming of individuality in all.
Individuality is the basis and ultimate source of social power. Social power is a measure of individual empowerment. Confiscation and seclusion of power as in income and wealth inequality and high unemployment disenfranchise and disempower both the individual and the society. A true science of economy must encompass these wider social and psychological dimensions.
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