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Foreword

Brazil is among the largest countries in the world and the largest
country in Latin America, covering an expanse of over 8.5 million
square kilometers. It borders every country in South America except
Ecuador and Chile and contains within its borders the resource-rich
and increasingly ecologically significant Amazon River basin and rain-
forest. Brazil has an estimated population approaching 215 million peo-
ple, which makes it one of the most populous countries on the planet.
Indeed, it is estimated that approximately one third of the population of
Latin America resides in Brazil. In short, Brazil is one of the most im-
portant countries in the Western Hemisphere and, indeed, globally.

The Brazilian military—especially the Brazilian air force—contin-
ues to play a vital role, not only in protecting and promoting Brazil-
ian national interests, but also, more broadly, in hemispheric defense.
Indeed, the For¢a Aérea Brasileira (FAB), founded in 1941, is the
largest air force in the Southern Hemisphere and the second largest
in the Western Hemisphere. This volume, Aerospace Power: A Brazil-
ian Multidimensional Approach, represents a timely and poignant
analysis and assessment of Brazil's aerospace defense industries, its
aerospace resources, and its effectiveness in applying those resources
in response to contemporary challenges and opportunities. In doing
so, it builds upon its 2017 companion volume, Culture and Defence in
Brazil: An Inside Look at Brazil’s Aerospace Strategies, which high-
lighted Brazil’s security dilemmas and the ways in which the FAB’s
professional military educational system prepares airmen to respond
to these contemporary challenges and opportunities.

The publication of this important book through the USAF Air Uni-
versity Press is a symbol of Brazilian-American friendship in several
ways. It is emblematic of the deep collegial friendship between the US
Air Force and the FAB—a friendship that is a central component to
Inter-American cooperation and hemispheric defense. It also symbol-
izes the mutually valuable, synergistic relationship between the USAF
Air University and Universidade da For¢a Aérea (UNIFA, the Brazilian
air force university) and, more specifically, the present and future col-
laborative relationship between UNIFA and Air University Press. This
synergistic partnership serves to mutually strengthen both US and Bra-
zilian professional military educational institutions.

I am confident that this volume, combined with its earlier 2017 com-
panion volume, will serve to greatly enhance our knowledge and appre-

Vii



FOREWORD

ciation of the vitally important role played by the FAB, which, in turn,
constitutes one of the US’s principal partners in defending and building
a better future throughout the Western Hemisphere and globally.

HOWARD M. HENSEL, PHD
Henry H. Arnold Professor of
International Relations and

Strategic Studies
USAF Air War College
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Introduction
Carlos Eduardo Valle Rosa

Welcome, readers! To provide context for those new to Brazilian
aerospace power, the first lesson is that, in Brazil, the following ele-
ments comprise such power:

a) the Brazilian air force, the element that fundamentally ag-
gregates military capability; b) civil aviation, whose strength
represents—besides the potential reserve of human resources
and materials in case of mobilization—the economic and geo-
political importance of reaching regions that are difficult to ac-
cess; ¢) aerospace infrastructure, an essential support factor to
aviation activities due to the size of Brazil; d) the defense and
aerospace industry, in accordance with the demand for prod-
ucts and services of international quality; e) aerospace techno-
logical and scientific complex, which ensures technological au-
tonomy and generates cutting-edge knowledge in the aviation
and space fields; and f) scientists and researchers, with exper-
tise in aerospace activity, a requirement for the development of
technological-scientific solutions for challenges of a field in
which training is prime.'

Background

The Brazilian government created the Air Force Ministry on 20 Jan-
uary 1941, gathering the army’s and navy’s aviation resources. The Civil
Aviation Department was subordinated to the Ministry of Roads and
Public Works. At that time, the National Air Mail (Correio Aéreo Na-
cional) was also created, unifying the extant naval and military airmail.
The Brazilian air force (Forga Aérea Brasileira, FAB) was created 22
May 1941. Brazilian aviation grew episodically and in circumstances
such as popular insurgencies and separatist movements in the country.

However, this scenario changed in World War II. The nascent FAB
fought the Italian-German submarine threat in the South Atlantic
and collaborated with Allied war efforts in Italy. Both experiences
granted Brazilian pilots a different perspective of airpower. Flying
cutting-edge airships, employing modern tactics with state-of-the-
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INTRODUCTION

art equipment, comprehending the relevance of the aviation industry
in supporting and developing the best means, and observing the de-
pendency on airport infrastructure awakened a new consciousness
regarding the meaning of airpower apart from the experience of de-
ploying airplanes in combat.

The FAB’s first basic doctrine, published in 1958, stated that air-
power goes beyond combat activities. This doctrine is an official doc-
ument of great internal importance, as it it leads the thinking on the
institution’s main focus. Therefore, airpower would have constituting
elements like the “Air Force, whose components are its air bases, re-
serves, installations and supporting military organizations; Civil Avi-
ation; the aviation infrastructure, which includes the airport network,
the flight protection and the air traffic control systems; the Aviation
Industry; and the aviation affairs research institutes.”>

This trend of incorporating various constituting elements in the
concept of airpower was not limited to basic doctrine; the Ministry of
Aviation also introduced several initiatives. One of these concepts
was cited by Nelson Freire Lavenére-Wanderley, who observed that
the creation of an “Aviation Technical Center ... for the formation of
engineers, and a research center” for the development of space and
aviation technology had been studied since 1946. The consolidation
of this center initiated the main aviation industry in Latin America:
Embraer (now a world leader in commercial aircraft).

The Brazilian Airspace Control System (Sistema de Controle do
Espago Aéreo Brasileiro) pioneered the idea of uniting civil air traffic
control and air defense, and the FAB is currently still responsible for
coordinating civil and military air traffic within the 22 million square
kilometers under Brazilian jurisdiction—including land and mari-
time areas defined in international agreements.

The air force was also in charge of building airports, especially in
the Amazon region, making it an organization with deep knowledge
of airport engineering, capable of handling the tropical rainforest
challenges. These airports soon became a network whose objective
was to integrate the isolated region into the rest of the country. This
geopolitical perspective, led by men such as Brigadier General Lysias
Rodrigues, led to the National Air Mail, responsible for bringing ba-
sic state services, such as essential health, education, citizenship, and
supplies, to populations isolated and reachable only by airplanes, es-
pecially in the Amazon rainforest.
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INTRODUCTION

In 1975, a new version of the FAB’s basic doctrine introduced the
concept of aerospace power, advancing views first noted in doctrine
published in 1958.* This 1975 doctrine expanded the atmospheric ge-
ography to outer space. The Cold War, the space race, and Brazil join-
ing select nations with space programs through its air force all influ-
enced the expansion of airpower views to aerospace power.

From the time of aerostats to airplanes and now to satellites, a nat-
ural progression from “air” to “space” and, consequently, “aerospace”
evolved. That also occurs from a geographic perspective when the
extension of one domain/environment/dimension toward the other
takes place. From a technological view, the integration of capabilities
is a trend observed in the applications of civil and military nature. In
the field of economy, the aerospace industry demonstrates the inter-
relation among industry activities. At the symbolic level, or what is
typically referred to as soft power, both aviation and astronautics
spark attention to matters related to prestige and power.

The idea of aerospace power, representing human and material,
technological, infrastructural, economic, civil, and military capabili-
ties—both in aviation and space arenas—is reality in Brazil. This is
true also in public policy; the 2020 National Defense Policy (Politica
Nacional de Defesa, PND) and the National Defense Strategy (Estraté-
gia Nacional de Defesa, END)® assign the Air Force the responsibility
for space sector activities, in addition to continuing its sovereignty in
airspace. To bolster this responsibility and attendant capability, bud-
geting among the Brazilian armed forces, which does not spawn chal-
lenges as intense as in other nations, enjoys relative stability.

Organization

Thus, an aerospace power volume that gathers contributions from
Brazilian scholars must be characterized by this comprehensive, mul-
tidimensional awareness stretching back to the creation of the Brazil-
ian air force. Texts from faculty and students of the Air Force Univer-
sity (Universidade da For¢a Aérea, UNIFA) Post-Graduation Program
in Aerospace Sciences (Programa de Po6s-Graduagdo em Ciéncias
Aeroespaciais, PPGCA) include coverage of the economy and tech-
nological development, logistics, humanitarian rights issues in peace
operations, interoperability aspects in joint operations, themes of the
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INTRODUCTION

aircraft’s military capabilities employment and in the cyber context,
air traffic control and geopolitics, and culture.

This book is divided in three main parts, which concentrate simi-
lar themes. This organization seeks to reinforce the understanding of
a comprehensive and multifaceted vision of aerospace power, as it is
understood in Brazil.

Part 1, Aerospace Power Applications, consists of chapters whose
themes are related to aircraft, resilience to cyberattacks, surveillance
capability, command and control (C2), and military and civilian air
traffic control. The chapters explore the multidimensional aerospace
power concept, in which technological evolution plays a fundamental
role and which guides the demands of sovereignty and national and
regional development. In “Small Remotely Piloted Aircraft Weapon-
ization: A Simulated Study Compared to Embraer A-29 Capabilities,”
Leland Delgado Assis and Afonso Farias de Sousa Junior use system
theory to conclude that small systems of remotely piloted aircraft
(RPA), in the context of fourth-generation wars with different actors
from state entities, may have their use strengthened by the social im-
pact of their deployment. That allows a better understanding of risk
analysis in military planning using RPAs in the analyzed scenarios.
Continuing in the context of military applications, Pedro Arthur Lin-
hares Lima, Gills Vilar Lopes, André Lucas Alcantara da Silva, and
Ines Correa Gomes Cardinot discuss cyberspace and the FAB’s re-
sponsibility in “Cyber Defense in the Brazilian Air Force: Overview
and Future Perspectives.” The authors analyze the Air Force Cyber-
netic Defense Center’s role as part of the FAB, revealing its structure
and importance as it faces cyber threats in the aerospace power con-
text, including in aerial platforms.

The FAB’s systems for air traffic control and monitoring in the
Amazon, the Amazon Protection System (Sistema Integrado de Pro-
tecdo da Amazonia, SIPAM) and the Amazon Surveillance System
(Sistema de Vigilancia da Amazdnia, SIVAM), come under scrutiny
by Luiz Fernando Pévoas da Silva and Flavio Neri Hadmann Jasper in
“SIPAM and SIVAM Projects: A Challenge in the Amazon.” These
systems protect Brazil's borders and by extension its ecosystems and
population in addition to providing the information necessary to
maintain national sovereignty in the Amazon and its strategic sur-
roundings. The main challenge is incorporating the idea of C2 in
multidomain scenarios and in a modern hybrid war environment.
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INTRODUCTION

SIPAM and SIVAM—in a setup uncommon to the rest of the
world’s air forces—also conduct all air traffic control for Brazil. The
air traffic management (ATM) service is intrinsically connected to
the FAB, which is responsible for both civil air traffic and aerospace
defense. Eduardo Sol Oliveira da Silva and Joaquim Lobo Junior re-
veal that this commitment goes beyond the national airspace in “Bra-
zilian Air Traffic Flow Management: An Integration Link in South
America” Through cooperation agreements, Brazil has been collabo-
rating with other South American countries over the years in order to
provide and support safer and more efficient air traffic control sys-
tems.

After reviewing these constituent elements of aerospace power, the
text then connects to the themes discussed in Part 2, Aerospace
Power and Contemporary Issues. The intersection of air and space
power with current issues seems to generate expectations both do-
mestically and internationally.

One of the issues is the role played by the United Nations (UN) in
peacekeeping operations. The vision of common commitments es-
tablished by international organizations reinforces expectations
about the operations of armed forces. Studying the aerospace per-
spective in UN peacekeeping operations from an aerospace perspec-
tive underscores the demand for strict adherence to the legal mecha-
nisms of international law. Aerospace power has been a tool of first
choice for governments and international entities in solving security
problems in places where the UN observes a lack of political and so-
cial stability. However, these expectations are not always met. Analyz-
ing the origins of unmet expectations may point to another current
issue: The performance of the armed forces, whether in peacekeeping
operations or in their main defense role, reveals the importance of
studies related to the preparation and use of aerospace power, espe-
cially in Brazil, where there are still difficulties in the interoperability
issue.

Allied to this view of common commitments established by inter-
national bodies in armed forces’ operations, Luciano Vaz Ferreira,
Carlos Alberto Leite da Silva, and Luis Eduardo Pombo Celles Cor-
deiro focus on international humanitarian law (IHL) for national
strategic issues, especially with regard to aerospace power, in “Brazil
and International Humanitarian Law: Application in Strategic Sec-
tors for National Defense.” Brazilian defense documents are in accor-
dance with the international legal precepts in force, providing legal
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INTRODUCTION

basis for military actions outside the national territory and strength-
ening the vision of cooperation defended by the country in multilat-
eral courts.

In accordance with the application of IHL and based on the United
Nations indicators, such as Peacekeeping Capability Readiness Sys-
tem (UNPCRS), Pedro Henrique Nascimento dos Santos and Clau-
dia Maria Sousa Antunes analyze FAB preparations to accomplish
peacekeeping operations in “The Brazilian Air Force in UN Peace
Operations: Ready to Support Global Stability.” They also discuss the
search for peace and the contribution to human rights and interna-
tional standards to which armed forces engaged in this type of con-
text must be submitted.

Themes such as interoperability are vital for integration in military
operations. “Interoperability among the Brazilian Armed Forces: The
Cultural Intelligence Perspective,” by Marta Maria Telles, Alessandra
Verissimo Lima Santos, and Rainer Ferraz Passos, delves into joint
operations from a cultural perspective. As Brazil continues imple-
menting jointness as a standard of conduct, studies like these provide
even broader approaches for understanding the multidimensionality
of aerospace power.

Guilherme Sandoval Gdées and Maria Célia Barbosa Reis da Silva
next establish a dialog among geopolitics, culture, and law, deducing
the effect on aerospace power. In “Geopolitics, Culture, and Law:
Epistemological Convergences that Impact Aerospace Power,” the au-
thors consider geopolitical tensions of the capitalist triad inspired by
John Locke and in the multipolar world reflected in Immanuel Kant.
They further examine issues connected to the use of outer space in
light of the great post-COVID-19 challenge of considering aerospace
power in a multipolar, metaconstitutional, and multicivilizational
world.

This approach fosters discussion on a wider range of aerospace
power concepts that are purely national and puts geopolitics and in-
ternational relations into perspective. In “Aerospace Geopolitics,”
Carlos Eduardo Valle Rosa shows that the aerospace environment is
defined as a geographical domain formed by the combination of air-
space and outer space in which geopolitical relations are established.
From there, the geopolitical relevance of this environment is ana-
lyzed through geographical evidence and political, economic, tech-
nological, and ideological variables. The author considers the aero-
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INTRODUCTION

space environment a new domain for geopolitical science and a stage
for national defense and development strategies.

In Part 3, Aerospace Logistics and Economics, the connection be-
tween the constituent elements of aerospace power and the aerospace
and defense industries, as well as with the aerospace scientific and
technological complex, becomes clear. Ongoing concern with logisti-
cal issues—often associated with developing capabilities in the na-
tional aerospace industry—is evident in a country with limited finan-
cial resources.

Therefore, Part 3 returns to the initial postulate of the comprehen-
siveness and multidimensionality of aerospace power in Brazil. It
highlights that logistics, aimed at sustaining the application of force,
and economics, aimed at generating force, are integrated with aero-
space power in Brazilian aerospace strategic thinking.

In the context of greater economy, logistics is important in mili-
tary applications of aerospace power. The lack of recent combat expe-
rience requires that theoretical concepts support both military em-
ployment and combat experience practices. Fabio Ayres Cardoso and
Luiz Tirre Freire seek to validate logistics principles in the FAB, in
“Logistics Principles and the Axioms of Combat: An Analysis,” based
on combat and semantics theory. Their analysis uses combat axioms
as a conceptual system to allow the construction of plausible solu-
tions related to a set of concepts accepted as valid.

In the field of aerospace economy, Alexander de Mello Lima and
Rodrigo Anténio Silveira dos Santos analyze the offset practices
made possible by FAB processes regarding international purchases.
Indeed, this practice has become a public policy, as demonstrated in
“Offset Practice as Public Policy: The Case of the Brazilian Air Force”
This chapter unveils offset as a national industry qualification mea-
sure, generating opportunities to better provide products and ser-
vices that have a high value, which is characteristic of the aerospace
sector. Therefore, the authors compare overall defense strategic goals
and their legal basis with the FAB’s offset practices, identifying op-
portunities for establishing offset agreements within a public policy
to provide new capabilities for Brazil's aerospace industry.

The book concludes with a chapter from Carlos Roberto Santos
and Patricia de Oliveira Matos, who study strategic partnerships in
the technological development of aerospace weapon systems. In
“Transfer of Technology in Military Projects: A Case Study of the A-
Darter Project,” the authors highlight how important multilateral
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INTRODUCTION

agreements are for the development of military capabilities, as was
the case involving Brazil and South Africa with the A-Darter air-to-
air missile, a highly complex technological system that, besides gen-
erating lessons for future projects, achieved the established technical
requirements and enabled a product with operating characteristics
among the best in the market.

Summary

Focusing on a variety of topics connected to current challenges in
the aerospace domain, especially those in which Brazil seeks to act
effectively at the international level, this compendium chronicles
Brazil’s evolution from airpower to aerospace power. Therefore, it is
imperative that discussions on themes related not only to aerospace
power but also to outer space and cybernetic space should take place.
All these geographic domains become more and more relevant for
humanity.

Also in accordance with the Brazilian view of aerospace power, the
tridimensional perception would not be solely geographic but also
theoretical, situational, and conceptual. Since the beginning of Bra-
zilian aerospace strategic thinking dating to the 1950s, the great stra-
tegic challenge has been to understand aerospace power from an all-
encompassing perspective, and this challenge is successfully answered
and contextualized in the chapters of this work. This book brings im-
portant contributions in areas including military capability, national
deployment concepts, national integration, support activities infra-
structure, aerospace economy and industry, science and technology,
and aviation culture.

Happy reading!

XX
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Aerospace Power Applications






Introduction to Part 1

Applications are the means by which aerospace power is employed
(in combat, for example, but also in peacetime situations); these appli-
cations or tools derive from systems or technologies. The chapters of
part 1 explore these current tools and related issues from a Brazilian
context, bringing national perspectives on remotely piloted aircraft
(RPA), cybersecurity, and air traffic control, whose dual characteristic
(civilian and military integration) is highlighted in chapters 3 and 4.

The applications of aerospace power reveal the daily practice of
specific functions. One of the essential functions of this power is its
armed use, aiming kinetic effects against the opponent. A blunt in-
strument of this application that has proven to be efficient (including
in international training such as the US Air Force Green Flag exer-
cise) is the Embraer 314 (A-29 Super Tucano). By proposing a com-
parison of this aircraft with another important battlefield tool, the
armed drone, the first chapter examines the realignment of these ap-
plications in view of the capabilities demonstrated by RPA. To this
end, a comparative study on the effectiveness of aircraft, such as the
A-29 in its employment vector role, with armed RPA is desirable. This
is a hypothesis that highlights the importance of drones, whose pres-
ence on the battlefield is proliferating. For this reason, studies such as
this are relevant to Brazilian aerospace power, whose final applica-
tions must follow contemporary technological trends.

This assertion is also true in the case of cybersecurity. The cyber
domain is already characterized as a field of military confrontation,
and states without cyber defense capabilities will be vulnerable to the
actions of their eventual opponents. Importantly for Brazilian aero-
space power, the cyber dimension is considered a new, fifth domain
for operational capabilities, with a double role: either as an interme-
diate activity—supporting networks and information systems—or as
a main activity, impacting doctrine. To this end, a proposed Brazilian
air force cyber defense center could plan, coordinate, and centralize
cybersecurity actions. Operationally, it would be responsible for
guiding and executing protective measures, exploitation, and mitiga-
tion of damage resulting from cyberattacks, operating as a prompt
response to network incidents, and supervising integrated actions.

This systemic vision of cyber protection already resides in Brazil-
ian air traffic management, even since its creation. Brazil integrates
aerospace defense with air traffic control in combined structures re-
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sponsible for providing sovereignty in airspace and ensuring safe air
movement over areas of national responsibility. For this reason, both
activities are considered relevant applications of Brazilian aerospace
power. In Northern Brazil—a region with monumental dimensions
and geographic characteristics encompassing dense forest cover, high
humidity, a vast hydrographic network, and more—the Amazon Sur-
veillance System and the Amazon Protection System reflect this hy-
bridism, as they are intended for aerospace defense and air traffic
control, respectively. Both are designed to address challenges in the
strategic Amazon environment, a multidomain environment. As rel-
evant applications, the systems use sensors and available means to
identify information in the infosphere, which, after analysis, can con-
tribute to operational intelligence. This intelligence then can be har-
nessed in the construction of scenarios used as simulations that help
decision-makers. This information is also used to support civil avia-
tion and manage air traffic control.

Unlike in other states, Brazil’s combined air defense and air move-
ment control generates responsibilities and opportunities for greater
integration with regional neighbors, especially in civil air traffic man-
agement. The development of aviation on a global scale has brought
common demands to states (regulation, for example). But it also
brings challenges, as in the case of sovereign transgressions. The In-
ternational Civil Aviation Organization (ICAO) recommends re-
gional partners work in an integrated and cooperative manner in
Brazil. In an extensive area such as the one under Brazilian responsi-
bility—covering 22 million square kilometers (8.5 million square
miles)—the development of common structures, systems, and rules
awakens a great national potential to influence the surrounding re-
gion. Therefore, Brazil, through support and integration programs in
several neighboring countries, considers the air traffic management
service a relevant application of aerospace power.

The concept of Brazilian aerospace power is multidimensional,
and the following chapters highlight some key ideas of this concept:
first, the representation of the technological evolution that underlies
the aerospace environment; next, the integration of capabilities that
provide adequate solutions to the demands of national and regional
sovereignty and development; finally, the certainty that the applica-
tions of aerospace power, discussed in this first part, precisely reflect
one segment of the Brazilian aerospace strategic thinking.



Chapter 1

Small Remotely Piloted Aircraft Weaponization
A Simulated Study Compared to Embraer A-29 Capabilities

Leland Delgado Assis
Afonso Farias de Sousa Junior

Introduction

This chapter originated as part of a master’s degree dissertation in
the postgraduate program in Air and Space Sciences at the Brazilian
air force university (Universidade da For¢a Aérea, UNIFA) and fo-
cuses on understanding the weaponized use of small remotely piloted
aircraft (SRPA), also called small drones. We proposed a simulation
and an analysis methodology comparing the employment of a vari-
able number of SRPA with the employment of a fixed-wing aircraft in
the Brazilian air force (For¢a Aérea Brasileira, FAB) inventory as a
control group. We used the Embraer EMB-314 Super Tucano A-29
air-to-ground attack profile for this scenario. Designed with the char-
acteristics of a light attack aircraft, it is ideal for operations in which
the aerial vector is used to support friendly troops, necessarily in
contact with the enemy, featuring so-called close-air support mis-
sions.! A brief examination of the evolution of armed conflicts will
demonstrate the applicability of this research, which discusses the
doctrinal aspects related to air and space control tasks linked to the
guarantee and denial of the military employment of both domains.

The end of the Thirty Years’ War, in addition to rewriting the map of
Western Europe, left an indelible mark on the collective consciousness
of those involved due to a previously unseen level of destruction. Thus,
the Treaty of Westphalia in 1648 “founded the modern state, by affirm-
ing the primacy of sovereigns in secular interests™ and consolidated
the nation-state as a political entity with the exclusive claim to the le-
gitimate use of violence, defining this period as First Generation War.*

Between 1648 and 1789, armies and navies professionalized and
improved. The period from 1789 to 1914 was characterized by the
influence of the Industrial Revolution.’ In addition, an intense pro-
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cess of industrialization provoked the exponential improvement of
the use of violence by states and sovereigns, with war being supported
by mobilizing all national resources. Clausewitz’s work discussed
those improvements, used by politicians and military chiefs to think
about war as a political and military phenomenon of politics by other
means.® The vertiginous progress achieved by military engineering
led to the development of equipment that further expanded war’s de-
structive potential: machine guns, assault rifles, battleships, heavy
weapons, submarines, and airplanes. For this reason, the First World
War, with its predominance of heavy artillery, was the apex of Second
Generation War.’

As societies progressed, the globalization of conflicts emerged; the
Second World War was emblematic of this development, character-
ized by great mobility that defined Third Generation War.?

Subsequently, a prolonged Cold War resulting from the geopoliti-
cal disputes between the United States of America and the Soviet
Union spun off several secondary conflicts, such as the Vietnam War
and the Soviet invasion of Afghanistan.’

The end of the Cold War “seemed to underline the West’s military,
economic, and ideological dominance”* However, as Miranda and
Nascimento stated, “the illusion created by the hope of a peaceful
post—Cold War world has not materialized, and the world is increas-
ingly armed, and conflicts multiplied. Along with the power to inflict
material damage and deaths, in a new scenario of borderless war, the
strategic consequence of the irregular warfare actions is destabilizing
the state and imposing one ideology by force and fear”!!

This context of irregular warfare without boundaries defines
Fourth Generation War, in which the state has lost its violence mo-
nopoly when fighting nonstate opponents. As an aggravating factor,
“practically everywhere the State is losing.”'?

Technological development is so significant that it characterizes
the milestones or changes between generations of wars. Although it
does not represent a guarantee of victory in the war, it has always in-
terfered in the conduct of conflicts.”® Furthermore, from the use of
compound bows by Genghis Khan to the launch of nuclear bombs in
World War II, technological surprises were disruptive as threats when
associated with successful strategies. Consequently, the use of un-
manned vehicles falls into the same category.'*

From a conceptual point of view, the technological development of
unmanned vehicles started “in 1898, [when] Nicola Tesla built a
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radio-controlled vessel, classified by him as a potential weapon.” Ex-
tensive experimentation continued during the twentieth century, cul-
minating with remotely piloted aircraft (RPA) capable of launching
smart weapons."

There are two explanations for the prevalence of military interest
in unmanned systems. The first and most apparent is that the increase
in their use worldwide occurred due to technological development,
costs, and the persistence of conflicts. The second explanation, al-
though subjective, refers to the fascination provoked by such systems
to serve different interests of companies and citizens with different
motivations. Engineers, philosophers, politicians, and especially mil-
itary commanders have identified various advantages according to
each application area.'

Parallel to the development of military RPA, there was also wide-
spread use of commercial-grade RPA in various civilian activities,
from border control to research, through surveillance and entertain-
ment; concurrently, this has led to threats such as violation of privacy,
interference with air traffic control, and security of installations,
among others. Requirements related to these threats have become
part of the risk analysis scenario due to the use of this equipment in
public environments."”

Within this context, the conflict in Ukraine from 2014 until 2016
marked a milestone from the military point of view, with the intro-
duction of many civilian RPAs adapted as weapons. The separatists
and the Ukrainian armed forces used commercial equipment with
different degrees of modification or adaptation, demonstrating the
ability to use these RPA in both offensive and defensive operations.'®
These adaptations characterize the weaponization process.

The fundamental problem with this weaponization is that “the
same weapons and ammunition purchased to be used against an ex-
ternal enemy can also be used against domestic opponents. However,
the point we want to highlight is that the agents in charge of the gov-
ernment of the State are necessarily obliged to contemplate both sce-
narios simultaneously.”*

Seeking to understand the effects obtained with the weaponiza-
tion of SRPA, this study discusses the application of general systems
theory (GST) to enhance or mitigate those effects in offensive or
defensive military operations.” In addition, we provide data for im-
proving the operational risk management process conducted in
military planning, with the insertion of weaponized remotely pi-
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loted aircraft systems (sistema de aeronave remotamente pilotada,
SARP) possible effects in the risk management process of Brazil’s
joint operations doctrine.” Thus, we present a theoretical approach
for analyzing the use of weaponized SARP.

Development

After the First World War, the “passionate desire to avoid war de-
termined the entire course and initial direction of the study” of inter-
national relations theory (IRT).** Analyzing the historical trajectory,
van Creveld states that “following four and a half centuries of devel-
opment that had started around 1300, the state found itself perhaps
the most powerful political construct ever. Relying on its regular
armed forces—first the military, then the police and the prison ap-
paratus—it imposed order on society to the point that the only orga-
nizations still capable of challenging it were others of the same kind”*

Extrapolating this concept to the anarchic international system,
Art and Waltz stated that the military powers would play a role as
creators of order in chaos. Eventually, this order is achieved by the
threat of force or its practical application, invariably with reflexes of
international power balance. The study of the use of force in this sce-
nario is linked to four central questions: “(1) What are the ways in
which a state can use its military force?, (2) what determines how
they use it?, (3) under what conditions are they likely to use it?, and
(4) how can they control the competition in armaments that fre-
quently arises among them?” When answering these questions, we
can obtain a description of the strategic objectives of a given state,
with a direct impact on military planning.**

Thus, with the respective evolution of IRTs, Waltz’s work represented
the theoretical framework of neorealism, seeking explanations for the
conflicts of the post—-Cold War scenario from a systemic view. “Any ap-
proach to international politics, so that it is properly called systemic,
must, at least, try to infer some expectations about the behavior of the
State and its interactions, from the knowledge of elements of systemic
level”* For this reason, it is not possible to understand international
politics just by looking at states, which risks limiting understanding of
the scenario to simple descriptions. It would be necessary to constantly
review the variables under study, given the complexity of the interac-
tions, in an endless logical spiral. Any omissions in the study of inter-
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national interactions would lead to a conceptual flaw that could com-
promise the result of the analysis.?

Waltz states that it is necessary to observe the interactions of the
various actors, which can differ from the state structure, modifying
the observed results. The number of variables and the number of pos-
sibilities of interactions exclude a Cartesian analysis based only on
the state apparatus. In this way, the systemic view will show the logic
and the global result of interactions and facts that could remain un-
explained if they were analyzed in isolation. It is possible to under-
stand why a conflict occurs, what to expect from it, how to resolve it,
and, therefore, how to change the individual results.?”

As Hartmann and Giles explained, the use of SRPA as a weapon-
ized platform within reach of the population allowed for the potential
of violence, given the characteristics of these assets.”® In addition, van
Creveld stated that “the rise of the state is inseparable from that of
modern technology”? Therefore, conversely, studying the technical
progress of military equipment will aid in understanding phenomena
that can cause social impacts.

Being at the disposal of various actors—such as the general popu-
lation, regular army, and irregular warfare forces—SRPA and their
use confirm the definitions of Fourth Generation War, with the “re-
turn to a world of cultures, not merely states, in conflict.*° The Fourth
Generation War scenario increases uncertainty since “international
politics can sometimes be considered a realm of accidents and con-
vulsions, with sudden and unpredictable changes” In this context,
the operational risk management process seeks solutions to over-
come such uncertainties, contributing to the success of military op-
erations, whether offensive or defensive.

Therefore, this work studies the modeling of the effects that can be
caused by weaponized SRPA and the proposition of including these
SPRA in the operational tasks and activities of air and space control,
as defined by the Brazilian air force basic doctrine.*

Theoretical Approach

We chose GST to study the effects obtained from the weaponized
use of SRPA. Bertalanffy describes “three main aspects [to GST],
which are not separable in content, but distinguishable in intention™:
systems science, systems technology, and systems philosophy.** The
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first refers to scientific research aimed at understanding scenarios
with several variables that would cause an interdisciplinary conflu-
ence for understanding the elements of the scenarios and their inter-
relationships. In addition, the isomorphism of systems, even of dif-
ferent natures, can facilitate understanding processes. Systems
technology refers to the development of mathematical or computa-
tional tools (or both) that would enable efficient solutions, according
to an epistemology of its own and distinct, for example, from positiv-
ism. Finally, systems philosophy seeks the reformulation of refer-
ences and perceptions, according to the concept of the “system” as a
new scientific paradigm.

Those three axes of the GST theoretical framework enable a scien-
tific approach regarding systems science due to the number of vari-
ables involved in understanding the use of weaponized SRPA in mili-
tary planning. This “requires complicated mathematical techniques
and computers to solve problems that far exceed the capacity of any
individual mathematician”** Kauffman’s NK Model**—initially cre-
ated to study genetic interactions—was used because, as stated by
Bertalanfty, “we often find formally identical or isomorphic laws in
different fields.”*

Finally, systems philosophy intends to improve airpower planners’
situational awareness of the kind of threat that SARP represents. The
point is to discuss the entire tactical balance framework, correctly
understand the risk level, and contemplate using SRPA in all military
planning scenarios. For example, in a system with a deployed air
force base, the risk of a fighter jet being destroyed on the ground by a
SARP must be considered in selecting the airdrome from the begin-
ning of planning.

Thus, we used GST as a theoretical project for the weaponized use of
SRPA, considering the difficulty of understanding, predicting, or con-
trolling its global behavior, even with a reasonable amount of available
data related to military planning enhancement. To reduce the com-
plexity for the purposes of this study, the weaponized use of SRPA can
be understood as a complex adaptive system of three variables: mass of
explosives, type of explosives, and damage/lethality radius.?”

Kauffman’s NK Model was first used from a mathematical algo-
rithm based on simulations and predictions of genetic interactions to
study complex systems. Because the method simulates probabilities
on complex data networks, it can be used in different systems of in-
terest. As Gavetti and Levinthal explain, “the variable N refers to the
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number of distinct attributes in an overall policy choice. For instance,
in a choice of a company business strategy, several decisions must be
made, including decisions about how the product or service is to be
marketed, such as issues of brand name and distribution channels,
and how it is to be produced, such as the degree to which activities
will be done within the firm or outsourced. The variable K refers to
the extent to which the payoft associated with one policy choice de-
pends on other policy choices™ Proving such flexibility, Frenken
used the NK Model to support the study of complexity in innovation
networks in the history of the aeronautical industry: “In the NK
Model, the quality or fitness of an actor in the network is simulated
using random values for the fitness of each actor, and the aggregated
fitness of the network is calculated as the average f of the fitness val-
ues of all actors. The f* complexity of a network is indicated by K,
which refers to the number of dependent relations within a network
and has a minimum possible value of K and a maximum possible
value of K = N-1%

Frenken also pointed out the possibility of using the NK Model
within a production engineering context to analyze the complexity
represented by the interrelationships between different tasks neces-
sary to produce a specific output.”’ In a correlated study, Assis pro-
posed using Kauffman’s NK Model to evaluate the result of interde-
pendencies of variables within a business scenario or project for the
management of multinational organizations, analyzing the interde-
pendence among the head office and its respective subsidiaries.*

To meet the objectives of this work, the NK Model was adapted to
the engagement scenario of weaponized SRPA. The interactions of a
defined quantity of SRPA units will be simulated using the appropriate
algorithm, with different employment profiles, from K=0 to K=N-1.
Next, we carried out comparative simulations related to the employ-
ment profile of one A-29 Super Tucano aircraft as a control group.

It should be noted that, in the case of the employment of a single
A-29, if “the value of K is low and there is little interaction among
policy choices, then the fitness landscape is smooth or highly corre-
lated. With a low value of K, a change in one policy has little impact
on the fitness contribution of other choices.”* For this reason, as Ga-
vetti and Levinthal point out, when there are no interrelationships to
be studied, “to ensure that the results reflect the underlying structure
of the model and not merely particular realizations of a highly sto-
chastic process, the results are based on the average behavior of orga-
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nizations over 100 independent runs of the simulation model. For
each of these runs, a distinct landscape is specified. Each of these
landscapes has the same structure in terms of K and N but is seeded
independently”*

The obtained data allowed us to carry out a comparative analysis
between the use of a variable number of SRPA versus a single A-29.
This comparison aims to verify the hypothesis “of equifinality, that is,
that the same final state can be achieved starting from different initial
conditions and in different ways”*

Standards

The present study adopted the standards described here to delimit
a certain physical characteristic of the analyzed platforms. To obtain
the SRPA parameters, we analyzed the following Brazilian govern-
ment agencies linked to the standardization of the use of RPA: The
FAB’s Department of Air Domain Control (Departamento de Con-
trole do Espaco Aéreo, DECEA) and the Brazilian National Civil
Aviation Agency (Agéncia Nacional de Aviagdo Civil, ANAC).

DECEA is the central structure of the Brazilian Airspace Control
System (Sistema de Controle do Espago Aéreo Brasileiro, SISCEAB),
which, in turn, is integrated with the Brazilian Air and Space Defense
System (Sistema de Defesa Aeroespacial Brasileiro, SISDABRA). This
peculiarity, therefore, optimizes the operational task of air and space
control assigned to the FAB.** The DECEA states that “according to
the International Civil Aviation Organization (ICAO), unmanned
aircraft (UA) . . . are subdivided into three categories: Remotely Pi-
loted Aircraft (RPA), Aero models and Autonomous. The first two
have similar characteristics; they are unmanned and piloted from a
remote pilot station. However, RPA, unlike aero model aircraft, will
be used for non-recreational purposes. ... Unmanned aircraft classi-
fied as autonomous have the characteristic of not allowing human
intervention once the flight has started.”*

Accordingly, “the RPA are classified according to RPAs maximum
takeoff weight (MTW) by ANAC as follows: (1) Class 1: RPA with
maximum takeoff weight greater than 150 kg (330 lbs); (2) Class 2:
RPA with maximum takeoff weight greater than 25 kg (55 lbs) and less
than or equal to 150 kg; and (3) Class 3: RPA with maximum takeoft
weight less than or equal to 25 kg Therefore, for the scope of this
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study, SRPA is defined as a class 3 RPA platforms with MTW less than
or equal to 25 kg.

For A-29 aircraft,”® we used the following data to define the en-
gagement profile: two-seat aircraft; three general purpose aerial
bombs—500 Ibs (MK-82 type); machine guns with 500 cartridges;
altitude pressure at the base track of 2,000 ft; takeoft temperature 21°
C (70° F) International Standard Atmosphere (ISA + 10° C); cruising
altitude of 15,000 ft; the outside temperature at the cruise level -5° C
(23° F); altitude pressure of 500 ft at the objective area; the tempera-
ture at target altitude 29° C (84° F) (ISA + 15° C); 5 minutes over the
target; paved runway with 3,000 m (10,000 ft) length; and absence of
obstacles for takeoff and landing. These conditions define, after
rounding, a range of action of 150 NM, 120 minutes of flight time,
and 500 kg (1,100 1bs) of fuel consumed.

The data produced could be incorporated into operational risk
management in military planning, with the following qualifications,
as stated in the Brazilian joint planning doctrine: “a) the identifica-
tion of threats; b) the assessment of risks arising from hazards; c) the
formulation of risk control measures; d) the assessment of residual
risk; e) the risk decision; f) the implementation of ‘risk control mea-
sures’; and g) supervision of the effectiveness of such measures.”*

From the definition of those initial parameters, we made a pre-
liminary analysis for the composition of this chapter.

Preliminary Analysis

According to Waltz’s neorealistic view,” global stability would in-
crease in bipolarity, tending toward a geopolitical balance. After the
end of the Cold War—which caused the disruption of geopolitical
bipolarity, as Lind discussed—states lost their monopoly of violence.”!
Thus, understanding the weaponization of SRPA as an enhancer of
violence in Fourth Generation Wars demanded a theoretical frame-
work capable of absorbing the large number of variables involved,
leading to the selection of GST.*

Hypothetically, when Actor A uses SRPA against Actor B with the
aim of causing an X effect, we can consider modeling such a scenario.
Initially, within the context presented, Actors A and B may or may
not represent state entities, demonstrating that a systemic analysis
will be required. Subsequently, the magnitude of effect X will imply a
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wide range of possibilities: damage, neutralization, destruction, stra-
tegic paralysis, psychological effects, and so forth. In addition, the
motivations inherent to the use of SRPA were not analyzed because
they exceeded the scope of the present study, although they provide
information on the expected level of performance: civilizational, ter-
ritorial, economic, political, psychosocial, and so on. Finally, the con-
clusions or predictions obtained for analogous situations will guide
the proposals of appropriate courses of action planned to enhance the
effects of SRPA employment, offensive or defensive, typically used in
military war games.”

Due to the existence of many variables, this hypothetical design led
to a chain of interactions that, from a theoretical point of view, is equiv-
alent to the use of a systemic analysis, such as GST,** which led to valu-
able data for risk management in military planning associated with us-
ing SRPA. In addition, we selected the NK Model. Its algorithms, used
in computer simulations, provided the necessary data to outline the
effects produced by the weaponized employment of SRPA.*

We corroborated the hypothesis of equifinality; that is, the same
result can be achieved by different means, as in employing a variable
number of SRPA or air-to-ground engagement of one A-29 aircraft.®
The results showed that platforms built from the weaponization of
SRPA should not be neglected in military planning scenarios, as they
represent a significant threat to risk management.

Within this context, the data may support future studies on the
imposition of order on chaos, answering the four questions raised by
Art and Waltz on means, modes, circumstances, and control of the
use of force (or the threat the use of force) resulting from the SRPA
weaponization process.”” These issues are invariably associated with
operational risk management for military planning.

Conclusion

In attempting to understand the maintenance of peace,”® several
IRTs were created to explain the world scientifically and logically.”
For proper contextualization, the present study demonstrated the na-
ture of the historical progression of wars, going through the four gen-
erations of wars. Considering the Westphalia Treaty as the initial
landmark of the states, the seventeenth and eighteenth centuries ex-
perienced the army’s professionalization, characterizing First Gener-
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ation War.®® Later, from 1789 on, the Industrial Revolution consoli-
dated the technological development observed in the First World
War, which marked the advent of the Second Generation War.®!

The increase of warfare mobility, first seen during World War II,
shaped Third Generation Wars.®> The Cold War ending, although
showing Western dominance,” did not bring theoretically pre-
dicted peace, due to the multiplication of conflicts.** The conse-
quent loss of the state’s monopoly of violence configured the Fourth
Generation War.

Considering that the development of the state cannot be dissoci-
ated from technological development,* the study of technical pro-
gressions, such as the weaponization of SRPA, is valued due to the
optimization of the military planning process. Thus, the analysis of
the weaponized use of SRPA presented several variables, which led to
the selection of GST for constructing the theoretical approach.

In addition, with the NK Model, we proposed computer simula-
tions for collecting data linked to the understanding and dimension-
ing of the effects obtained with the use of a variable number of SRPA,
based on the comparison with the effects data from the engagement
of one A-29 aircraft. The use of this aircraft, selected according to the
concept of close-air support missions, was considered as a control
group for the study.

So, the possibility of obtaining warfare effects within a Fourth
Generation War scenario with actors that may be different from state
entities can be enhanced by using weaponized SRPA.® This was
proven by the corroboration of the hypothesis of equifinality, within
which the same final state can be reached from different possibilities.
At the same time, understanding this fact will contribute to efficient
risk management analysis in military planning, starting from includ-
ing SRPA as a threat in the scenarios to be studied.
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Cyber Defense in the Brazilian Air Force

Overview and Future Perspectives
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Introduction

Cyberspace is a sensitive subject within the Brazilian Air Force (Forga
Aérea Brasileira, FAB),' a military organization in which technology
plays an important role and that uses aircraft, space platforms, and sys-
tems that incorporate cutting-edge technology.* With the creation of the
cyber strategic sector in 2008 by the National Defense Strategy (Estraté-
gia Nacional de Defesa, END), Brazil joined the list of nations that con-
sider cyberspace an environment to be protected, recognizing its mu-
table and volatile characteristics and the potential impact of this
environment on several other sectors of national development.

This first step triggered a sequence of initiatives aimed at creating
institutions, defining doctrines, and preparing and using cyber assets
to provide the necessary security in the cyber environment. The head
of the Institutional Security Office of Brazil (Gabinete de Seguranca
Institucional da Presidéncia da Republica) was responsible for the is-
sue at the political level, addressing concepts such as information se-
curity and cybersecurity. The strategic, operational, and tactical levels
fell under the direct responsibility of the ministry of defense and the
armed forces.’ In addition, END assigned the Brazilian army respon-
sibility for developing cyber defense,* which led to the creation of the

Cyber Defense Command (Comando de Defesa Cibernética, COM-
DCIBER), the central office of the Military Cyber Defense System
(Sistema Militar de Defesa Cibernética, SMDC).’

This study was financed in part by the Coordination for the Improvement of Higher
Education Personnel - Brazil (CAPES) - Finance Code 001.
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However, that does not mean that protecting computing assets and
securing communications is exclusively the Brazilian army’s respon-
sibility. On the contrary, both the Brazilian navy and the Brazilian air
force, which are part of SMDC, are directly involved through their
respective cyber defense offices.®

The strategic characteristics of cyberspace led the Brazilian air force
to establish specific guidelines regarding the development of cyber de-
fense capabilities and the use of cyberspace as an operational domain
for aerospace power. The solution was the establishment of a cyber de-
fense system (Sistema de Defesa Cibernética, SISDCAER) and the cre-
ation of its central office, the Brazilian Air Force Cyber Defense Center
(Centro de Defesa Cibernética da Aeronautica, CDCAER).

With this as background, the main objective of this chapter is to
present an overview of how the FAB’s cyber defense is structured,
especially from a strategic point of view. A survey reviews open
sources to illustrate the importance of the cyber environment for
FAB missions.

This chapter is divided into three parts. The first describes a nor-
mative view about cyber defense, paving the way for strategic and
prospective thinking in this environment. The second part deals spe-
cifically with CDCAER, and the last points to some future perspec-
tives and the intersection between cyber and space power in the con-
text of a multidomain environment.

Normative Aspects of Cyber Defense in Brazil

The END outlines the national defense dimensions of the cyber
sector, also including cyber as basic means in all armed forces and as
a basic element to enable national and military development in Bra-
zil.” Regarding the availability, integrity, confidentiality, and accessi-
bility of critical information infrastructures,® the normative aspects
of cyber defense go hand in hand with information security,” deter-
mining the guidelines used to protect against vulnerabilities as well as
the best practices to follow and their applicability regarding the sin-
gularity of each strategic sector—cyber, nuclear, and space.

Decree no. 5484/2005 approved the first version of the National
Defense Policy (Politica Nacional de Defesa, PND),"° which was fol-
lowed by the END, first published in 2008 and later updated in 2012.
Both documents constitute the first normative aspects of national de-
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fense that give greater coverage at the political and strategic level and
are aimed at the Brazilian armed forces.

According to the END, cyber capabilities were to be employed for
industrial, educational, and military uses. The communication tech-
nologies of all contingents of the armed forces were included as a
priority to ensure their capacity to act in networks and benefit com-
munication between the armed forces and space vehicles. In the cy-
ber sector, an organization was to be created to develop cyber capa-
bilities in the industrial and military fields.

In its 2018 version, END addresses the intersection of the armed
forces and cyber defense. This document also mentions the influence
of the cyber sector in new expressions of power, such as hybrid war,
and its central role as a dissuasive power."!

In accordance with the 2018 version of the PND," the cyber envi-
ronment requires special attention in relation to security and defense
in this virtual space, composed of computational devices connected
(or not) in networks in which digital information—essential to en-
suring the functioning of information management, communica-
tions, and command and control systems (C2)—is exchanged. A sig-
nificant portion of military activities, in particular air and space
forces, depends on these systems.

The Brazilian Air Force Cyber Defense Center

CDCAER comprises two main areas of focus. The first is related to
FAB’s central office of defense and cyber war activities. The second
deals with CDCAERS effective presence in SMDC. CDCAER is re-
sponsible for planning, coordinating, and centralizing protection,
exploitation, and cyberattack actions. In addition, it has the highest
level of cyber situational awareness within the FAB. From a strategic
point of view, CDCAER is responsible for planning and managing
cyber defense training and actions. Other strategic responsibilities of
CDCAER include coordinating FAB’s critical infrastructures and
digital systems security, the study of new cryptographic technologies,
and establishing lines of research for the cyberspace field.

From the operational perspective, CDCAER responsibilities cen-
ter on the orientation and execution of cyberspace protection, explo-
ration, and attack and on the preparation and use of aerospace mili-
tary power. In addition, the CDCAER operates the Network Incident
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Response Center (Centro de Tratamento de Incidentes de Rede,
CTIR-FAB) and supervises the Network Incident Response Teams
(Equipe de Tratamento e Resposta a Incidentes em Redes Computa-
cionais, ETIR), distributed in other air force branches. Finally, from
the administrative point of view, CDCAER is responsible for estab-
lishing and supervising SISDCAER governance, inspecting system
compliance, and coordinating other systems in the FAB."

Additionally, as a branch of SMDC, CDCAER represents the Bra-
zilian air force in issues related to cyber defense and acts at the stra-
tegic level. It collaborates with other SMDC activities through coor-
dination with the central office—in this case, COMDICIBER—and
with cyber intelligence activities for the benefit of SMDC and the
defense intelligence system.'

The next section points out some contexts and future threats that
may represent great challenges for CDCAER duties.

A Look to the Future: Multidomain Dimensions and
Intersection with Space

Battling different types of threats to Brazilian aerospace power, in-
cluding cyberattacks and cyber espionage, requires systematic invest-
ments in science and technology. In this context, the multidomain
dimension—which involves the integration of the aerial, space, and
informational domains'>—can be seen in some products and projects
the FAB recently developed or acquired.

For example, Embraer KC-390, the largest military aircraft built in
the Southern Hemisphere and intended for military transport and
in-flight refueling, has advanced avionics and electronic warfare sys-
tems, such as self-protection system, heads-up display, and direc-
tional infrared countermeasures.'® Therefore, this aircraft constitutes
a true air force vector that aggregates high technology and electronic
and cyber capabilities. In view of such versatility and technological
efficiency, it may become a target for not only industrial espionage
but also cyber espionage.

Six years ago, the FAB signed a contract with Saab, a Swedish com-
pany, to purchase 36 Gripen-NG fighters and the corresponding tech-
nology transfer to produce these new generation aircraft independently
and within Brazil. The so-called FX-2 Project is an ambitious program
to modernize Brazil’s fighter fleet. One of the attention-getting tech-
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nologies of these fighters is the advanced artificial intelligence (AI) that
works autonomously in several areas simultaneously and provides sug-
gestions to the pilot. The AT's suggestions can vary from weapon selec-
tion to maneuvers; further, the AI's “avionics intelligent architecture”
allows old algorithms to be replaced by new ones without reducing the
complete availability of the aircraft."” The fact that the Gripen collects,
stores, and transmits sensitive data—and therefore needs to have its
software updated—reminds us of the famous case of the Stuxnet worm
in Iran’s supervisory control and data acquisition nuclear systems. It
demonstrates how cyber intelligence and the development of cyber
weapons can compromise infrastructure and critical assets, even when
not connected to external networks.

Another example took place in 2017, when the first 100 percent
Brazilian-controlled geostationary satellite was launched to meet
telecommunication demands related to public policies, strategic se-
curity, and national defense needs. It is, therefore, an important spa-
tial asset to guarantee surveillance of Brazil’s vast national territory
and to promote strategic communications in places of difficult access,
such as the Amazon region, through the Ka band. The X band used in
the satellite is aimed at encrypted military and government commu-
nications in addition to transferring georeferenced images. As the
satellite is dual-use, civilian personnel from Telebras (Brazilian tele-
com) and Brazilian military personnel share the space operations
center headquarters in the federal capital.

Because these new space assets (satellites, space stations, constella-
tions, etc.) need cyberspace to communicate with each other and
with Earth, gaps open for cyber threats (such as worms, viruses,
man-in-the-middle, social engineering, etc.). To get an idea about
this cyber-and-space issue, the new US Space Force focuses on how
the satellites can be used against themselves (by software) and against
other nations’ satellites (by hardware).

The weaponization of outer space has been carried out especially by
the world powers. For example, in January 2019, the US Air Force
(USAF) National Air and Space Intelligence Center released an overview
with very realistic and pessimistic views on the strategic use of military
capabilities in space. Also in this report, the USAF emphasized cyber
threats arising from the development of offensive capabilities that can
enable the enemy to take military advantage from space. This would be
possible, for example, using cyberattacks—for instance, worms like Stux-
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net—and techniques—like social engineering—aimed at assets that
could be in any environment, such as space, earth, and air.'®

Managing cyber protection of space assets in Brazil—such as space
platforms, personnel, aircraft, weapons, installations, equipment, and
systems—requires not only investment in cutting-edge science and tech-
nology but also evaluation of public policies related to cyber defense.

Conclusion

To fulfill its constitutional mission, the FAB uses air vectors, equip-
ment, and cutting-edge technologies. Such sensitive technologies
represent a major concern, as they can compromise national defense
if they are not well managed and monitored.

Cyber means are more and more central to achieving state depart-
ment objectives. Thus the use of cyber means has become a new di-
mension to be considered in conflicts. Aware of this new reality, Bra-
zil started to organize and structure to face this new challenge with
the publication of END in 2008. Likewise, the Brazilian air force
started planning and developing cyber defense capabilities to protect
its critical assets and operate in this new domain. The creation of the
CDCAER was proposed to become SISDCAER’s central office and
take charge of planning, coordinating, and centralizing cyber activity.
From the operational point of view, CDCAER will be responsible for
guiding and executing cyber protection, exploitation, and attack; op-
erating the Network Incident Response Center; and supervising
ETIRs distributed across the military organizations.

Looking toward the future, CDCAER must be very well organized,
prepared, equipped, and able to use cyberspace and operate in the
multidomain dimension to protect new aerial and space platforms
against cyberattack, because otherwise, Brazilian aerospace sover-
eignty may be seriously compromised.
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Chapter 3

SIPAM and SIVAM Projects
A Challenge in the Amazon
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Introduction

This chapter analyzes the Amazon Protection System (Sistema In-
tegrado de Protecao da Amazonia, SIPAM) and the Amazon Surveil-
lance System (Sistema de Vigilancia da Amazonia, SIVAM). In the
nearly two decades since their conception and implementation, these
systems maintained Brazil’s sovereignty in its territory and airspace
and in its strategic surroundings, the Amazon Arc. These challenges
will be examined from two perspectives: territorial sovereignty and
airspace sovereignty.

The Amazon region is admittedly one of the richest areas in the
world. As a source of sufficient natural, mineral, and water resources,
the Amazon has the capacity to make Brazil a world economic power-
house; at the same time, it is the geopolitical base for the financial, in-
dustrial, agricultural, commercial, and technological contentiousness
generated by Brazil's emergence among developed countries. The riches
of the Amazon—the water, the mineral resources, the biodiversity, the
natural products, and the people—must stop being just listed as re-
sources to enter the productive chain of the region and the country.'

Freire highlights the problems Brazil faces due to the riches of
the Amazon region, emphasizing that as a country of continental
dimensions, Brazil also has proportional problems, mainly in the
Amazon, which has become the target of the greed of developed
nations due to the grandeur of its natural resources and minerals.?
The Amazon region, with its mineral and natural wealth, can con-
tribute a great deal to the Brazilian national development project.
However, Freire points out that it is important to present the differ-
ences between growth and development. “Growth has quantitative
connotations, while development has qualitative connotations,”
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which are represented by wealth, regional transformations, the evo-
lution of society, and environmental preservation.’?

The factors of growth versus development were the focus of the
conference held in Rio de Janeiro in 1992, which covered environ-
mental problems, illegal mining, and indigenous peoples. The confer-
ence resulted in a concept of sustainable development that made it
necessary to invest in the environmental management of countries
with actions aimed at protecting natural resources, establishing pro-
tection areas, and combating deforestation and desertification
through investment in technologies capable of reinforcing the envi-
ronmental management of countries.*

These were the factors that led the Brazilian government to imple-
ment SIPAM, highlighted in Ministerial Directive No. 003/2002, of
March 4, 2002, which aimed to integrate, evaluate, and disseminate
information for planning and coordination of global government ac-
tions operating in the Amazon, aiming to contribute to the sustain-
able development of the region.’

In Lia Machado’s view, the current world, despite being more dy-
namic, is still full of uncertainties, one of which is the issue of the ter-
ritorial state. This issue has three components, beginning with the in-
stitutional, that is, the form of control of limits and borders within the
scope of institutions. The second would be conjunctural, “the sliding of
frontiers into the national territory, characterized by the multiplica-
tion of special territories, a reference by the author to the demarcation
of indigenous territories; and the third would be the structural aspect,
that is, the use of a legality/illegality statute and the role of political
boundaries in a world economy.®

For Almeida, the issue of sovereignty over the Amazon is a highly
sensitive issue for Brazil. The reorientation of the central axis of de-
fense issues in Brazil in relation to the Amazon demonstrates its im-
portance for national policy, leaving aside old concerns with the
southern border to shift the focus to the security of the Brazilian
north.” Santos points out that SIPAM and SIVAM were born from the
need for the federal government to adopt strategic actions that would
allow the generation of up-to-date knowledge about the Brazilian
Amazon, in addition to systematizing control, inspection, monitor-
ing, surveillance, and protection of the region.®

Emerging from the technical-scientific-informational environ-
ment, SIVAM foresaw the implementation of a surveillance system
based on network technology, satellites, and radars. Santos points out
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that SIVAM was a project designed to strengthen the argument that
international demands for the preservation of the environment and
the demarcation of indigenous lands represented a threat to national
sovereignty, having as a fundamental reason the pressure from West-
ern powers and nongovernmental organizations regarding the pos-
sible devastation of the Amazon rainforest.’

SIVAM has a symbolic dimension besides its commercial value, em-
phasizing technological modernity and the need for a more complex
territorial control, without adopting the assumptions of the classic geo-
political models of territorial perimeter defense through occupation.
Lia Machado explains that STVAM was based on a conception different
from the previous proposal, the Calha Norte Project, almost a classic
militarization model, which had been suspended due to accusations,
external and internal, of militarization of the border.!°

To understand all these interrelationships and how they are con-
nected to SIPAM and SIVAM, the concept of both projects will be
discussed below.

The Conception of SIPAM and SIVAM Projects

The Integrated Amazon Protection System—SIPAM

SIPAM was born from the need to make the state’s presence effec-
tive in the Legal Amazon by a system that would contribute to the
control, inspection, and monitoring of this strategic region for Bra-
zil."' The system was the result of the Explanatory Statement by the
Ministry of Justice, along with the Ministry of Aeronautics (Ministé-
rio da Aerondutica, MAER) and the Secretariat of Strategic Affairs
(Secretaria de Assuntos Estratégicos, SAE), No. 194, of September 21,
1990.”? Fernando Henrique Cardoso, Brazil’s president, included,
among others, the following proposals:

a) To authorize the SSA to formulate and implement a national
coordination system, aiming at the integrated action of gov-
ernmental agencies in the repression of illicit acts and envi-
ronmental protection in the Amazon.

b) Authorize the Ministry of Aeronautics to implement the Am-
azon Surveillance System, integrated to the National Coordi-
nation System to be formulated by the SSA.
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c) From the Explanatory Memorandum, the initial name was
Amazon Surveillance System (SIVAM), an air force system,
but the document also highlights that this system would be
integrated to a national coordination system yet to be de-
signed by the SAE. This system would be SIPAM."

The Deliberative Council of the Amazon Protection System was
created in 1999 with a purpose of establishing guidelines for the co-
ordination and implementation of government actions, in accor-
dance with the integrated national policy for the Legal Amazon." In
2002, by means of Decree 4200, of April 17, the Executive-Secretary
of the Deliberative Council of the Amazon Protection System was
renamed Operational and Management Center of the Amazon Pro-
tection System (Centro Gestgor e Operacional do Sistema de Pro-
tecao da Amazonia, CENSIPAM), whose purpose was to promote the
protection and sustainable development of the Legal Amazon, based
on the integration of information and generation of knowledge about
the Amazon region."”

CENSIPAM, besides its technological infrastructure, consists of
three regional centers based in Manaus, Belem, and Porto Velho and
has established partnerships with the Brazilian Institute of Environ-
ment (Instituto Brasileiro do Meio Ambiente e dos Recursos Naturais
Renovaveis, IBAMA); federal police; Chico Mendes Institute for Bio-
diversity Conservation the Brazilian government environmental
agency, created by law 11.516, of August 28, 2007; National Indian
Foundation (Fundag¢do Nacional do Indio, FUNAI); civil defense;
armed forces; and state and municipal governments.'®

The participation of the armed forces was dictated by a normative
document, Directive of the Ministry of Defense No. 003/2002, of
March 4, 2002,"7 in which the armed forces mission was established:
“To participate in the process of SIPAM activation jointly with the
other instances of the public administration, in order to contribute to
the operationalization of this system, in accordance with the National
Integrated Policy for the Legal Amazon” One of the important as-
pects established in the directive was that the data entry of essential
information and the execution of training for activation of the system
was the responsibility of the Commission for the Coordination of the
Amazon Surveillance System Project (Comissao Coordenadora do
Projeto Sistema de Vigilancia da Amazdnia, CCSIVAM) of the Aero-
nautics Command.*®
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SIVAM preceded SIPAM, since it was already part of the Aeronau-
tics planning for monitoring the national territory. However, the im-
portance of the Amazon Region imposed itself as of 1990, causing the
Brazilian government to set in motion actions that would allow for
monitoring and control of this vast region.

The Amazon Surveillance System—SIVAM

In the 1990s, together with SAE and the Ministry of Justice, the
MAER presented Explanatory Memorandum no. 194 prioritizing the
problems in the Legal Amazon. The Explanatory Memorandum was
approved by President Fernando Henrique Cardoso on September
21, 1990, with the following determination: the Ministry of Aeronau-
tics is responsible for implementing SIVAM and integrating it into
the national coordination system."

Article 3 of the Decree of October 18, 1999, defines SIVAM as part
of SIPAM and highlights that this system “aims at the execution of
works and services, the acquisition of equipment and the allocation
of goods destined to the collection, processing, production and dis-
semination of data on the Amazon, within the scope of SIPAM.*
Therefore, the SIVAM project was born under MAER coordination
and had, among others, the following responsibilities: generate up-
dated knowledge on the Brazilian Amazon, create conditions for the
integration of the government sector bodies in search of solutions to
protect the Amazon, and systematize the control, inspection, moni-
toring, and surveillance of the region.*

To enable the implementation of SIVAM, MAER assigned the
Commission for Implementation of the Airspace Control System
(Comissao de Implantagdo do Sistema de Controle do Espago Aéreo,
CISCEA) the task of elaborating the basic and execution projects for
the implementation of SIVAM. This was because, in the governmen-
tal structure, CISCEA was the only agency with competency and ex-
perience for the installation, in many areas, of cutting-edge technolo-
gies with multidisciplinary nuances. To conduct the project,
CCSIVAM was created, coupled to CISCEA, and conducted by the
same group of people.

Thus, SIVAM was born to be responsible for the collection, pro-
cessing, and distribution of data to users who embraced SIPAM, pro-
viding conditions for a new style of integrated administration in the
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Amazon region, with the support of equipment, software, and per-
sonnel for the collection of data in that area.*

Santos points out that SIVAM is made up of a complex network of
instruments and technological resources, with information being its
basic element and also a data acquisition and information processing
system for government agencies in the Amazon region constituting a
sophisticated integrated telecommunications and control network
covering the entire air and land space of the Amazon.” The concept
of the SIVAM project can be seen in figure 3.1; its initial purpose was
to enable the technical implementation of SIPAM and only after its
conclusion would it become CINDACTA IV. The keyword of both
projects was integration, represented by radars, telecommunications
stations, aircraft, satellites, and meteorological stations, as depicted in
figure 3.1.

SIPAM and SIVAM Concept
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Fusion Information Objectives
Satellite —
. PEm—
sensing / Amazon
= - protection
Meteorologica .
stations —
People
Rad?r - & resources
stations -
Surveillance Social and
airplanes e economic
= sustainable
Data > development
platforms

.. ... DATABANKS |
... CTELECOMMUNICATIONS |
Fig. 3.1. SIPAM and SIVAM concept. (Source: the authors)

To finance this project, Brazil, with the participation of Banco do
Brazil, took out a loan of US $1,022,800 from EximBank. The total cost
of implementing SIVAM was US $1.395 billion, of which US $1.285
billion was allocated to equipment and services and US $110 million to

civil works. Of the total investments, Raytheon, winner of the contract
for the supply of equipment, received US $239.2 million.**
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The contract between CCSIVAM and Raytheon, ATECH Founda-
tion, and Embraer came into effect on July 25, 1997. The executive arm
of CISCEA for the implementation of SIVAM was the ATECH Founda-
tion agency in charge of the receipt of goods and services as well as the
integration of all equipment. Embraer was the national company cho-
sen to supply the aerial surveillance and remote sensing aircraft.

With the inclusion of the air surveillance and early warning aircraft
R 99 (AEWCQ), Brazil became part of the limited group of countries that
had a functioning command-and-control air defense system.

SISDACTA: The Origin of SIVAM

SIVAM was the continuation of the project conceived as part of
airspace control in the 1970s, the Integrated System of Air Defense
and Air Traffic Control (Sistema de Defesa Aérea e Controle de
Trafego Aéreo, SISDACTA), which was the result of a working group
established by the Aeronautics general staff through Ordinance No.
R004, February 6, 1969.* The working group created SISDACTA in
the 1970s in response to the need to integrate means and agencies
that belonged to the other armed forces, such as the navy and army,
as well as the need to manage and rule civil aviation traffic. Another
alternative presented was that SISDACTA would be more economi-
cally viable whether the air traffic management structures and air de-
fense were integrated (see fig. 3.3).”” Therefore, one of the main goals
presented by the working group was to integrate resources, that is, the
operational infrastructure of visualization (radars), communication,
software (air defense and air traffic control), besides the human re-
sources to support and operate the system that was to be managed by
a single agency, the Aeronautics Command.”

To meet the criterion of economic viability, one of the important
aspects of the project was the plan to implement the system by mod-
ules (in stages),” a criterion that established the balance between the
resources necessary for a project of this magnitude compatible with
the country’s financial capacity (see fig. 3.2).% Reflecting the concept
of the working group, Pereira points out that the effective and gradual
implementation of SISDACTA represented a great advance in na-
tional air defense, having enabled the Brazilian Air Force (Forca
Aérea Brasileira, FAB) to carry out two important functions for the
country: the control of Brazilian airspace and air defense in a radar,
telecommunication, and computer-only network that enabled the de-
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sired integration between equipment, functions and human re-
sources, in addition to a considerable cost reduction.?

The country was divided into four air defense and traffic control
regions as figure 3.2 shows. This division was also a result of the studies
of the working group that presented five solutions, but all of them pro-
posed to divide the country into air defense regions, coinciding with
the existing flying information regions in the country.

CINDACTA

Implementation — s ‘

stages

Structure - systemic |:>‘ SISDACTA |

Fig. 3.2. SISDACTA’s Concept. (Source: the authors)

The implementation of the project by stages started with CIN-
DACTA I and finished with CINDACTA IV. As executive bodies of this
system, their areas of responsibility are also shown in figure 3.2. Inte-
grating these systems was necessary not only by the infrastructure re-
quirements (radars, telecommunications, etc.), but also by the opera-
tional factor, that is, the integration between the military part of the
system (air defense) and the civilian part (air traffic management
[ATM]), making it possible to achieve excellence in flight safety.

This concept revolutionized the thinking of the time because all
over the world, air traffic control and aerospace defense systems were
separated. Today, this Brazilian concept is the global standard.

CINDACTA: First Step Toward Integrated Systems

For SISDACTA to be operational and function as designed, it was
necessary to assemble a physical structure to meet the defined crite-
ria, called the Integrated Center for Air Defense and Air Traffic Con-
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trol, (Centro Integrado de Defesa Aérea e Controle de trafego Aéreo,
CINDACTA), which was regulated by Decree No. 73.160, of Novem-
ber 14, 1973. Article 1 established that CINDACTA’s mission was to
monitor and control air circulation as well as to conduct aircraft
whose mission was to maintain the integrity and sovereignty of Bra-
zilian airspace in the area defined as its responsibility.** Thus, CIN-
DACTA had specified, in its regulation, nine competencies that, in
short, aimed at managing, controlling, and coordinating the respon-
sibilities involving air traffic and air defense.”

Later, SISDACTA evolved and was divided into two systems. The
Airspace Control System (Sistema de Controle do Espago Aéreo
Brasileiro, SISCEAB) falls under the Department of Aerospace
Control and is responsible for equipment maintenance and opera-
tion and for the ATM operational function. The Brazilian Aero-
space Defense System (Sistema de Defesa Aeroespacial Brasileiro,
SISDABRA), overseen by Aerospace Operations Command (Co-
mando de Operagdes Aerospaciais, COMAE), is responsible for
military and aerospace defense operations and the airspace policing
mission, with its specific software. The split of the systems is de-
picted in figure 3.3.

Air Defense System and Air Traffic Control

4 \

o

DECEA COMAE

Fig. 3.3. Evolution of SISDACTA. (Source: the authors)

Although the system has evolved and divided into two specific sys-
tems, SISDABRA with aerospace defense and SISCEAB with air
traffic management, both systems remain under the responsibility
of a single agency, since COMAE (aerospace defense) and DECEA
(air traffic control) are bodies belonging to the COMAER’s organi-
zational structure.™
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Challenges and Threats: Present Impositions

In 2021, the Brazilian Minister of Defense expressed his concerns
about the Amazon: “The current geopolitical scenario presents new
challenges, such as environmental issues, cyber threats, food security,
and pandemics.* The National Defense Policy (Politica Nacional de De-
fesa, PND) also highlights this concern by defining Brazil's priority in-
terests as being its strategic environment, which includes South Amer-
ica, the South Atlantic, the countries of the West African coast, and
Antarctica. From the point of view of defense, in addition to the regions
where political and economic powers are concentrated, priority must be
given to the border strip, the Amazon, and the South Atlantic.®

The National Defense Strategy (Estratégia Nacional de Defesa,
END) highlights that the Amazon is an area of geostrategic interest
for Brazil. The protection of biodiversity and mineral and water re-
sources, in addition to the energy potential in the Brazilian territory,
is a priority for the country. The exploitation and socioeconomic de-
velopment of the Amazon—in a sustainable way—will continue to be
vital for national integration, requiring the increase of capacities to
provide security and sovereignty, intensifying the military presence
and the effective action of the state, preventing exogenous entities
from influencing local communities. In this regard, the END clarifies
that dissuasion should be the first strategic posture to be considered
for the defense of national interests in that region.”

The concerns expressed in the PND and END are in line with the
criteria established in the 1990s for the creation of SIPAM and SI-
VAM: concern for the environment, security, and the country’s sov-
ereignty over its territory, especially the Amazon Region. The PND
emphasizes the importance of borders that require attention since
people and goods transit through them, integrating regions and
bringing the country closer to its neighbors. At the same time, illicit
activities (organized crime, large-scale transnational drug trafficking,
and violent civil war between criminals and the police) assume a
transnational nature, requiring constant surveillance, coordinated
action between defense and public security agencies, and close coop-
eration with neighboring countries.” The current conflicts have been
characterized by a significant dissonance between the expectations of
public opinion, the intention at the political level, and the perception
of military leaders.*
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The PND also stresses that, along with the continental and mari-
time dimensions, the aerospace environment is fundamentally im-
portant for national defense. The use of outer space, the control of
Brazilian airspace, and its permanent articulation with that of neigh-
boring countries as well as the continuous development of aerospace
activity are essential to safeguard sovereignty and national interests.*

In this context expressed by the Minister of Defense and in the
PND, Brazil needs to control its territory and borders, demonstrating
the importance of the country having a system that allows it to exer-
cise this control in terms of sovereignty over its territory, borders,
and airspace as well as aspects of environmental control that include
the problems of deforestation and illegal mining, among others—
fundamental criteria for the creation of SIPAM and SIVAM. Illegal
mining, for example, is not only a problem in Brazil but also affects a
European country, France, which is obliged to use its armed forces to
try to control illegal mining in its overseas possession, French Gui-
ana.”’ The French legislature even created a commission of inquiry to
address the matter, whose suggestions were presented through Re-
port No. 4404 published in 2021.*

Regarding surveillance of Brazilian borders in the Amazon, for ex-
ample, control over drug trafficking is currently carried out by CO-
MAE through CINDACTA IV (which, as previously explained, was
SIVAM). This control is carried out daily and in coordination with
federal police to not only prevent the flight of aircraft transporting
drugs but also to lead to the capture of traffickers. News published on
the COMAER portal highlights that, on February 19, 2022, an air-
craft had been detected in the central region of Amazonas without a
flight plan and was on a known route for drug trafficking, being then
subject to airspace policing measures of the Brazilian government.
The news also highlighted that the aircraft made a forced landing in a
sugarcane field near the city of Presidente Figueiredo; an H-60 Black
Hawk helicopter from the FAB landed at the site with a federal police
team that seized the illicit drug load. The report also points out that
the commander of COMAE commented on the success of the joint
operation, highlighting that the action proved not only the opera-
tional readiness of the FAB but also the capabilities of SISDABRA
that allow consistent surveillance 24 hours a day, seven days a week.

This action was part of Operation Ostium to curb illicit acts in
Brazilian airspace, in which the FAB and a public security agency, in
this case the federal police, worked together.* Operation Ostium car-
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ried out 652 interceptions of aircraft in the last three years. This sur-
veillance resulted, in 2021, in the seizure of 1,680 kg (3,700 lbs.) of
drugs, and, in 2022, the action led to the seizure of more than a ton.
Since 2017, the total amounts to 7.2 tons of seized drugs.

Likewise, the FAB acts, through Operation Yanomami, in the con-
trol of illegal mining in indigenous lands, the core of the SIPAM and
SIVAM systems when they were created.* Illegal mining, deforesta-
tion, and drug trafficking are instruments that can be used as weapons
to destabilize nations politically, economically, and militarily, particu-
larly in the strategic Amazonian environment, which—with its insta-
bilities, actors, and threats—is characterized as a multidomain scenario
subject to offensive actions of all types as existing in hybrid warfare.
Hybrid war can be conceptualized as asymmetric conflicts provoked
externally for purposes based on economic interests capable of inter-
rupting transnational projects through ethnic, religious, regional, po-
litical, geographic, and socioeconomic conflicts.*>

As noted previously, the PND and END define the national defense
strategy for the Amazon strategic environment as the strategy of dissua-
sion and for the employment of military power. According to Brazilian
aerospace power scholar Lieutenant Brigadier Murillo Santos, dissuasion
strategy requires attack capability, even if it is a ready-response strategy,
otherwise it becomes a resistance-defensive strategy.*

Dissuasion as a national defense strategy transits in this current
war environment, called multidomain due to the plurality of capa-
bilities that compose the present relations of force and, also, due to
the wide distribution of power in the social environment. The
modern-day battlefield will be multidimensional. It incorporates the
infosphere, enabling anyone—media, governments, individuals—to
harness telecommunications technologies and cyber resources to ex-
tend their reach.”

In South America, modern conflict also bears traces or character-
istics of the region’s underdevelopment, such as low levels of educa-
tional and economic attainment, in addition to assuming the pecu-
liarities of the continent as a producer of cocaine and marijuana. This
is pointed out by the PND when the document highlights that, from
a defense viewpoint, the possibility of armed conflicts in South
America cannot be disregarded, so that Brazil may be motivated to
contribute to the solution of eventual regional disputes or even to
defend its interests.*®
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The existing challenges and threats in the strategic Amazonian
surroundings are issues that should be faced by Brazilian society with
its civilian agencies and military bodies; civil-military cooperation,
through public policies; and interagency operations with the aim of
maintaining the integrity of the national territory against any kind of
transnational illicit activities. The challenges present are the almost
the same as those of the 1970s, when SISDACTA was conceived, and
later when SIPAM and SIVAM where conceived and implemented to
deal with the challenges of the Amazon Region. These systems have
made a great contribution allowing the country to apply its sover-
eignty over its entire territory and air space contributing to the Bra-
zilian strategy of dissuasion.

Conclusion

This research traced SIPAM and SIVAM systems and how they
counter the challenges in Brazil's strategic surroundings. It also dem-
onstrated the enormous current challenges and threats in the strate-
gic Amazonian surroundings, a large area in a multidomain environ-
ment that today could be considered a hybrid war scene.

First, the research highlighted why SIPAM and SIVAM were cre-
ated, having as basic principles surveillance and control over the ter-
ritory and over Brazilian airspace. Among the highlighted problems
that were established as criteria for surveillance and control were de-
forestation, illegal mining, mainly in indigenous lands, and drug traf-
ficking in the Amazon region.

The chapter also demonstrated that the concept of integrating ma-
terial and human resources present in the creation of SISDACTA was
also one of the basic criteria for the creation, in the 1990s, of the SI-
PAM and SIVAM projects. In these two projects, the concept of inte-
gration expands to include the integration of information and opera-
tions with other bodies such as the federal police, IBAMA, and
FUNALIL among other agencies.

Bringing the analysis to the present day, the chapter highlighted
that both the PND and the END also expressed concern with the Am-
azon Region, corroborating the need for the existence of the SIPAM
and SIVAM systems, today called CINDACTA IV, part of SISDABRA,
the system responsible for Brazil's aerospace defense.



40 | SILVA & JASPER

In this update, the survey also showed that interagency coopera-
tion remains, especially with the federal police in terms of airspace
surveillance for the control of aircraft transporting drugs in the Ama-
zon region, in addition to FAB cooperation in combating illegal min-
ing activities on indigenous lands through Operation Yanomami.

The research also sought to highlight the importance of creating
SIPAM and SIVAM to contribute to the dissuasion strategy advo-
cated by the PND and END within the principles of protecting na-
tional territory, mainly the Amazon, as well as integrating public
policies in the sense of enabling the sustainable development of this
important region of Brazil.

This research is expected to contribute to other academic works
that deal with these important and exciting themes that involve the
Amazon region.
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Chapter 4

Brazilian Air Traffic Flow Management

An Integration Link in South America

Eduardo Sol Oliveira da Silva
Joaquim Lobo Junior

Introduction

The air transport sector plays an important role in Brazil’s eco-
nomic activity and remains one of the fastest developing sectors in
the world economy. In all regions of the globe, states depend on the
aviation industry to stimulate economic growth and provide support
for essential services to communities, especially the ones in inhospi-
table and remote regions—as with the indigenous tribes of the Ama-
zon. In this context, civil aviation, by itself, can be seen as a signifi-
cant contributing factor to the economic vitality of nations as well as
to global economic vitality.'

One of the keys to protecting this economic vitality is the mainte-
nance of a safe, efficient, and environmentally sustainable air naviga-
tion system available worldwide, nationally, and regionally. That re-
quires implementing an air traffic management system that allows
the maximum use of enhanced technical features. Thus, it is neces-
sary that countries are developed in terms of aerospace structure, so
that the well-being of their national bases, which involves issues
ranging from the economy to air defense structure, is ensured.

In many places, demand often exceeds the system’s available ca-
pacity to accommodate air traffic, resulting in negative, impacting
consequences, not only for the aviation industry, but also for global
economic health, hence the need to establish a balance between the
demands and the capacity of airspace in these states. That is where air
traffic flow management (ATFM) comes in.

Air traffic management (ATM) has become crucial for the various
regions of the International Civil Aviation Organization (ICAO), in-
cluding the South American Region. However, the economic and po-
litical characteristics of each nation and the possibility of investments
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in ATM are of paramount importance. So is interstate cooperation.
How has Brazil helped, supported, or fostered the development and
integration of air navigation service providers (ANSP) in South
America through the ATFM system?

Background

In September 2003, at the ICAO’s eleventh air navigation conference,
member states supported and approved the new Caribbean/South
American Air Traffic Flow Management Concept of Operation. This
document encouraged the implementation of a service management
system that would allow the development of a continuous regional air-
space through the application of a series of ATM functions.’?

In accordance with ICAO’s guiding principles regarding the facili-
tation of interregional harmonization, regional plans for the imple-
mentation of communication, navigation, surveillance (CNS) and
ATM systems in the regions must be prepared according to the gen-
eral profiles defined in the 2016-2030 Global Air Navigation Plan.*
After careful analysis, the guiding principles of this global plan were
adopted by the CAR/SAM Regional Planning and Implementation
Group (Grupo Regional de Planificacion e Implementacion del Ca-
ribe y América del Sur, GREPECAS), which incorporated the charac-
teristics inherent to the Caribbean and South American regions
(hereafter CAR/SAM), using as a foundation the definitions of ho-
mogeneous areas and main traffic flows. Homogeneous areas are air
spaces with ATM requirements and similar degrees of complexity,
while the main air traffic flows are air spaces in which there is a sig-
nificant amount of air traffic demand.’

Considering the flow characteristic of the region in question,
GREPECAS considered that the early implementation of ATFM would
guarantee an optimum flow of air traffic in relation to or through some
areas during periods when demand exceeds or is about to exceed avail-
able capacity of the air traffic control (ATC) system. Therefore, an
ATFM system should reduce aircraft delays, both in flight and on the
ground, and avoid overloading the system. The ATFM system will as-
sist ATC in meeting its objectives and achieving more effective use of
airspace and airport capacity. ATFM must also ensure that the safety of
air operations is not compromised if critical levels of air traffic conges-
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tion occur and, at the same time, ensure that air traffic is effectively
managed without applying unnecessary flow restrictions.®

The documents dealing with the concept of CAR/SAM air traffic
flow management operations aim to describe a high level of service to
be provided in these regions within a specific time horizon. They de-
scribe the status of the flow and what will be the future situation pro-
gressively achieved through a series of specific changes.

The operational concept described here reflects the expected order
of events that may occur and should help and guide planners in the
gradual design and development of the ATFM system, to provide
safety and efficiency, in addition to ensuring an ideal air traffic flow to
certain areas during periods when demand exceeds or is expected to
exceed the available capacity of the ATC system.”

Brazilian Airspace and its Importance
in South America

Brazil has continental scope. When it comes to air space jurisdic-
tion, its dimension becomes even greater: there are 22 million square
kilometers (8.5 million square miles) of continental and oceanic area.
The extent of Brazilian airspace stands out compared to the areas of
other South American countries. Its area, both territorial and spatial,
is significant. Brazil also has the largest airport in South America,
which is in the largest metropolis of the region—Sao Paulo.® This
leads to the conclusion that Brazilian aviation affects the air move-
ments of the entire region and, therefore, that Brazil plays an impor-
tant role when it comes to aviation in the region. It is possible to infer
that the development of national aviation benefits Brazil and its
neighboring countries.

Because of this dimension and the growing demand, the Air Navi-
gation Management Center (Centro de Gerenciamento da Navega-
¢ao Aérea, CGNA), which was created in August 2005 by ordinance
1003/GC3, was activated in 2007 to manage national air flow de-
mands. As a military organization subordinated to the Brazilian Air-
space Control Department (Departamento de Controle do Espago
Aéreo, DECEA), CGNA aims to “allow, based on flight intentions, the
harmonization of air traffic flow management, air space, and other
activities related to air navigation, providing the operational manage-
ment of actions processes of air traffic management (ATM) and re-
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lated infrastructure processes, aiming at the sufficiency and quality of
services provided under the Brazilian Airspace Control System.™

Thus, the development of Brazilian ATFM structures and aeronau-
tical infrastructure represents a contribution to the development of
South American aviation itself. Academic and aeronautical commu-
nities recognize this dimension of aviation development, as the ex-
cerpt below expresses (specifically referring to radar coverage over
the entire Brazilian territory):

In South America, Brazil . . . has this network of complete cov-
erage of radar signals to support air navigation. Such techno-
logical advancement provides the Brazilian economy with an
agile and safe means of transport. However, to be this way, it
needs a considerable range of resources, both in its implemen-
tation and maintenance, as well as in its perennial need for up-
dating. And if the number of commercial flights is increasing at
high rates, as mentioned before, this entire infrastructure must
keep pace with this growth, in order to continue providing the
security and economy inherent in fast and reliable transport.'

According to the ATFM operational concept for the CAR/SAM
regions,'' Brazil accounted for 45 percent of the total movements at
airports in the entire SAM region between 2002 and 2005. Projec-
tions made in 2013 anticipated that, after implementing ATFM from
2019 to 2021, Brazil would emerge as the largest industrial and eco-
nomic power within the SAM region, with a probable increase in air
traffic by 2030. Despite modest forecasts in relation to the increase of
air traffic for the region, Brazil and Mexico still represent the most
important domestic markets. Increased personal incomes and low-
cost carriers (LCC) will drive future increases in traffic. The fore-
casted annual traffic growth is 5.9 percent by 2030 for the SAM re-
gion. For the entire CAR/SAM region, the forecasted growth is 74
percent in passenger transport.”> These expectations confirm the
propositions in previous chapters regarding Brazil's prominence in
the South American continent’s air traffic flow.

In summary, the increase in air traffic in Brazil impacts the flow in
the region, and the increase of flow in South America impacts the air
traffic flow in Brazil—especially when considering most flights des-
tined for neighboring countries (originating mainly from Europe and
Central Africa) pass through Brazilian airspace. The integration of
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ANS providers of each country in South America is understandably
mandatory for safe, orderly, and fast flow management.

The Caribbean and South American Monitoring Agency (CARS-
AMMA) is part of ICAO and monitors aircraft flight level mainte-
nance performance, as part of a program for implementing the re-
duced vertical separation minimum." To derive quantitative data on
the impact of Brazilian airspace on the SAM region, CARSAMMA
carried out a survey of overflight time data for the entire region. First,
it analyzed the recorded flyover time from two consecutive years,
2016 and 2017, in each country. Next, it compared the overflight time
of aircraft across the entire regional airspace, including Brazil. The
analysis showed the average time of flight in Brazilian airspace and in
the airspace of South America as a whole."

Of the total flight times in South America, most took place within
Brazilian territory. The total flight time in hours across the SAM re-
gion as a whole was 9 million hours. In South America, except Brazil,
the total was 4.6 million hours, and in Brazil itself, the total was 4.5
million hours. Therefore, the proportion of total Brazilian flights in
relation to all the flights in South America is 49 percent. In other
words, half of all time flown in the SAM region is within Brazilian
territory only. This study reveals the importance of Brazil in the SAM
region and its significant impact on regional aviation.'

This data survey carried out by CARSAMMA concluded that flight
time in Brazil is equivalent to 82 percent of the time when compared
with flight time in other countries added together.

Brazilian Support for South American ATFM

It is not by chance that Brazil, through the Air Force Command,
began a national development program for air traffic management
technology. CGNA's creation in 2005 was one consequence of this
evolution. Such evolution spurred development of the national aero-
space equipment industry, with companies such as ATECH of Em-
braer group, which helped develop the Brazilian traffic management
and control system, and Saipher, a Brazilian company specializing in
the development and commercialization of software and solutions
for ATC and ATM.'¢

Given these geopolitical assumptions of integration and in view of
the various meetings with neighboring countries at the South Ameri-
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can Implementation Group (SAMIG) as well as the demands arising
from the ICAO guidelines for the SAM region—and with the preroga-
tive of establishing an integration link and mutual aid for the develop-
ment of ATFM in South America—the Air Force Command initiated
the Tyr project through DECEA. The objective is to establish support
to South American states to develop ATM activities. Tyr’s main scope
is to help promote ATC technical training in the region and cooperate
with activities related to the security and efficiency of airspace control,
such as restructuring, ATFM, and inspection in flight, among others.
This project became an enterprise within the SIRIUS program, a pro-
gram that aims to develop the national ATM system."”

The Tyr project has brought benefits to air circulation in the re-
gion, in addition to sharing with partner countries the systems that
assist Brazil in the full implementation of ATC, ATFM, air space
management, and more. As part of the training support, since 2015
CGNA has offered ATFM-related courses for countries in the SAM
region, covering ATC capabilities, track capacity, flow management
measures, and other ATFM concept resources.'®

The purpose of these training courses is to provide students with
technical knowledge of concepts related to the ATFM service, which
is essential for the provision of the service with a focus on collabora-
tive decision making (CDM). This process aims to improve the per-
formance of the ATM system by harmonizing objectives and needs.
As mentioned, Brazil trains ANS providers in the SAM region who
are interested in implementing or improving the ATFM service in
their respective states and seeks procedure and process harmoniza-
tion with other countries in the region.

Between 2015 and 2018, CGNA had the opportunity to exchange
knowledge about ATFM in the SAM region, offering training courses
for operators to some South American countries, such as Argentina
and Paraguay. In 2021, Brazil, along with other countries, proposed a
joint effort to promote ATFM by activating or improving their re-
spective ATFM cells. This would make it possible to increase the
number of air traffic flow management positions (FMP) in the region
and thus ensure greater integration between countries and the ex-
change of information between them, contributing to the growth of
ATFM in South America as a whole.

In addition to the concepts to be taught at these meetings, Brazil
offers a module about its flow management tool, the Integrated Air
Movement and Management System (Sistema Integrado de Gerenci-
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amento de Movimento Aéreo, SIGMA), which currently has a course
with a web-based platform. In this system module, FMPs gain access
to the movements included in the database. Users can see flight data
originating in Brazilian airspace to the different airspaces and in the
opposite direction. In addition, traffic originating outside Brazil but
that does fly over some sectors of Brazilian airspace is also displayed
and is thus available for air demand graphs and promoting safe, fast
flow management, orderly and regionally harmonized, and interop-
erable, as recommended by ICAO.

With greater participation and integration of all FMPs in the region,
air movements can be complemented by the respective demands pre-
sented by adjacent FMP cells. It will be possible to measure the expected
demand of the airspaces of interest, evaluate the possible measures that
will be applied, and coordinate their application time in a collaborative
decision process that tends to grow and improve naturally.

It is important to clarify the need to analyze the capacities of each
aerodrome of interest and airspace. Such research is crucial for the
concept. Brazil has offered to train operators in the interested states
and monitor their airspace capacities at the appropriate time.

Brazil’s Support to South American Countries

On April 18,2017, the technical cooperation agreement was signed
between DECEA, the Argentine National Air Navigation Company,
the National Directorate of Civil Aeronautics of Paraguay, and the
National Directorate of Aviation Civil and Aeronautics Infrastruc-
ture of Uruguay."” This agreement develops collaboration and inte-
gration between the countries of the southern cone of the SAM re-
gion through the exchange of information; promotion of ATM
technologies; consultancy; and specialized advice, teaching, and re-
search. The agreement was one of the first actions taken by Brazil, via
the Aeronautics Command through DECEA, to provide support to
countries in the SAM region. In this way, Brazil reaches consonance
with ICAO recommendations regarding cooperation efforts between
countries for the development of air navigation.

Integration Agreement with Paraguay

On May 21, 2002, Brazil's president enacted Decree 4240, which
deals with the “Mutual Cooperation Agreement between the Govern-
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ment of the Federative Republic of Brazil and the Government of the
Republic of Paraguay to Combat the Traffic of Aircraft Involved in Ille-
gal Transnational Activities, signed in Brasilia, on February 10, 2000.”%°

The document details the mutual commitment between these
countries that celebrates the use of the two characteristics present in
the Air Force Command, namely the air force and aeronautics, to
curb illicit traffic between states, especially drug trafficking. The
agreement expands the margins of cooperation between the coun-
tries and their effectiveness and established the following activities by
both signatory governments: (1) exchange of information to achieve
the objectives of this agreement, (2) specialized technical or opera-
tional training, (3) provision of equipment or human resources to be
employed in specific programs in the mentioned area, and (4) mutual
technical assistance. In the agreement, the Brazilian government des-
ignated the Brazilian air force’s general staff as coordinator for exe-
cuting the agreement. The Brazilian and Paraguayan air forces over-
saw establishing the work program.!

In August 2018, DECEA held its first meeting on the agreement
and presented plans to develop the ATM system of Paraguay through
Brazilian support.?* The plans included the following:

a. the advisory for the implementation of an airfields and
ground aids (AGA, aer6dromos e auxilios terrestres) portal

b. assistance for the implementation of the drone/RPA portal

c. exchange of air traffic surveillance data between Brazil and
Paraguay

d. Dbasic courses on air traffic services (ATS) surveillance and tech-
niques of ATS surveillance services in route and terminal areas

e. Team Resource Management course
f.  Operational Safety Risk Management course

g. Operational Safety Management System (Sistema de Geren-
ciamento de Seguran¢a Operacional, SGSO) course and or-
ganizations and entities providing the ANS

h. Track System Capacity course
i. ATC Sector Capacity course (air traffic control)

j. theoretical procedures for air navigation/operations courses
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Brazil also will assist Paraguay in implementing the Guarani Inter-
national Airport approach control (and possibly help implement
SIGMA). All the equipment would be developed by Brazilian aero-
space industries.*

In October 2018, DECEA sent a team of air traffic controllers to
teach a practical instruction training course and instructor prepara-
tion internship for 22 students from the Asuncién Control Tower,
Approach; the Asuncion Area Control Center (integrated); and Gua-
rani Approach Control in addition to members of the administrative
and electrical engineering sector of Paraguay. At the same time, DE-
CEA started implementing the X-4000 platform, a console and radar
synthesis system for the improvement of air traffic control in the
country and, consequently, to strengthen the ATM system. This also
helped reinforce cooperation and integration between countries in
matters of defense based on common interests among participating
states and noting the benefits and advantages arising from such part-
nerships between the forces.”*

As part of this understanding, DECEA supported the implementa-
tion of the Guarani Approach Control (APP), which began, in April
20109, to operate the radar control of its terminal. That will contribute
to the surveillance and security of operations in the Foz do Iguagu
region. The words of the then-general director of DECEA, Lieuten-
ant Brigadier Jeferson Domingues de Freitas, express the main objec-
tive of these actions:

Congratulations to all who promoted this work, as well as to our
Paraguayan companions, who will receive instruction and
training, which will allow the implementation of the APP Gua-
rani and integrate, in the very near future, the CGNA, with an
air traffic flow management cell in Asuncion. This week we took
a very important step to ensure safer, smoother, and more effi-
cient flights for passengers from Brazil and Paraguay. DECEA—
through CISCEA, CINDACTA [Centro Integrado de Defesa
Aérea e Controle de trafego Aéreo (Integrated center of Air De-
fense and Air Traffic Control)] II and DTCEA-FI [Destaca-
mento de Controle do Espaco Aéreo (Unit of Air Traffic Con-
trol)], together with Paraguayan companions—took a very
important step toward a more integrated future between the
two countries.”
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Lieutenant Brigadier Domingues points to regional integration
that establishes an ATFM system that covers Paraguay, among other
countries, bringing benefits to the entire SAM region.

In December of the same year, Brazil supported Paraguay through
theoretical and practical instruction to civil and military air traffic con-
trollers. Representatives from the control towers, approach control, and
operational human resources areas received technical training. Such ac-
tions encourage and enable the development of a consistent, safe, and
orderly air traffic flow management between Brazil and Paraguay.*

Integration Agreement with Argentina

The Performance Based Navigation Argentina project was created
in 2016 on the same assumption of integration and cooperation with
friendly nations, envisaging the engagement of Brazilian experts from
the Aeronautical Cartography Institute to support the restructuring of
airspace procedures that encompass Ministro Pistarini International
Airport (Ezeiza), Aeroparque Jorge Newbery, and El Palomar airport,
all serving the Buenos Aires province. This is one of the regions with
the highest air traffic flow in South America. Brazilian specialists would
use the computational tools acquired by the Argentine Air Navigation
Company (Empresa Argentina de Navegacion Aérea, EANA), such as
Flight Procedure Design and Airspace Management (FPDAM) and
Global Mapper, to carry out the task of preparing instrument flight
procedure (IFP) charts for various airports in Argentine territory, in
addition to training technicians from that country.”

In January 2017, DECEA brought in CGNA to support EANA in
the development of an ATFM cell in the Ezeiza Area Control Center.
Considering the fundamental principle of ATFM and the balance be-
tween available capacity and air traffic demand, CGNA established
the following objectives: to create the operational concept of the Ar-
gentine ATFM,; to teach the capacity calculation course for airspace
sectors; and to analyze and calculate the capacity of the ATC sector at
ACC Ezeiza, North Sector, Control Area (CTA) North, South Sector,
CTA South, and Terminal Control Area Baires to carry out the initial
analysis of capacity and demand in Argentine airspace. All of this was
endorsed in a report from the Center for Studies on Air Navigation
(Comissao de Estudos Relativos a Navegacdo Aérea Internacional,
CERNAI) in July 2018.%® Brazilian representatives taught ATFM tech-
nical courses using the methodology adopted in Brazil, which was
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focused on the following specific objectives: identify the normative
basis of the ATC sector capacity study; understand the ATC sector
capacity study; demonstrate the factors that contribute to imbalance
in the ATC sectors; apply statistical concepts in analyzing ATC sector
capacity; and justify the relationship between the ATC sector capac-
ity measurement and operational safety for the ATC body. It was di-
vided into practical and evaluation phases.”

To begin analyzing Argentine airspace capacity, information (details
such as average time of controller-pilot communication, time spent
within a specific portion of Argentine airspace, average time of coordi-
nation, and so on) was collected in loco, following the methodology ad-
opted in Brazil, in the airspace of ACC Ezeiza and Ezeiza and Aeroparque
airports. At the end, the Brazilian and Argentine teams met to present
the results of the capacity measurement, in a CDM process.”

To formulate the Argentine ATFM operational concept, Brazilian
representatives, with the support of CGNA specialists, worked with
representatives of the Argentine ATM system to carry out the initial
survey, analyze the specifics of the airspace, and begin planning
ATFM implementation in the country. They drew from ICAO prin-
ciples and recommendations (Global Air Navigation Plan, Global
ATM Operational Concept, Collaborative ATFM, ATFM Opera-
tional Concept for SAM Region, among others) as well as from Bra-
zilian ATFM experience and the performance of DECEA and CGNA
since 2007.*!

This activity was divided into three phases; the first was the formu-
lation of an ATFM concept of operations. In the second phase, Ar-
gentinian ATC representatives would take a tactical ATEM course in
Brazil. The third phase was the actual implementation of the Argen-
tine ATFM, which took place in May 2018 with the first activation of
a Flow Management Unit (FMU) in Argentina under the coordina-
tion of Brazil.

Most recently, in December 2018, Brazil signed a search and res-
cue knowledge-transfer agreement with Argentina for the area.

Agreement with Bolivia

In December 2018, the Brazilian Aeronautical Technical Mission
in Bolivia (Missdo Técnica Aerondutica Brasileira [MTAB]-Bolivia)
was established to provide administrative, technical, and operational
support for the integration of air navigation services to the countries
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of South America, to support Bolivia's Comando de Seguridad y De-
fensa del Espacio Aéreo (COSDEA) in matters related to air defense
and air traffic control systems.*

Their objective was to share their lessons learned to help Bolivia’s
ATFM development. Many training courses in different areas have
already occurred, as have the low-cost radar simulator and several
operational training courses about air traffic control.

Brazil’s participation in Bolivia’s airspace management process con-
firms the importance of cooperation and integration among the coun-
tries of South America. Brazil is one of the main links within this con-
text for the SAM region, and its contributions directly influence the
development of aviation in the area, providing airspace in the southern
cone and making it more homogeneous and interoperable.

Conclusion

This chapter sought to highlight the important role of Brazil within
the context of South American ATFM integration to answer the fol-
lowing question: how has Brazil helped, supported, or fostered the
development and integration of air traffic navigation service provid-
ers in South America? The airspace control system and the aerospace
defense system perform both control and defense for SAM airspace.
DECEA developed the Air Navigation Management Center, directly
responsible for managing Brazilian air traffic flow and supporting the
airflow management of some countries in South America. This was
one of the most significant airspace infrastructure developments that
allowed, consequently, the development of civil aviation.

The peaceful and proactive relationships with neighboring na-
tions, guidance and statutes in Brazilian law from the federal consti-
tution to the National Defense Plan, and DECEA support policy and
continental ATM integration make Brazil an important player in the
region’s aeronautical community.
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Part 2

Aerospace Power and Contemporary Issues






Introduction to Part 2

Part 2 of this book covers contemporary issues related to Brazil's
aerospace power arm as it intersects with national policies and mili-
tary doctrine, international humanitarian law and operations (and
the attendant interoperability concerns), and geopolitics writ large.

Brazil has been a partner nation in missions worldwide, for example
with the United Nations Stabilization Mission in Haiti (Mission des
Nations Unies pour la stabilisation en Haiti, MINUSTAH), requiring
consideration of its laws and procedures as Brazilian armed forces op-
erate on an international scale. We examine this from a point of view
not exhaustively explored in other studies: the cultural intelligence ap-
proach. Geopolitics is also observed from the aerospace point of view,
reinforcing the idea of integration between the air and space domains,
with a new national approach of an aerospace geopolitics.

These issues reveal the phenomenon of the modernization of war-
fare in the Brazilian context. This implied the establishment of strate-
gic sectors of national defense, focused on the expansion of nuclear,
cybernetic, and space capabilities. The use of these new mechanisms
in Brazil must comply with international humanitarian law (IHL). In
this context, IHL application in issues considered strategic for Brazil-
ian national defense is a central current issue that should be discussed
given Brazil’s participation in the UN Security Council and in several
peace operations. Even internally, national defense documents main-
tain the pillars of the Brazilian traditional vision, contrary to the war
of conquest, which defends peace in the resolution of conflicts and
international cooperation as an instrument to achieve these objec-
tives, as well as respect for IHL in military operations.

In the case of peace operations, humanitarian support and security
activities seem to be related to global stability, and aerospace power can
be considered an essential element in the development of UN peace
and security activities. Brazil's aerospace power adopts a professional
and rigid attitude to make humanitarian aviation a reality, as current
operating conditions are close to the ones observed in peace opera-
tions. Doctrinal precepts and legal documents reinforce the demand
for the capacity to act in the international arena, with an objective to
contribute to world peace and to the fulfillment of international com-
mitments. There is even a joint center that carries out doctrinal train-
ing to prepare military personnel to act in the peace operations envi-
ronment. Consequently, the condition of operational readiness is
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established, which mutually favors the cooperative character of the
country’s international relations and the exploitation of the dissuasion
principle through the projection capacity of aerospace power.

There must be a consensus among the armed forces on the question of
interoperability for capabilities like these to be effective. This is a current
issue, especially when discussing the reduction of the military budget.
But this is not the only possible approach to the jointness problem. One
aspect that has been little studied, especially in Brazil, is the human factor
in this equation. There are increasing discussions about leadership, com-
munication, and interpersonal relationships, which aim to reach hearts
and minds by building on the concept of interoperability. It is relevant to
consider the importance of the cultural intelligence approach in the cur-
rent context of stimulating joint operations in Brazil. Both organizational
and doctrinal cultural peculiarities bring the possibility of improving in-
teroperability. The current scenarios of joint employment demand flexi-
bility and versatility, deepening the discussion of the importance of con-
templating—besides the doctrinal component—the human and cultural
components in joint operations. It is a matter of making the joint process
more effective, operating in the field of human resources to achieve the
maximum possible synergic effect.

Dealing with issues such as human resources is of fundamental im-
portance to aerospace power. Although technology is a fundamental
component in this area, it is effectively the people who drive systems
and equipment, and there are several military and political figures who
reinforce the priority given to the human factor in conflicts. At a global
level, the SARS-COv-2 pandemic provoked a reorganization of inter-
national geopolitics to the extent that its impact on the human factor
was resounding. It affected economic, cultural, political, social, and la-
bor relations (employer and worker) as well as the ways of performing
tasks, intensifying remote work. For this reason and in line with the
demand for analysis under a cultural focus, a scientific dialogue be-
tween geopolitics, culture, and the impacts on aerospace power, espe-
cially on the issue of cyberspace, becomes necessary. In fact, all these
areas of knowledge are included in three major epistemological flows,
which will result in the reconfiguration of the postpandemic world,
whose projection points to an intense dispute for technological innova-
tion in cyberspace. Therefore, it is urgent to investigate the role of aero-
space power considering current geopolitical tensions.

Aerospace geopolitics is related to both science and aerospace
power. The scientific relation covers a wide spectrum of phenomena
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in economics (e.g., air market regulation or asteroid resources ex-
ploration), politics (e.g., weaponization of outer space), and culture
(e.g., ideological discourse around space programs). In this new en-
vironment they have become decisive for mankind and for shaping
power relations, defining territories, creating legal frameworks,
making sovereignty claims, and settling disputes that go beyond the
classical approach of geopolitics on the surface. This new geograph-
ical dimension to the study of geopolitics is about revealing an
aerospace environment, defined as a geographic domain formed by
the combination of airspace and outer space, in which geopolitical
relations are established. Geopolitical analysis in this physical do-
main points to evidence in the fields of geographic epistemology,
with political, economic, technological, and ideological variables.
Aerospace power is reflected in these geopolitics, emphasizing its
military nature, the possibility of exploiting natural resources, the
growing importance of air transport, access to new communication
and information technologies, economic development generated by
the aerospace industry, the presence of ideologies, and even the
possibility of man making better use of the atmosphere and explor-
ing, or inhabiting, celestial bodies. Thus, the aerospace environ-
ment is a new domain for geopolitical science and a stage for na-
tional defense and development strategies, reinforcing the relevant
role of aerospace power for society.

Again, it is reaffirmed that the concept of aerospace power in Brazil
has a comprehensive and multidimensional view. The chapters in part
2 highlight current themes of this concept. First, the emphasis that Bra-
zil—in particular the Brazilian air force—has placed on participating
in United Nations humanitarian operations; to this end, adherence to
the principles of IHL has been a basic condition for Brazilian action.
Secondly, aerospace power is seen as a major component that com-
bines forces of various natures and, therefore, demands coherent inter-
pretations of the idea of jointness and interoperability, including the
cultural aspect, which values the human factor. Finally, there is the in-
terpretative bias of geopolitics as a science that is intrinsically related to
aerospace power, in the form of either reinterpretation of the society of
postpandemic international relations or constitution of an environ-
ment or geographic domain in which phenomena are established, such
as, but not limited by, classical geopolitics, a geopolitics of aerospace
power, or an aerospace geopolitics. In this sense, the peculiarity of Bra-
zilian aerospace strategic thinking is again observed.
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Introduction

“All is fair in love and war” This is a widespread popular saying to
justify situations in which there are simply no rules. However, any
student of the art of war knows that at least half of this sentence in-
curs a crass error: in war, indeed, there are rules.

Starting from the idea that states will always be subject to the
threat of conflicts, it was understood that allowing total freedom of
action in war would be disadvantageous even for the winners, since
the effects of a given event could overcome the gains obtained on
battlefields. In this context, states decided to create codes of conduct
to minimize the side effects of the struggle so that only the combat-
ants were affected and only military objectives were attacked. Over
time, such writings became codified and adopted as part of interna-
tional humanitarian law (IHL).

Obviously, Brazil was not immune to such events: it was both in-
fluenced by and influenced these changes. Despite its scarce partici-
pation in wars, its role as a diplomatic agent in the international field,
both in the creation of the United Nations (UN) and in supporting
UN peacekeeping operations, spurred internal debate about IHL,
thus influencing even the preparation and the employment of Brazil-
ian armed forces.

The Brazilian government’s point of view in relation to the mod-
ernization of war necessitates strategic sectors for national defense
focused on the expansion of nuclear, cyber, and space capabilities.
However, the use of these capabilities must take place in line with the
international legal system, IHL in particular. This chapter discusses
the application of IHL in issues considered strategic for Brazil’s na-
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tional defense. A literature review identifies the main points of ten-
sion and elements for debate. The chapter is divided into three sec-
tions: the first is an introduction to IHL; the second deals with the
interrelationships between diplomacy, defense, and international law
from a Brazilian perspective; and the third is about the application of
IHL in national strategic sectors.

The Development of International Humanitarian Law

Since ancient times, relations between human social groups (from
rudimentary tribes to nations) have been marked by violence. How-
ever, evidence shows that war, although brutal, always involved some
kind of legal limitation for conduct considered beyond the pale
among belligerents.! Nations began to craft laws over time, and those
laws formed a collection now referred to as public international law,
an important instrument to ensure the sovereignty of states and in-
duce certain standards of conduct. Legal restrictions in conducting
hostilities developed in response to the continuous strategic and
technological innovations that elevated the destructive character of
war, either by causing unnecessary suffering to combatants or by tar-
geting defenseless people. These standards became increasingly rec-
ognized by nations, especially by signing international treaties (bilat-
eral or multilateral), which have proliferated in the last two centuries.

Nineteenth-century conflicts yielded significant experiences that
led to the application of international law. In 1859, during a business
trip, Swiss businessman Henri Dunant witnessed the Battle of Solf-
erino, involving French, Sardinian-Piedmontese, and Austrian
troops. In a single day, about 40,000 soldiers were injured or died,
mainly due to the lack of medical aid on the battlefield. Shocked, Du-
nant wrote a book reporting his testimony (A Memory of Solferino)
and began to spread the need for regulation of war throughout Eu-
rope. In the same year, along with other notables from Swiss society,
Dunant founded the “International Committee for Relief to the
Wounded,” a private entity created with the goal of disseminating
Dunant’s ideas. In a short time, he invited world leaders to discuss the
possibility of drafting an international document to protect the
wounded in battle. As a result, in 1864, after the First Geneva Confer-
ence, the “Geneva Convention for the Amelioration of the Condition
of the Wounded in Armies in the Field” was created. It provided for
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the protection of medical personnel on the battlefield and assistance
and repatriation of wounded enemy combatants. The committee Du-
nant created was renamed the “International Committee of the Red
Cross” in 1876 and still plays an important role today.?

Across the Atlantic, in 1863, US President Abraham Lincoln en-
acted the Lieber Code. It was a set of rules of conduct for the armed
forces of the United States and used during the Civil War. Among
other things, it banned torture, the use of poisons, and slaughtering
captured enemy forces.’

From this beginning, additional international treaties followed
one after the other until the Second World War.* After World War II
and a changed international political landscape, the humanitarian
cause gained new momentum. The UN Charter and Universal Decla-
ration of Human Rights represented attempts to establish an interna-
tional social contract based on the primacy of peace and the promo-
tion of human rights.® The trials of war criminals by the Nuremberg
and Tokyo Courts in 1948 opened the possibility of individual pun-
ishment for those who violated the law of armed conflict.®

The Fourth Geneva Conference, held in 1949, represented a
milestone for this new period. The attendees reviewed and updated
previous initiatives and systematized the fourth convention’s addi-
tions; together these became the backbone of the legal limits in the
conduct of hostilities.” The conventions were complemented by
three Additional Protocols (signed in 1977 and 2005),* in addition
to several instruments signed later.” The combination of these trea-
ties and related customary international norms form international
humanitarian law.

IHL is concerned with three fundamental questions: (1) who and
what may be the target of a military operation, (2) what methods and
means can be used in these operations, and (3) what treatment should
be given to those captured during the conflict. The texts of IHL con-
ventions are more detailed than this current analysis can encompass,
thus, we investigate the possibilities of applying IHL tenets that are
now considered basic parts of international custom.

In general, IHL attempts to balance military needs and human
dignity. To subdue an adversary, it may be militarily necessary to
cause death, injury, or destruction, in addition to imposing more se-
vere security measures than in peacetime. However, this does not
mean that the conduct of hostilities may occur unrestrained and
without imposing humanitarian constraints."
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This balance is guided by humanitarian principles such as the
following:

1. distinction: it establishes that the legitimate targets in a conflict
must be strictly combatants, protecting noncombatants (such
as the civilian population) and civilian objects;

2. precaution: duty to avoid or minimize possible collateral dam-
age to civilians;

3. proportionality: related to the need to measure the concrete ob-
jectives and the anticipated military advantage with the proba-
ble civilian harm, when it is not possible to avoid them;

4. unnecessary suffering: to prohibit means and methods of war-
fare that may cause unnecessary suffering and superfluous
damage to combatants;

5. humane treatment: to maintain humane treatment that should
be granted to all persons in the power of the enemy, regardless
of their previous status or function."

It is noteworthy that in the post-World War II world, the term
“armed conflict” has taken precedence over “war” This is because of
the 190 conflicts that have erupted around the world since 1945, the
parties involved considered the event to be an act of belligerence or of
war in only 19. This highlights the need for IHL adoption for conflicts
below the level of formally declared war.'?

Distinctions have been delineated between international armed
conflict (IAC)—direct military confrontation between high contract-
ing parties (states)—and noninternational armed conflict (NIAC),
confrontation between the military forces of a state and one or more
nongovernmental armed groups that dominate a part of the territory
where they exercise effective control or between nongovernmental
groups. Currently, these are the only legally recognized forms of
armed conflict and, therefore, where the application of IHL is manda-
tory (IAC and NIAC are not considered internal conflicts, distur-
bances, or tensions, even if armed forces are used).?

Recent technological advances that include autonomous and remote-
controlled weapon systems, cyberattacks, and military use of outer
space seem to test [HL application limits."* The asynchrony between
technological changes and the law (including at the international level)
is typical, since law updates move more slowly than society does."

In accordance with Article 36 of the First Additional Protocol to
the Geneva Conventions, the state that develops, acquires, or adopts
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new weapons or methods of combat is obliged to verify that their
employment is consistent with ITHL. This obligation can be met
through a commission or advisory body to the ministry of defense
and helps establish a culture of prior verification of the legality of the
means and methods of combat.'¢

Diplomacy, International Law, and the Brazilian
Armed Forces

How does this set of international norms relate to Brazil’s foreign
policy, legal order, and armed forces? Traditionally, Brazilian foreign
policy—which includes its defense policy—has focused on “peace,
Law, moderation and transaction”” Such ideals have been shaped
since the beginning of the formation of the Brazilian state and its in-
dependent diplomacy. The state council of the Brazilian Empire, one
of the first consultancy bodies in national diplomacy, drafted its
opinions advising that Brazilian foreign policy should be based on
the defense of international law. The inspiration came mainly from
the influence of the law schools of Olinda and Sao Paulo, training
centers for intellectuals who made up the state and diplomatic staff of
the Brazilian government.'®

After the promulgation of the republic, Brazil maintained this ap-
proach. During the beginning of the republican period, Brazil par-
ticipated in the Second Hague Convention of 1907, mainly defending
the prohibition of war for debt collection between states and the im-
provement of international arbitration mechanisms. During the ad-
ministration of José Paranhos, Baron of Rio Branco (1902-1912), the
biggest name in national diplomacy, parties resolved disputes in Bra-
zil which involved the definition of Brazilian borders through nego-
tiations based on international law and not by force, despite being the
country with the greatest military contingent in South America.
Herewith, it was argued that the country that historically occupies a
territory has the right to annex it (uti possidetis).”” The country ac-
tively participated in peace conferences at the end of the two Great
Wars and was a founding member of both the League of Nations and
the United Nations.*

An important aspect of Brazil’s performance on the international
stage, one that demonstrates its defense of peace and respect for in-
ternational institutions, is its participation in the UN Security Coun-
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ciland in UN Peacekeeping operations (PKO). Brazil has been elected
to a nonpermanent seat on the Security Council 11 times, being one
of the member states that has participated most in the institution,
second only to Japan.* In 1956, Brazil sent military personnel for the
first time to a PKO on the Suez Canal. The UN has conducted more
than 70 peacekeeping missions, and Brazil has collaborated on more
than half of them. Noteworthy among the missions are Brazil’s par-
ticipation in the missions in Haiti (MINUSTAH), Democratic Re-
public of Congo (Missao Nag¢des Unidas de Estabilizagdo no Congo,
MONUSCO) and Lebanon (United Nations Interim Force in Leba-
non, UNIFIL), crises in which it exercised military command.

Brazil has a long tradition of expressly guaranteeing in its funda-
mental rules the prohibition of the war of conquest, the defense of
peace, and international cooperation, as can be seen in the texts in
the Constitutions of 1891,>2 1934, 1946,** 1967,* and 1988. The cur-
rent Constitution of the Federative Republic of Brazil (1988) includes
as principles that govern the country performance at the interna-
tional level (art. 4): national independence, prevalence of human
rights, self-determination of the peoples, nonintervention, equality
among the states, defense of peace, peaceful settlement of conflicts,
repudiation of terrorism and racism, and cooperation among peoples
for the progress of mankind. The 1988 federal constitution innovated
by including the prevalence of human rights as a fundamental prin-
ciple of the Brazilian nation.?® The principles of international rela-
tions in its constitution certainly oblige the Brazilian state to respect
international law and IHL in its foreign policy.

According to the constitution, the Brazilian armed forces (army,
navy, and air force) are intended to defend the country and guarantee
constitutional powers, law, and order (art. 142). It observes the defen-
sive character of the mandate of the military institutions, which obvi-
ously are also subject to the principles of international relations and
compliance with THL.

Currently, the main documents on national defense in Brazil are
the National Defense Policy (Politica Nacional de Defesa, PND), Na-
tional Defense Strategy (Estratégia Nacional de Defesa, END), and the
Defense White Paper.?” The greatest merit of these instruments is the
expansion of participation in the preparation of national defense
planning, a discussion that encompasses not only military institu-
tions but also different sectors of society. The current documents are
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from 2012, but in 2020 a new update went to the National Congress
for approval.

The PND 2012 and END 2012 defend a peaceful international or-
der based on democracy; multilateralism; cooperation; proscription
of chemical, biological, and nuclear weapons; and strengthening
principles enshrined in international law. The defense of peace and
international cooperation are elements of great importance. The pro-
posed 2020 PND and END follow the same line in defense of the Bra-
zilian constitution and international law.

In 2010, the Inter-American Court of Human Rights, linked to the
Organization of American States, condemned the Brazilian govern-
ment for human rights violations between 1972 and 1975, during the
Araguaia Guerrilla War. Among other obligations, the international
body demanded the establishment of a permanent and mandatory
training program in the protection of human rights aimed at all levels
of the armed forces. The training should deal with instructions on
“serious violations of human rights and military criminal jurisdic-
tion” and “international human rights obligations,” which include the
dissemination and study of IHL.*® IHL is part of basic courses for
soldiers and specialists; officer training; specialized training for inter-
mediate, superior, and general officers; courses in general staft and
senior studies; and courses for military personnel participating in
UN Peacekeeping Operations.

In 2011, the Brazilian Ministry of Defense published a document
about IHL, with the objective of consolidating a normative instru-
ment for the armed forces for dissemination, study, and consultation
on the subject—Manual de Emprego Do Direito Internacional Dos
Conflitos Armados (DICA) Nas For¢as Armadas, MD34-M-03 (Inter-
national armed conflict law employment handbook in the armed
forces). It must be used in planning and employment, whether singu-
lar or joint, of the operational commands activated in IAC and NIAC.
According to the document, the “Brazilian State has a significant pre-
disposition to abide by the rules of International Law.” The manual
reproduces the principles and norms of IHL, emphasizing the obliga-
tion of strict compliance by the Brazilian armed forces when involved
in an armed conflict, regardless of the existence of declared war.”
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Strategic Sectors and the Application of IHL in the
Brazilian Context

According to the Geneva Conventions and the military necessity
perspective, an attack must be strictly limited to military objectives
whose destruction (total or partial), capture, or neutralization offers
military advantage concerning the adversary. There is a duty to safe-
guard the lives of those who are not directly related to the conflict.
Collateral damage must be directly linked to the conflict context.
Consequently, the planning and conduct of aerospace operations
must comply with the principles of IHL, avoiding airstrikes on hospi-
tals, schools, refugee camps, and other civilian installations. The role
of the legal advisor is critical in the process of target selection for the
use of airpower. The aim is to advise the commanding officer on the
best options to satisfy the military objective within THL requirements.

Currently, modern doctrine defends a multidomain approach,
with airpower integrated not only with land and sea domains but also
with cyber and space. Using cyber and electronic warfare to under-
mine the enemy’s capacities is a reality on the battlefield, allowing
better results for an airstrike. The employment of remote and autono-
mous air systems, such as unmanned aerial vehicles, depends on
military cyber capabilities. On the other hand, the lines between air
and space are blurred: Target acquisition technology relies on satel-
lites in space; intercontinental ballistic missiles travel through air and
space; suborbital flight is a tangible possibility. Therefore, the plan-
ning and execution of air operations must observe all possible vari-
ables brought by the new domains and their effects on THL.

In the past few decades, Brazilian national defense planning has
emphasized new military technologies. The 2005 PND highlights, al-
beit briefly, the need to reduce the vulnerability to cyberattacks. The
2007 END introduces the importance of developing national military
technology in sectors considered to be “strategic”: nuclear, space, and
cyber. The 2012 END details the three sectors in a separate chapter.

In the 2012 END, the nuclear sector is directed toward the use of
nuclear energy and the consolidation of a nuclear-powered subma-
rine program. Currently, the Brazilian navy and the government of
France are conducting the Submarine Development Program (Pro-
grama de Desenvolvimento de Submarinos, PROSUB), a partnership
to build the first Brazilian nuclear submarine.
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The strategy for the space sector focuses on the design and manu-
facture of satellite launch vehicles, geostationary satellites for tele-
communications and remote sensing, communication technologies,
command and control from satellites, and geolocation technology.
The Brazilian air force is coordinating this strategy. In 2017, Brazil
launched the Geostationary Satellite for Defense and Strategic Com-
munications (Satélite Geoestaciondrio de Defesa e Comunicacdes,
SGDC-1) in collaboration with France. On that occasion, it also cre-
ated the Space Operations Center (Centro de Operagdes Espaciais,
COPE). The goal is to provide security in strategic communications
from government and military organizations through the exclusive
operation of a geostationary satellite.

The cyber sector is also considered strategic for national defense.
In 2010, Brazil created the Cyber Defense Center, associated with the
Brazilian army, with the objective of expanding capabilities in the
area. In 2014, the implementation of the Joint Cyber Defense Com-
mand began. In addition to developing the country’s general capa-
bilities (including the civilian sector), the objective is to contribute to
national cybersecurity, in order to develop the capacity, preparation,
and employment of operational and strategic cyber powers, in favor
of joint operations and protection of strategic infrastructures.”

In this scenario, it is imperative to question what Brazil’s possible
limits are in the use of new technologies (nuclear, space, and cyber),
observing its diplomatic-military tradition. Brazil endorses the de-
fense of peace and respect for international law as important values
for the nation, evident in the practice of its foreign policy, in its con-
stitution, in the formation of its armed forces, and in the planning of
its national defense. Thus, there is no doubt that any military opera-
tion of the Brazilian armed forces must strictly follow the provisions
of IHL norms. The challenge is to try to interpret and overcome the
possible existing gaps involving the newer technologies, since IHL
predates them.

Regarding nuclear technology, there are no problems. Despite the
existence of discussions about the possibility of development in the
past, Brazil does not have nuclear weapons and does not intend to
develop them. From a legal perspective, the country is a signatory to
the 1967 Tlatelolco Regional Treaty, the 1968 Nuclear Weapons Non-
Proliferation Treaty, and, most recently, the 2021 Nuclear Weapons
Ban Treaty. The development of the Brazilian nuclear submarine does
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not seem to have any impact on the interpretation and application of
IHL in the Brazilian context.

Regarding space, the main current international discussion con-
cerns its militarization and weaponization. Space operations have
their own self-contained regime, independent of IHL, consisting
mainly of the 1967 Outer Space Treaty. There are three interpreta-
tions for article 4 of the treaty: (1) any military activity in space would
be prohibited;* (2) military activities would be allowed, as long as
they do not imply the use of weapons; and (3) military activities
would be permitted, including the use of conventional weapons in
space, while nuclear and mass destruction weapons would be prohib-
ited.’* The defenders of this last thesis understand that the “peaceful
purpose” of the use of space must be understood as a “non-aggressive
purpose,”* thus allowing defensive operations. In this case, it would
be possible to use antisatellite weapons, technology currently used by
the US, China, Russia, and India.

Discussions on the establishment of a new international treaty ban-
ning any space weapons have been around since the 1980s, at the Con-
ference on Disarmament (Proposed Prevention of an Arms Race in
Space, PAROS). In 2008, China and Russia jointly presented a new
proposal (Prevention of the Placement of Weapons in the Outer Space
Treaty, PPWT);* however, negotiations have not progressed so far.”®

The application of IHL in conflicts over space depends on the
means and methods of attack. In an attack on Earth from space
(Space-Earth) the concern is to affect the civilian population, a simi-
lar situation to when airpower is used, with the use of missiles and
aircraft. The possibility of using tungsten rods on satellites to be
launched toward Earth and cause kinetic impact has already been
studied.’® The problem would be the lack of precision in this type of
attack, something that would inevitably violate IHL.

In attacks departing from Earth toward space (Earth-Space) or
departing from space to reach space artifacts (Space-Space), the cur-
rent concern would not lie in the protection of people themselves,
due to the rare human presence in space (except for the continued
presence on the International Space Station and future manned mis-
sions). The disquiet concerns the attack on civilian objects in orbit,
which may represent critical elements of infrastructure, such as tele-
communication satellites and geolocation.

In principle, these devices cannot be attacked, either from Earth or
from a co-orbital enemy satellite. The problem is that most satellites
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are dual-use—that is, they have both military and civilian purposes,
such as GPS. In this situation, IHL would only allow a military op-
eration based on the presence of two cumulative criteria: first, when
the item effectively contributes to enemy military action, due to its
nature, location, purpose, and current use; and second, if the attack
on the device represents a definite military advantage, that is, mani-
fests itself in a concrete and perceived way.”’

Although space is part of the END, Brazil has not demonstrated
interest in developing weapons in this area, even in a defensive way.
In 2012, Brazil publicly defended the PPWT proposal in interna-
tional forums and expressly manifested its opposition to the use of
space weapons, including for self-defense. In 2015, the country sup-
ported the UN General Assembly Resolution on the resumption of
PPWT negotiations and signed the political commitment that “it will
not be the first to place weapons in space,” together with Argentina,
Armenia, Belarus, Cuba, Indonesia, Kazakhstan, Kyrgyzstan, Russia,
Sri Lanka, Tajikistan, and Indonesia. The recent launch of the dual
geostationary satellite seems to demonstrate that Brazil accepts the
military use of space if it is limited to communication activities and
does not involve armaments.

Regarding the cyber sector, in 2014, the Military Cyber Defense
Doctrine (MD31-M-07) of the Ministry of Defense was approved. In
the document, cyber warfare is defined as “offensive and defensive use
of information and information systems to deny, exploit, corrupt, de-
grade or destroy the adversary’s Command and Control capabilities, in
the context of military planning at the operational level or tactical or
military operation.” Its use in the Brazilian case must be “in an environ-
ment of crisis and conflict, in support of the military operation.™®

Three possibilities for using cyber actions are mentioned: (1) cy-
berattack: actions to interrupt, deny, degrade, corrupt, or destroy in-
formation or computer systems stored in the opponent’s computer
and communications devices and networks; (2) cyber protection: ac-
tions to neutralize attacks and cyber exploitation against computer
devices and national networks, being a permanent activity; and (3)
cyber exploration: search or collection actions, to obtain situational
awareness in the cyber environment, aiming at producing knowledge
or identifying cyber vulnerabilities.

Operations are based on four principles: (1) principle of effect:
actions in cyberspace must produce effects that translate into strate-
gic, operational, or tactical advantage that affect the real world, even
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if these effects are not kinetic; (2) principle of concealment: active
measures must be adopted to conceal itself in cyberspace, making it
difficult to trace offensive and exploratory cyber actions, to mask the
authorship and the point of origin of these actions; (3) principle of
traceability: effective measures must be adopted to detect offensive
and exploratory cyber actions against friendly information and
communication technology systems; and (4) principle of adaptabil-
ity, the ability of cyber defense to adapt to the changing characteris-
tics of cyberspace.

Compared with the nuclear and space sectors, the cyber sector
seems to be the one in which Brazil has the greatest propensity to use
military force. It is also precisely in this area where there is the greatest
risk of producing possible IHL violations. Therefore, Brazilian doctrine
in this area must always be adapted to such international standards.

In military cyber defense doctrine, the principle of effect must
consider not only the desired advantage but also the legitimacy of the
target based on IHL, whether the effects are kinetic or not. In exercis-
ing the principle of concealment, it is mandatory to maintain a con-
trol and record system for operations so that, if necessary, account-
ability for actions that infringe on IHL is carried out. The principle of
traceability, which aims to monitor cyberspace, must be exercised in
accordance with the principles of distinction, precaution, and pro-
portionality to avoid civil damage.

Finally, the need for Brazil to ensure compliance with article 36 of
the First Additional Protocol to the Geneva Conventions is rein-
forced. In this context, the country must periodically assess how new
means and methods of combat linked to new technologies—which
currently include the cyber and space sectors—align with THL.

Conclusion

IHL was created to mitigate the effects of war. From this idea
emerged legal instruments that were accepted in the international
community since all the actors involved would be favored. The means
and methods of combat were limited to avoid unnecessary suffering
and superfluous damage, distinctions made between people and
places that could be the target of military attacks and those who
should be protected, and guidelines established for how prisoners of
war should be treated.
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In this continuous process of developing the debate, the contribu-
tion of Brazil, a country which historically defends IHL and other
international standards, can be highlighted, like its participation in
the UN Security Council and in peacekeeping operations. Also note-
worthy is the insertion of IHL as a mandatory subject in Brazilian
professional military education, a project of great importance.

At the political level, current national defense documents maintain
the pillars of the Brazilian traditional view, which opposes wars of con-
quest, favoring instead the defense of peace in conflict resolution and
of international cooperation as a tool to achieve these objectives, as
well as respect for IHL in military operations. The main challenge to
the strategic sectors foreseen in PND face is interpreting century-old
concepts for application in contemporary military actions in fields as
complex and dynamic as the nuclear, space, and cyber sectors.
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Chapter 6

The Brazilian Air Force in UN Peace Operations
Ready to Support Global Stability

Pedro Henrique Nascimento dos Santos
Claudia Maria Sousa Antunes

Introduction

Peace operations typically are associated with troops on the ground
acting with police and humanitarian workers from all over the world.
Nevertheless, airpower plays an important role and can be consid-
ered an essential element for the development of the United Nations’
peacekeeping and security activities. The Brazilian air force has par-
ticipated in UN Peacekeeping Operations (PKO) since 1948, adopt-
ing a professional and determined posture among all its personnel to
make humanitarian aviation a reality.

In the United Nations Peacekeeping Capability Readiness System
(UNPCRS), contributing countries (such as Brazil) offer their capa-
bilities and their level of readiness for the tactical, operational, or
even strategic deployment of the means capable of applying those ca-
pabilities." A particular predeployment training program is provided
to national staff, airborne crews, and ground support personnel to
improve PKO compliance with UNPCRS. This preparation estab-
lishes a condition of operational readiness and presents an opportu-
nity to develop aerospace power strategic capabilities. This readiness
also enhances the cooperative character of Brazil’s international rela-
tions and the ability to project aerospace power.

The professional training of each component of an air unit consid-
ers the capabilities, employment attributes, missions, and air tasks to
be fulfilled in the missions.> However, according to Dorn’s analysis,’
preparation for peace operations requires a protocol complementary
to the technical and professional training developed by air forces.
Human resources must be ready to act in unstable scenarios and with
cultural diversity amid humanitarian crises typical of these opera-



80 | SANTOS & ANTUNES

tions. The specificity of the purpose demands doctrinal guidance
based on practices and lessons learned in other peace operations.

Supporting Global Stability

Over the years, and through the presentation of a naturally pacify-
ing stance, Brazil has obtained the ability to project itself beyond its
own borders without inflicting damage or causing interference to the
sovereignty of other nations. Brazil also projects itself by respecting
the self-determination of peoples, by a policy of nonintervention, by
recognizing equality among states, and by the peaceful resolution of
conflicts and the defense of peace, all constituent parts of the consti-
tution of the Brazilian Republic.* These principles are concomitantly
aligned with the purposes of the United Nations organization estab-
lished in Article 1 of the UN Charter:

The Purposes of the United Nations are:

1. To maintain international peace and security, and to that end:
to take effective collective measures for the prevention and
removal of threats to the peace, and for the suppression of
acts of aggression or other breaches of the peace, and to bring
about by peaceful means, and in conformity with the princi-
ples of justice and international law, adjustment or settlement
of international disputes or situations which might lead to a
breach of the peace.

2. To develop friendly relations among nations based on respect
for the principle of equal rights and self-determination of
peoples, and to take other appropriate measures to strengthen
universal peace.

3. To achieve international cooperation in solving international
problems of an economic, social, cultural, or humanitarian
character, and in promoting and encouraging respect for hu-
man rights and for fundamental freedoms for all without dis-
tinction as to race, sex, language, or religion.

4. To be a center for harmonizing the actions of nations in the
attainment of these common ends.’
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The UN accomplishes this purpose by working to prevent conflict,
helping parties in conflict make peace, deploying peacekeepers, and
creating the conditions to allow peace to hold and flourish. These ac-
tivities often overlap and should reinforce one another to be effective.

The Brazilian state combines its traditional cooperative reputation
with national defense objectives that aim to contribute to regional
stability and international peace and security.® The National Defense
Strategy demonstrates that the armed forces’ preparation and partici-
pation in peace operations contribute to regional stability and inter-
national insertion.” These dynamics receive special emphasis as stra-
tegic defense actions.

As pointed out by Cannabrava,® Brazilian engagement in peace op-
erations also represents the fulfillment of international obligations. The
practice of international cooperation activities characterizes Brazilian
foreign policy as active and responsible in the search for global stability.

Aerospace Power and Operations Other than War

The term “peace operations” represents a concept that has evolved
significantly in recent decades, as it presents an adaptive nature, which
varies according to the needs of humanity and the political-strategic
interests of states. The same can be said about aerospace power.

According to Boyne, aerospace power consists of an evolution of
the concept of airpower,’ since it deals with the use of space through
satellites and intercontinental ballistic missiles, enabling the capacity
to conduct military, commercial, or humanitarian operations. This
concept is further defined by Chun as the exploration of the environ-
ment above the earth’s surface by aerospace vehicles or devices to
conduct operations in support of national objectives.”” The Basic
Doctrine of the Brazilian Air Force, described in the 1st Guideline of
the Air Force Command, DCA 1-1," does not differentiate the term
airpower from aerospace power, instead defining them in a similar
way: “Aerospace Power is the projection of National Power that re-
sults from the integration of the resources available to the Nation
aiming at the use of airspace and outer space, either as an instrument
of political and military action, or as a factor of economic and social
development, to conquer and maintain national objectives.”?

Brazil’s participation in UN peacekeeping operations represents a
relevant opportunity for it to project its aerospace power. It plays, in
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the contemporary scenario of relations between states, a decisive role
that extends beyond its purely warlike application in war between
nations and in regional or intranational conflicts.

The use of aerospace power in operations other than war (OOTW)
has proven to be of relevant strategic and diplomatic gain in humani-
tarian and PKO. Hillen pointed out that there are applications along
the spectrum of air activities in which there is the possibility, or even
the unequivocal need, for the use of aerospace power."

Within this spectrum of activities, from peace situations to those
occurring in imminent war scenarios, PKO, also known as peace
missions, present themselves as those that allow for the preparation
and effective application of air force employment capabilities. This
environment is described by Dorn as adverse and challenging, while
sparing the excessive cost of national resources and the lives of pilots,
crew members, and support teams under the judgment of enemy fire
and the uncertainties of war."

Brazil in PKO

Since 1945, Brazil has been actively present with diplomats, mili-
tary, civilians, and police in peacekeeping missions. These missions
develop under the aegis of the UN in favor of humanitarian objec-
tives, in the resolution of disputes, and in actions for regional stabili-
zation." Brazil is among the 51 founding countries of the United Na-
tions and currently remains as one of the 193 member states that
compose it. Bracey, when examining the motivations for Brazil’s con-
tribution to peacekeeping operations, realizes that prestige and repu-
tation as a regional leader, as well as increased projection of political
power, are relevant factors in determining the participation of the
country in such peace and security activities.'

Brazilian participation in peace operations establishes an advanta-
geous relationship for the country. This occurs since the global cost is
relatively low when compared to the positive factors of a political,
strategic, and military nature. One of these advantages is the possibil-
ity of preparing and employing the armed forces in circumstances
close, or even similar, to those found in a scenario of true belliger-
ence. That provides a significant increase in the visibility of its struc-
ture and capacity to employ military means beyond its borders. Bra-
zilian participation also can spur a political and economic extension
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of Brazilian influence in the international arena, especially as a peace-
ful agent that seeks a harmonious relationship and the mutual prog-
ress of nations. This perspective is according to openly declared ob-
jectives in documents of strategic dissemination such as the Defense
White Paper and the Brazilian Federal Constitution itself: “Through
dissuasion and cooperation, Brazil will thus strengthen the close link
between its defense policy and its foreign policy, historically focused
on the cause of peace, integration, and development.”"’

Brazil shares in its legal regulation concepts, principles, and values
that are present in various aspects related to the UN PKO. According
to Aguilar, “the decision to participate in a peace operation is moti-
vated by factors ranging from humanitarian aid, devoid of any other

intention, to the achievement of political objectives.™'®

Humanitarian-Biased Air Force

Brazil took part in at least 50 UN peacekeeping missions during
the second half of the twentieth century. This has provided a remark-
able increase in its logistical deployment capacity for highly humani-
tarian missions. This posture culminated in what might be termed
the Brazilian way of peacekeeping,'® a standard in which soft power
(the ability to influence politically through ideological and cultural
means) is used in a balanced way with hard power (the capacity for
coercive action using economic and military resources) to achieve
operational objectives related to the mission mandate.?

Brazilian troops, in the form of platoons, companies, and battal-
ions, have participated in UN missions in Egypt, Mozambique, El Sal-
vador, Angola, East Timor, and Haiti.?' This participation generates a
progressive gain in the capacity of the Brazilian state’s means of de-
fense in terms of modernization, professionalism, training, force pro-
jection, and humanism. Brazil’s navy and army, in particular, perceive
multifactorial gains from their participation in United Nations PKO.

The UN Naval Task Force in Lebanon has been commanded by
Brazil since its installation in 2010, with naval resources and crews
prepared by the Brazilian navy. This participation has exponentially
increased naval logistical projection capacity, competence in leading
joint operations, and improved employment techniques of its person-
nel in international waters. In the same way, the Brazilian army has
developed capabilities due to the need to prepare and employ troops
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for peace missions in Suez, Egypt (United Nations Emergency Force 1,
UNEF I, 1957-67); Mozambique (United Nations Operation in Mo-
zambique, UNMOZ, 1992-94); Angola (United Nations Angola Veri-
fication Mission 3, UNAVEM III, 1995-97); and Haiti (Mission des
Nations Unies pour la Stabilization en Haiti, MINUSTAH, 2004-17).

The Brazilian air force’s human and material support to the UN
has been in place since the event marking the start of UN Peace Op-
erations: the United Nations Special Committee on the Balkans (UN-
SCOB), in 1948. This mission included the participation of FAB Cap-
tain Jodo Camarao Telles Ribeiro and two other military officers from
the army and navy.** This group of international observers would
monitor any violations of the signed peace agreement in that region.
From then on, the FAB has participated in a relevant manner in PKO
under the aegis of the United Nations and multilateral organizations.

This involvement occurred with specially trained troops assigned
to UN Operational Control to act in each of the peace operations.®
The army, navy, air force, and auxiliary forces (such as military police
and state fire departments) have participated in several other UN
peace missions, contributing observers, staff components, and spe-
cialists (as with Ribeiro and his team with UNSCOB). Continuing
this longstanding contribution, over the last decade Brazil's participa-
tion in PKO has helped further develop the professional and special-
ized character of these forces.**

The history of FAB participation in peace operations is extensive
and successful. However, these actions were mostly in logistical sup-
port, except for the crews and teams of H-19 helicopters in the Congo
(Organizagao das Nagdes Unidas no Congo, ONUC) during the
1960s, which carried out medical and casualty evacuation missions,
alert, reconnaissance, and liaison under the operational control of the
UN. (This occasion gave rise to the FAB’s celebration of Rotorcraft
Aviation Day on February 3, 1964.)*

Peacekeeping Readiness

Before being engaged in peacekeeping operations, troops and units
must go through a specific process allowing appropriate preparation
for modern peacekeeping missions. The UN Capabilities Provision
and Resource Readiness System (UNPCRS) was conceived in 2015 as
part of a broad institutional reform aimed at improving the structure
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and execution of UN Peace Operations (table 6.1). This system re-
placed the United Nations Standby Arrangement System (UNSAS).*®

Table 6.1. UN Peacekeeping Capability Readiness System

Level Criteria

1 The Troop Contributing Countries (TCC) make a formal pledge to a
unit along with (1) the table of organization, (2) a list of major
self-support equipment, and (3) details of specialists (if any) certifi-
cation of completion of basic training. Member states may include
police and any nonmilitary capabilities. Emerging TCC and aspirants
who do not yet meet these basic requirements will not be registered
at Level 1 but will be engaged as part of a preparatory process man-
aged by the Force Generation and Capability Strategic Planning Cell.

2 Based on UN operational requirements, Level 1 pledges will be
elevated to Level 2 through a preliminary memorandum of
understanding (MOU) negotiation process and an assessment and
advisory visit (AAV) by a UN headquarters team composed of
members of the Force Generation Service and the Operational
Support Department.

3 After a satisfactory AAV, only units that have achieved a reasonable
degree of readiness will be upgraded to Level 3. A detailed MOU will
be negotiated, and the TCC will provide a load list as required by the
Department of Operational Support for planning.

Rapid Upon reaching level 3, the TCC can promise to deploy the mission

deployment  within 30/60/90 days of the request made by the UN headquarters.
In the case of facilitators, this level will also be linked to the offer for
rapid deployment (if they are declared eligible for a specific mission
according to the offer guidelines).

Adapted from United Nations. “Guidelines: Peacekeeping Capability Readiness System (PCRS).”
United Nations Department of Peace Operations, Department of Operational Support, 2019. https://
pcrs.un.org/.

Brazil is among the countries able to contribute troops to UN
Peace Operations; these countries are known as TCC (Troop Con-
tributing Countries) and, as part of UNPCRS, Brazil is capable of fur-
nishing its own air unit. However, although air operations are funda-
mental to the functioning of peace missions from the tactical to the
strategic level,” Brazil does not currently have air units employed in
peace operations under the operational control of the UN. Other
countries such as South Africa, Argentina, Canada, Honduras, Uru-
guay, Chile, Sri Lanka, India, Ghana, and Rwanda have done so or do
so with fixed-wing and rotary-wing units or even with remotely pi-
loted aircraft.”®

Brazilian aerospace power has been used sporadically in peace op-
erations without the transfer of operational control to the UN (see
table 6.2). The most notable situations occurred in Congo in 1960
(UNTEF II) and 1993 (Operation Artemis), East Timor in 1999 (IN-
TERFET) and 2002 (UNMISET), and Haiti from 2004 to 2017 (MI-
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NUSTAH). The latter operation made evident the need for a strategic
cargo aircraft for the deployment of troops over long distances,” and
Operation Artemis, despite being approved by the UN Security
Council, is not classified as a UN peace operation, since it was con-
ceived and led by the European Union.

Table 6.2. Brazilian participation with aircraft in UN peace operations

Period Location Peace operation Air means
1957-1967  Egypt UNEF-I B-17G, C-54G
1960-1964  Congo ONUC C-47, H-19
1993-1994  Mozambique UNOMOZ C-130

1995-1997  Angola UNAVEM I KC-137, C-130

1999 Congo & Uganda  Artemis® C-130

1999-2005  East Timor UNTAET / UNMISET KC-137

2004-2017  Haiti MINUSTAH KC-137, C-130, C-99

Adapted from Gongalves, “A Forca Aérea Brasileira na Missdo de Estabilizagdo das Nagoes Unidas
no Haiti: A Dependéncia de uma Aeronave de Transporte Estratégica.”

The motivations that lead countries to contribute air units to PKO
are varied. Among them are the search for regional political influ-
ence, economic advantage from the reimbursement of the units em-
ployed, geostrategic factors related to the projection of force, and hu-
manitarian issues of international assistance. Between 2000 and 2016,
air assets in UN PKO proved to be fundamental for conducting mis-
sions and implementing a wide range of mandates.*’

Despite the great importance of the material and technological
factors inherent in a capability offer for the UNPCRS system, the fun-
damental element to which the readiness protocol applies is the hu-
man factor. In 2018 and 2019, Brazil adopted its readiness protocol to
keep human resources available in the UN capability readiness sys-
tem. In addition, the country maintains a medium utility helicopter
air unit in constant readiness for potential UN deployment.

Aerospace power readiness results from the capability of constituent
elements. A helicopter air unit, despite its great importance, represents
only one element. An air unit has, in its basic formation, all the human
and material resources geared towards the fulfillment of tasks that are
already in the interest of the air force and national defense. This prepara-
tion can be divided in two main aspects: personnel training and material
endowment. Continued training and doctrinal orientation for peace
missions is one way for Brazil to increase its national aerospace power.



THE BRAZILIAN AIR FORCE IN UN PEACE OPERATIONS | 87

The provision of material refers to the aircraft, equipment, and
supplies needed for the type of operation desired and depends on the
acquisition process (the acquisition process refers to the procure-
ment processes carried out by the public administration) and the
specificity of the mission for which a given unit is destined. These
characteristics remain unchanged from the beginning to the end of
the operation.

Personnel training corresponds to the process to which pilots,
crew members, support, maintenance, and security teams must be
submitted to perform their duties well during a peace mission. Crew
members—such as observers, special equipment operators, search
and rescue teams, and flight mechanics—are important in the con-
text of a peace mission. However, the maintenance and security teams
maintain their routine activities in a manner like that usually adopted
when on national territory.

Personnel are subjected to a significant impact on their routines
when in a peacekeeping operation. This occurs for several reasons,
such as the fulfillment of mission guidelines presented in documents
such as status of forces agreements; mandates (i.e., operating guide-
lines and general objectives of the peace mission for all entities in-
volved); status of unit requirements; Letter of Assist; rules of engage-
ment; and memorandums of understanding.** Also, it results due to
the interaction with international organizations and armed forces
from other countries on missions and, mainly, due to the minimum
requirements for pilot qualification demanded by the UN to act in
peacekeeping missions.

Thus, preparing air units for UN PKO consists of doctrinal train-
ing for pilots and elements of the unit general staff. This procedure is
preconized by the manual for military air units in peacekeeping op-
erations.* This preparation also respects the precepts of the National
Defense Policy: “Brazil, due to its tradition as a defender of dialogue
and harmonious coexistence among peoples, will continue to be in-
vited to make its contribution to world peace. As a result, it must be
prepared to meet possible demands of participation in Peace Opera-
tions, under the aegis of the United Nations—UN—or multilateral
organizations. This involvement, observing the circumstances of the
moment, must follow the principles and priorities of Brazil’s foreign
and defense policies™
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Readiness and Strategic Management

The FAB’s air units often operate in conditions close to those ob-
served in a PKO environment. These units have both human and ma-
terial resources fully prepared for the operational employment of the
capabilities of a medium utility helicopter unit. To establish a mini-
mum level of planning, it is necessary to consider some facets about
strategic management aimed at preparing air units to act in UN PKO.
The first refers to Brazil’s situation. The country is among the five
largest countries in land area and among the most populous. Its mili-
tary force is considered the ninth most powerful in the world and,
from this perspective, is the most militarily prepared country in Latin
America.” Brazil has been present in UN Peace Operations since its
creation. However, it operated with an air unit under UN operational
control only between 1960 and 1964.

The second facet concerns the direction the country intends to
take regarding participation in peacekeeping missions. According to
constitutional precepts and the strategic concept of the air force 100,*
the FAB must have the capacity to act in an international context
through participation in peacekeeping operations. This participation
must aim at contributing to world peace and to the fulfillment of in-
ternational commitments. It can be conducted jointly with other na-
tions, for international peace operations, through the consent of the
parties in dispute, to reach a peace agreement, or to supervise the
implementation of the terms of such agreements.

The third facet is what adjustments might need to be made to pre-
pare teams for international peace operations. FAB air units have a
high degree of professionalism and operational preparedness, but the
question remains whether there is sufficient material resource en-
dowment for the employment of aircraft. Adapting to act according
to UN-specific guidelines would require doctrinal training of pilots
and members of the unit staff. Brazil has a Joint Center for Peace Op-
erations (Centro Conjunto de Operagdes de Paz do Brasil, CCOPAB),
whose main purpose is to conduct doctrinal training of military per-
sonnel to act in the PKO environment. The CCOPAB is linked to the
Ministry of Defense and recognized by the United Nations to carry
out instruction and training aimed at the preparation of human re-
sources, in accordance with the development of capabilities related to
the most recent doctrinal guidelines presented by the UN.
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The emphasis of the doctrinal training process is on manual analy-
sis, lectures with members of the UN peacekeeping generation sys-
tem, planning exercises, and evaluations. Measuring the results of
this preparation is done by means of tactical exercises in simulated
PKO scenarios. In addition, theoretical assessments are carried out at
the end of the training process, with the consequent certification by
CCOPAB. The preparation can also be measured by the performance
of the air units during peace operations.

The preparation protocol for Brazilian military air units is carried
out jointly by CCOPAB and the Air Force Preparatory Command
(Comando de Preparo, COMPREP). CCOPAB presents doctrinal
concepts and specific knowledge about the actions of military units
involved in peace operations. This activity is carried out through the
air units’ preparedness instruction offered to the UNPCRS system (In-
strugdes de Preparacdo de Unidades Aéreas, IPUNAER). COMPREP
promotes the actions necessary for operational training and mainte-
nance aimed at the effective employment of national air power capa-
bilities for specific purposes.”” The Operational Exercise Tapio pro-
vides training for conditions like those in UN peacekeeping missions.*

IPUNAER and Tapio exercises represent the preparation protocol
activities adopted by Brazil to train human resources offered to the
United Nations according to the UNPCRS system. The analysis of the
stages and activities of the preparation aimed at the air unit compo-
nents demonstrates that UN requirements are achieved.” The prepa-
ration protocol, which precedes the possible deployment of an aerial
unit to PKO, favors the development of the aerospace power projec-
tion capacity and consolidates the traditional posture of the Brazilian
state focused on international cooperation.

Thus, a condition of operational readiness is established. This
readiness mutually favors Brazil’s cooperative character in interna-
tional relations and the exploitation of the dissuasion principle
through aerospace power projection capacity. It is characterized,
therefore, as a strategic action of national defense.

Conclusion

Aerospace power refers to a comprehensive concept that involves
the capacity to exploit the airspace and space environment to achieve
national goals. This capability is achieved through several compo-
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nents. This chapter outlined aspects of the strategic management of
aerospace power, showing that the preparation of human and mate-
rial resources for a PKO represents a way to act positively in pursuit
of the fulfillment of national goals.

The history of the Brazilian presence in UN peace operations is
long and successful. Preparing and deploying FAB air assets and hu-
man resources under the rules of the current UNPCRS system bring
great strategic geopolitical opportunities for Brazil. However, this re-
quires doctrinal training. The doctrinal training offered by the Brazil-
ian Joint Peace Operations Center is the most effective way to meet
the parameters required by the UN. The Air Units Preparedness In-
struction offered to UNPCRS System (IPUNAER) and Operational
Exercise Tapio effectively constitute the preparedness protocol estab-
lished by the Brazilian air force to meet the UN’s PKO requirements.

The Brazilian constitution establishes principles of international
relations associated with the self-determination of peoples, noninter-
vention, and defense of peace. Due to these factors, the preparation of
a military air unit to act in peace operations is one of the most acces-
sible ways to qualify human and material resources to act in condi-
tions close to a real belligerent scenario.
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Introduction

This chapter examines the interoperability among Brazil’s armed
forces through the lens of cultural intelligence. Recent national and
international studies have discussed the scenario of armed forces
(AF) in joint operations considering three points of view: their pro-
cess of jointness, understood as a collaboration among forces to im-
prove operational effectiveness,' the concept of interoperability,* and
the influence of organizational culture in the military environment.’

The theoretical assumptions embedded in the framework of those
cited studies enabled the formulation of ideas for a conceptual ap-
proach, proposing the process of jointness as the link between cul-
tural intelligence and interoperability, with the expectation of foster-
ing reflection on the possible convergences and contributions of
cultural competencies for efficiency in joint actions.

The Brazilian context concerning joint employment in training
and humanitarian aid missions and/or peace operations demands,
in addition to doctrinal knowledge, assimilation and adaptation to
other cultures as well as social interaction, since current scenarios
require flexibility and versatility.* By 2008, the head of joint opera-
tions at the Ministry of Defense (MOD) pointed out that “the differ-
ent organizational cultures and the long period of sparse integra-
tion between AF are obstacles to the evolution of joint/combined
doctrinal concepts.”

In that regard, the National Defense Strategy (Estratégia Nacional
de Defesa, END) highlights among the competencies required of
combatants the knowledge, skills, and attitudes that support inte-
grated action and adaptation to the peculiarities of other forces to
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ensure doctrinal unity with the combination of means and the con-
vergence of efforts.®

The Joint Staff of Brazilian Armed Forces (Estado-Maior Conjunto
das For¢as Armadas, EMCFA), created in 2010 as the military divi-
sion of the MOD, is responsible for joint employment planning. In
2010, the term “joint” was added to the official nomenclature.” Over
the years, EMCFA has sought to adjust its structure so that it is suffi-
ciently able to advance effectiveness of the joint employment, accord-
ing to the currently assigned scenario.®

To this end, EMCFA intensified training operations, for example
Operational Exercise Tapio, held in Brazil in 2019 and 2020, which
focused on irregular warfare missions like those of United Nations
(UN) peacekeeping missions, to ensure the maintenance of qualifica-
tions and operational training.’

Among the international exercises, 2019’s Green Flag West, whose
goal was to simulate combat tactics against threats in regular and ir-
regular war, allowed the Brazilian military to learn more about the
US Air Force and its way of operating in those scenarios.'’ The Cul-
minating Exercise, completed in February 2021 and developed
through a five-years-long common joint plan of activities between
Brazil and the United States, aimed to prepare military personnel and
crew members for airborne operations.'

It is undeniable that training in tactics, techniques, and proce-
dures is vital. However, people represent a critical factor in opera-
tional contexts, as in any other context. The actors involved in op-
erational theaters need to rely on each other’s service capabilities, as
this is the essence of interoperability. This reliance is a vital part of
deepening confidence and represents the technical side of “trust-
ing” Proficiency in service capabilities is a sine qua non condition
embedded in the process of jointness, because otherwise it would
be difficult to build trust and understanding. Neither are acquired
through a doctrine but rather derive from bonds created whether in
training or in real combat."

In joint operations, building bonds, trust, and understanding
comes from contact with the individuals and cultural contexts of
each force. These factors inform the concept of cultural intelligence
as it encompasses both intelligence and emotional quotients, which
consist of knowledge and skills acquired about a given culture for
more effective interaction.”
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Therefore, when analyzing the management of joint operations, it
is important to look at the human component and its relationship
with the cultural component, because the success of organizational
activities is increasingly based on the ability to effectively deal with
intercultural interactions." Interculturality presupposes communi-
cation between differences. This should mean that the counterpart is
understood from a cultural point of view, beyond the solely linguisti-
cal or procedural, and that a real dialogue is established, whether
with words or actions.

Based on this understanding, cultural intelligence becomes funda-
mental in contemporary military activity in two different ways. First,
superiority over the opponent nowadays may be achieved in a way
other than the traditional combat. “The impact is not limited to the
war action itself, but it also takes place with the cultural aspect, no-
ticeable at the phases of approach, invasion and occupation, until
pacification, interacting with societies.”* Next, being culturally intel-
ligent is fundamental because synergy among jointly operating AF—
along with continuous preparation, suitable means, and prompt re-
sponse capability—is the way to obtain the maximum performance
of aerospace, land, and naval powers.'

In this sense, “aerospace power can play a major role in helping the
joint force achieve its objectives with less risk in many scenarios
across this operational continuum.”"” Gathering airspace information
allows for the maintenance of situational awareness so that armies
and navies can better shape their own actions as well as foresee or
respond to the actions of the adversary. Overhead collection systems,
whether space-based or manned and unmanned aerial platforms, can
generate data from sources within a joint operational context, useful
for planning, decision making, and action-directing.'®

Jointness, Interoperability, and Cultural Intelligence:
An Approach

According to the literature, interoperability is understood as the
competence used by individuals and organizations to operate to-
gether in a coherent, firm, and efficient manner to achieve common
objectives, whether tactical, operational, and/or strategic.'® Its devel-
opment “seeks to optimize the use of human and material resources,
as well as to improve the employment doctrine of the Armed Forces”*
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In turn, jointness strives for concentrating all these efforts, whether
in environments of peace, crisis, or war, to increase the effectiveness
of military operations.” Jointness depends on people and their ability
to perform the actions required as service capabilities.?

Although the concepts of cultural intelligence and interoperability
are distinct, their foundation on culture makes them similar. Interop-
erability not only encompasses the ability of militaries to work to-
gether even though they are culturally different, but also requires un-
derstanding a common organizational environment.”

This is a challenge because each AF has its own culture, with distinct
views on conflict scenarios and principles and scale of values that di-
rect their actions in contexts of peace or war.** As Lemos writes, “The
individual cultures of each AF, their ethos, remain strong and pursue
theidealaccommodation, catalyst for a perfect synergistic integration.>

The concern with this synergistic integration is reflected in the an-
nual development of activities as part of the programming of joint
events of the MD, involving cadets and midshipmen, at Brazilian
military academies, up to colonels and navy captains.?

Following from this focus of interoperability encompassing the un-
derstanding or construction of a common organizational environment,
EMCFA efforts in intensifying joint training are crucial for strengthen-
ing jointness and interoperability as well as building up an environ-
ment conducive to the development of cultural intelligence skills.

After operations in Afghanistan and Iraq, the US Navy noted that
commanders and soldiers lacked sufficient cultural skills, demon-
strated by the high number of lives lost and the numerous resistance
actions against the presence of the US forces in occupied territory. As
a result, the US Department of Defense created training centers and
cultural intelligence development programs for cadets and officers,
conducted by social scientists and military instructors. The objective
was to enable them to analyze the area of activity, whether in terms of
people, culture, or economic development.”

This example indicates that crossing a cultural boundary requires
a learning process, whether formal or informal, systematic or unsys-
tematic.?® Thus, among the actions that contribute to culturally intel-
ligent behavior, training, study, observation, and reflection are criti-
cal® This adaptive ability allows the understanding of each
interlocutors’ culture and the interpretation of ideas, acts, and inten-
tions, allowing individuals to adapt their behavior to the different
perspectives they have experienced.”
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The after-action review (Andlise Pds-A¢ao, APA) of Operational
Exercise Tapio—which, since 2019, has involved joint activities
among the Brazilian armed forces—indicated improvement in team
preparation and the self-confidence of individual military members
in performing their tasks for the fulfillment of missions. In the words
of the exercise director, “there was an evolution of maturity, both of
knowledge and skills, especially of the attitudes of the crew members
who were in a dynamic and challenging scenario.””! From a behav-
ioral learning perspective, the demand for a process to learn how to
cross cultural boundaries is also perceived here, as indicated in the
example of operations in Iraq and Afghanistan.

The resulting impressions from the evaluation of Exercise Tapio
enable some parallels to be drawn. The first concerns jointness and
interoperability, given that exercises collaborate to mitigate the fail-
ure to which missions are subject, whether by the human or techno-
logical component, and to seek the effectiveness of operations. Syn-
ergy should reflect joint thinking, jointness, defined by Lemos as
“power capable of integrating the strengths of the capabilities of at
least two Forces, which make up AF of a State, through coordinated
effort to achieve a common goal”*

Considering cognitive learning, Marquis, Dye, and Kinkead rec-
ommend that the military, at all levels, study and recognize the ben-
efits and challenges of joint capacity.”” In the Brazilian scenario, Pires
understands the need for academic systematization and suggests “the
establishment of a joint curriculum”** A joint curriculum should
gather technical knowledge about weapons systems of each armed
force; support in the theater of operations; gains derived from the
joint use of such systems; effects and implications of information and
cyber operations at the tactical level; and doctrinal knowledge, both
individual and joint.

The second parallel aims to bring the cultural component closer to
the forefront of military training, since “becoming culturally intelli-
gent is essentially learning by doing.”**> Earley and Mosakowski ex-
plain cultural intelligence from the cognitive, emotional-motivational,
and physical dimensions. According to the authors, cultural intelli-
gence resides in head, body, and heart.*

The “head” corresponds to the knowledge that the individual
holds and the knowledge that one can obtain. The “heart” repre-
sents the self-confidence and motivation that direct one to achieve
success and is anchored in the domain of a particular task or a set of
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circumstances, while the “body” transforms one’s intentions into
behaviors or actions.”’

These three elements can be identified in the APA performed at the
end of the Tapio exercise each year. The heart is made explicit by trust
in oneself and in others. The head comprises the technical mastering
achieved during the exercise, with the increased level of knowledge and
skills. The body represents the way the military acts and reacts when
facing the dynamic and challenging scenarios within the exercise.

The two notes indicate the relevance of the dynamic between hu-
man and cultural components. In such integration scenarios, because
of each cultural context of the armed forces and the social contexts
for their action, the exercise encourages more careful reflections on
ways to better explore the applicability of cultural intelligence.

This dynamic can also be illustrated by a study on the adoption of
cultural intelligence in the defense of the Brazilian area of the Ama-
zon forest. Considering that the success of military operations in the
northern region of the country depends on the support of the popu-
lation, mainly represented by the indigenous movement, the study
pointed out that the connection between the armed forces and the
movement is hampered by mutual misunderstanding, prejudice, and
interference of social factors.* Establishing a “permanent dialogue,”*
signaling that the interaction between the indigenous and military
populations required something besides the role of interpreters, ver-
bal fluency, or technical knowledge in the local language, meant in-
vestigating social differences and their consequences on the behavior
and expression of the two groups.* The relevant political profile of
the indigenous people leads to the need for cultural training of sol-
diers with regard to “indigenism, based on social sciences such as
anthropology and sociology, and by strict observance of the legal
provisions in force”*!

The theoretical knowledge about culture and indigenous be-
liefs strengthens proficiency in service capabilities and in the list
of cultural intelligence skills, which is understood as “an instru-
ment that leads to the proper development of relations, by favor-
ing conflict resolutions and knowledge of individual and collec-
tive identities.”**

Trust and understanding, derived from service competence,* are
fundamental bases for the perception of local reality and for the cre-
ation of bonds with the indigenous. Endowed with the capacity for ar-
gumentation and persuasion, they expect the same willingness to dia-
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logue by military leaders.** In their actions, “head,” “heart,” and “body”
should be the focus in the search for a posture attentive to these inter-
actions. The singularity of the practice of cultural intelligence lies in the
possibility of consciously recognizing cultural differences.*

Another example is the Brazilian participation in Operation Artemis,
from July to September 2003. The European Union conducted this opera-
tion in the pacification process in the Democratic Republic of the Congo,
with the objective of providing support to regional peace-making efforts.
Two C-130 aircraft were sent with 41 military personnel on board.*

According to a report by former members of the mission, to define
the criteria for troop selection, military authorities considered the
intelligence reports upon the geopolitical scenario of an escalating
humanitarian crisis, with an increasing number of refugees and con-
flicts between ethnic groups. Recognizing these cultural differences,
they concentrated their efforts on identifying military personnel with
skills that would allow them to act safely in these adverse conditions
and help achieve the success of the mission.”

Criteria were established for the selection of the military, and the
concern with service skills regarding knowledge about C-130 Hercu-
les aircraft and the ability to operate in harsh locations was observed,
considering the complexity of the operational scope. It is also under-
stood that the leadership considered cultural skills when selecting
more experienced military for the mission in dealing with foreign
troops. Although Operation Artemis has not been carried out re-
cently, reports of former members highlighted the importance of the
crew experience in similar situations, the possibility of applying
knowledge in a real mission, and the relevance of training. Those ob-
servations demonstrate that technical competence combined with
cultural skill is relevant in the context of military operations.*

Thus, the elaboration of joint thinking as a system, focused on
implementing the idea of interoperability within different cultural
contexts, suggests the insertion of new practices, for example, cul-
tural intelligence-related mission tasks.

Conclusion

The proposed concepts elaborated in this chapter aimed to
deepen the discussion on the importance of considering, in addi-
tion to the doctrinal, the human and cultural components in joint
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operations. Taking interoperability as a starting point and the pro-
cess of jointness as a guiding thread, mutual trust was illustrated to
be a central and essential aspect of convergence of these concepts
and cultural intelligence.

It is noteworthy that a limitation of this reflective approach is the
impossibility of disclosing data from official reports of training and
joint operations, since they are classified. Thus, only data available from
public domain sources were used to contextualize the discussions.

Nevertheless, bringing to discussion and into light the idea of self-
confidence and mutual trust as basic aspects to be improved and mea-
sured as additional indicators for improving joint operations and conse-
quent efficiency in conflicts may offer new ideas for courses, exercises, or
operational planners to define objectives and measures of efficiency.
Moreover, this elaboration may draw attention to behaviors or beliefs re-
garding confidence and trust that might have been overlooked previously.

Therefore, it is expected that the continuation of this discussion
would evolve into observations of these aspects in courses and opera-
tions, as well as to papers about experiences with formal inclusion of
practical objectives that could improve self-confidence and mutual
trust in joint operations, exercises, and courses.

At most, it is expected that this chapter will contribute to discussions
of deepening the conceptual framework on the applicability of cultural
intelligence in contexts of joint operations, furthering understanding
on how to take it best in such a complex operational environment.
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Epistemological Convergences that Impact
Aerospace Power
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Introduction

This chapter deals with the epistemological dialogues about geopol-
itics, culture, and law in contemporaneous times and how they inter-
act, not only with aerospace power but with state power as well. Episte-
mology, the study of knowledge, provides a framework for studying the
trends of geopolitics, culture, and law, tracing their intersections that
affect a state’s national power. This kind of study is important for a
country like Brazil and for its aerospace power, represented here by
civil aviation, aerospace infrastructure, the aerospace scientific-
technological complex, the Brazilian air force (For¢a Aérea Brasileira,
FAB), space program and aerospace industry, among others.

Culture permeates all knowledge; it is the identity record of any
macro or micro group. Every human behavior fits or has its mark on
culture: politics, economics, religion, food, arts, fashion, legal codes;
individual and collective bearings and values keep cultural traces.
Culture is porous, as it allows fluxes of exchanging information, while
different cultures when in contact may influence and be influenced
by others, as epistemological flows in a circular and reciprocal ex-
change of information, beliefs, and behaviors.

Human beings adapt to the individuals who are part of their col-
lective and to their environment, both of which in turn define their
identity and interactions within their collective and with other social
groups. Such interactions make a rubric of themselves and the group
to which they belong. The pattern that emerges from all those cul-
tural mixes and combinations is variable over time, representing a
zeitgeist, the spirit of the period for certain populations in certain
geographic regions.
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One must be attentive to note the cultural mixes so peculiar to post-
modernity: what remains of each one, what changes, and the cultural
combinations that emerge from them to proliferate in other styles more
in tune with the Zeitgeist. In other words, the scientist must consider
the cultural patterns of certain people at specific time periods.

Geopolitics is the study of how the planet’s geography influences
countries’ political relations internally and internationally. It explains
much of the complexities of international relations and balance of
power.! To determine the linkages of state power, including its aero-
space power, thisarticle examines national culture, legal-constitutional
order, and multidisciplinary approaches that systematize reciprocal
influences between geopolitics and culture (geoculture) and between
geopolitics and law (geolaw).

Geoculture was first defined by Wallerstein in 1991 as “a set of
ideas, values, and norms that were widely accepted throughout the
system and that constrained social action thereafter”” Most geo-
graphical locations large enough to be politically organized as coun-
tries, states, or cities comprise different cultural patterns that may
need to coexist and consequently influence one another.

The term geolaw derives from the “law and geography” school of
legal thought emerging in the 1980s in the United Kingdom, United
States, and Canada. This approach studied the relationship between the
space (object) and the norms (actions) in it.> In 2007 Goés called geo-
law the positivist constitutionalization of geopolitics. In the present
globalized world, geolaw is highly influenced by the geopolitics from
the centers of global power, as some of them, such as the US, recognize
the importance of geoprocessing (a framework and set of tools for pro-
cessing geographic and related data used to perform spatial analysis)*
to try to solve social conflicts in an interdisciplinary way.”

Furthermore, geoculture and geolaw may be considered soft
power mechanisms, able to function even without any conscious
intent. However, it is responsible to assume some possible level of
intention, especially when coming from the current, well-
established, and sophisticated state powers. This is especially true in
the assumption of a postmodernist philosophical point-of-view
when concepts such as fifth-generation warfare and unrestricted
warfare are academically discussed.®

The end of the Cold War marked the birth of a new world order,
now called postmodern, which came into force with the collapse of
the Soviet empire and endures until today. As a philosophical move-



GEOPOLITICS, CULTURE, AND LAW 105

ment it began in the late twentieth century as a clash between two
main writings, namely Francis Fukuyama’s End of History and the
Last Man (1992)” and Samuel Huntington’s Clash of Civilizations
(1993).% Postmodernism is broadly skeptical, suspicious about an ob-
jective reality and the quality of human reason and logic.” Some of
the postmodern world’s drastic transformations result from four
great moments of paradigmatic rupture in the history of mankind:
the fall of the Berlin Wall (1989), the 9/11 attacks on United States
soil (2001), the crisis in the liberal financial system (2008), and the
coronavirus pandemic (2019).

Hence, many notions could represent postmodernity, such as (1) the
distrust of the discourse of modernity metanarratives and their preten-
sions of timelessness and universality (as may be the understandings
about democratic government and financial liberalism), (2) the cul-
tural logic of Fredric Jamesonss late capitalism," and (3) the hypermo-
dernity of Gilles Lipovetsky,'! based on the view that there was no break
in the paradigm of modernity and its values: individualism, the explo-
sion of consumerism, political liberalism, and so forth.'?

Geoculture and Geolaw:
Epistemological Convergences Relevant to All States

As previously defined, geoculture and geolaw are fresh concepts
derived from the multiple subjects that comprise geopolitical and
cultural studies (such as geography, climatology, political sciences,
social sciences, etc.) using interdisciplinary approaches and merged
as transdisciplinary terms. In essence, they are consequences of epis-
temological convergences from the subjects considered. And those
subjects were considered due to their relevance to state powers in the
postmodern world.

In essence, geopolitical postmodernity must be analyzed as a new
reality that brings with it a new archetype of hegemonic power rela-
tions, very different from its predecessors, namely the previous Cold
War and before it the Eurocentric world view prevalent for centuries
since before WWII. Geopolitical postmodernity is no longer focused
on a Western civilization point of view, as noted by the current in-
crease of geopolitics influences from Indo-Pacific states. Thus, what
cannot be denied is that the idea of geopolitical postmodernity brings
within it a new concept of vital space (lebensraum), which is the con-



106 | GOES & SILVA

quest of markets and minds. It is no longer the classic concept of
lebensraum linked to the conquest of territories that matters. What
matters now is to gain geopolitical muscle to conquer new markets,
which are opening on a planetary scale of competitiveness.

Technological advances in transportation reduce the time needed
to cross large distances and in telecommunication bring people close.
Both advances contribute to reducing the practical meaning of po-
litical borders as obstacles against foreign cultural influences. Such
boundaries can be rigid, floating, and transient, according to Carla
Ladeira Pimentel Aguas.”* Borders can be identified as natural, po-
litical, ideological, historical, cultural, legal, geopolitical, and, per-
haps, other categories may be named.

The separating boundary has an imaginary or physical dividing
line that marks the separation between different spaces. On October
1, 2017, for example, the Catalans took to the streets to claim their
independence, breaking the Constitutional Consensus of 1978."*
Without debating the dichotomous merits of who is or is not right,
language, identity, and historical past show the differences between
Catalonia, one of Spain’s historic nations, and the Spanish state.

The line, therefore, that separates these peoples is imaginary; it ex-
ists in the feeling of belonging of each one of these peoples. Strictly
speaking, it can be said that there are several historical nationalities
in the territory of Spain, such as Catalonia, Basque Country, Galicia,
and Andalusia, for example. The autonomous communities are de-
fined by the 1978 constitution to translate, in a way, the diversity of
historical nationalities in Spanish territory."” It can be seen as an ex-
ample of geolaw merging several geocultures in a single sovereign
state. Many other borders delineated by geoculture show separations
between populations of the same city or the same national state.

Mexico belongs to the physical geography of North America;'®
however, in cultural, economic, and geopolitical terms it has traces of
Latinity. This Mexican Latinity comes from three main sources: (1)
the geographic and cultural location named Latin America, which
includes Mexico and the other two American regions of Central
America, and South America; (2) its Spanish language, considered as
of Latin-derived origin; and finally (3) the ethnicity, which varies
along different historical and geographical periods, originally nam-
ing European Italic peoples and presently associated to either Latin
European peoples from several countries who colonized and popu-
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lated Mexico (mostly from Spain) or the Latin American peoples,
also from several countries besides Mexico."”

Brazil congregates several cultures, ethnicities, and peoples under
a single federative republican state but without any recognized na-
tions within it. As Brazil occupies about 60 percent of the Amazon
rain forest, the largest and most biodiverse in the world, it attracts
attention from the international community. And so do the Brazilian
native indigenous populations that live not only in the Amazon, but
also in demarcated territories across the whole country. About 13.75
percent of Brazilian land territory is demarcated to about 680 indig-
enous lands." The country acts to integrate those indigenous popula-
tions, bringing them food, health, and other supplies while trying to
protect their cultures and traditional lands. Those protected lands are
rich in several types of natural resources and life forms, and the na-
tive cultures remain with so much information to be studied and un-
derstood.” Studying the native traditional cultures using transdisci-
plinary approaches may reveal environmental knowledge; new
languages and lingos; alternative usages for some natural resources
such as new drugs, food, materials; and other insights.

The Brazilian armed forces are important federal instruments to
enact this cultural and logistic integration in a beneficial way to all
the societal groups involved while keeping the state territory’s sover-
eignty and integrity.” FAB is responsible for the aerial integration, a
key component, due to the long distances involved and to the difficult
access to many indigenous lands that lay in remote regions such as
(but not only) the huge Amazon forest. No wonder FAB’s motto is “to
control, defend and integrate”* Furthermore, some of those demar-
cated territories coincide with Brazilian borders. Nevertheless, inte-
grating those traditional indigenous societies is a matter of national
defense to Brazil.

Geoculture Studies

With this as background, a survey of geoculture studies emerges,
since the idea of a state is not limited to the simple sum of nations or
peoples living on a given territory and under the aegis of the same
legal order, but, rather, a living organism that evolves and is linked to
indefinite generations that succeed among themselves and whose val-
ues continue to share in the present and in the future. As generations
pass by, what survives is the self-identification of those peoples as a
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supreme national group with specific cultural images and behavior
patterns that identify themselves as a single community, a supreme
country. Geographic boundaries are unable to separate this kind of
feeling, and that is a good reason why immigrants, especially in the
first generation born in a new country, usually remain psychologi-
cally and culturally attached to their original countries.

State or national frontiers can also be defied by military opposi-
tion. The notion of a frontier as a front related to war front is unsta-
ble: it progresses, stagnates, and retreats according to the strategic
moment of the struggle. At the end of combat, borders can be diluted
or demarcated. The frontier is inter-place, a term used by the most
important figure of contemporary postcolonial studies, Homi K.
Bhabha, for encounter, union, creation, cultural exchange, and nego-
tiation.” Areas near the borders, places of intersection, are territories
for different practices in times of peace: space for diplomacy, busi-
ness, shared festivities. All these interdisciplinary conversations con-
verge on defense and more specifically, aerospace power, the primary
objective of the reflections here presented.

Geolaw, as its very name supposes, is based on legally ordering
earthly territories; beyond the border of Earth’s atmosphere, state
sovereignty rules change. Beyond it lies the largest environment hu-
man knowledge has ever comprised: outer space. And this knowl-
edge is oriented to seek a higher international collaboration, as su-
pranational lawfare agreements prevent countries from conquering
territories in that domain and intend to build an order of peaceful
development to benefit all humankind.”

In outer space, a nation can fly spaceships over any country in the
world without any legal restrictions. With the United Nations Secu-
rity Council monitoring and restricting major territorial grabs after
World War II, outer space emerges as a prime area of conquest,
though this “conquest” can be understood more as gaining the capac-
ity to reach space than to “acquire” it.** Dolman wrote in 2002, “Who
controls low-earth orbit controls near-Earth space. Who controls
near-Earth space dominates Terra (Earth). Who dominates Terra de-
termines the destiny of humankind.”* This is the new postmodern
reality, in stark contrast to the “World Island” view proposed by Sir
Halford John Mackinder, a British geographer who wrote a paper in
1904 called “The Geographical Pivot of History” suggesting that the
control of Eastern Europe was vital to control of the world.?
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Accessing space, studying it, commercializing products and ser-
vices related to space, and using it as a strength multiplier factor of
conventional weaponry systems are strategic goals to an increasing
number of countries. Geopolitical concepts applied to the use of
space by state and private players require new international law agree-
ments relevant to any aerospace power. The capacity of public inter-
national law agreements to regulate the use of outer space emerges as
a strategic topic in geolaw. Indeed, such international regulation is a
founding element in the construction of a Kantian multipolar order.”

Space enterprises are usually expensive enough to stimulate multi-
national partnerships, such as the present collaboration among Rus-
sia, the United States, and some other countries. Countries need to
deeply discuss and find solutions to newly important space issues
such as the growth of megaconstellations of satellites on limited or-
bital positions, dangerous orbital debris, positioning and testing of
weapons in space, and many others, which will keep arising as the
human presence in space increases.

COVID-19

Another example of geolaw and geoculture implications comes
from the COVID-19 pandemic.?® The causing virus, severe acute re-
spiratory syndrome coronavirus 2 (SARS-CoV-2), was identified in
December 2019 in Wuhan, China. On January 30, 2020, the World
Health Organization (WHO) declared the outbreak an international
health emergency. And on March 11, 2020, the WHO declared a
global pandemic.”’

It is in this scenario that the geolaw and geocultural effect of CO-
VID-2 emerges, with impacts like those of the pandemic that oc-
curred at the end of the First World War in 1918: the flu mistakenly
called Spanish. The new pandemic has changed the way people relate
to each other, relying even more on telecommunication means to
avoid potentially dangerous physical contact. Physical contact was
formally discouraged and broadly restricted by most governments
worldwide.

The pandemic affected economic, cultural, political, social rela-
tions, labor relations (employer and employee), and the ways of car-
rying out tasks, intensifying remote work. Many productive means
had to adapt to depend less on the human presence, and many mar-
kets migrated to cyberspaces such as social media, e-commerce, and
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online financial systems. Work, entertainment, and social relations
also moved more into virtual settings, and most of those changes
seem poised to remain in present and future societies.*

In a way, differing views on how to deal with the pandemic in-
crease stigmatization of states with high contamination and mortal-
ity, making them outcasts of the international community. Arguably,
it is possible to suppose that political pressures from abroad in such a
health emergency stimulate foreign geocultural influence on a state’s
internal geolaw, but it still is an issue to be studied. The online reports
“Policy Responses to Covid-19”—produced by the International
Monetary Fund for each country—exemplify how all countries™ ac-
tions are judged during the pandemic.”!

Among the effects of the epidemic in Brazil, the importance of the
Unified Health System (Sistema Unico de Saude, SUS) stands out,
managed by the state and with an important role assisting the unem-
ployed, street people, street vendors, and ambulant vendors. The SUS
acted rapidly and robustly, demonstrating its preparedness before the
virus officially arrived in Latin America and taking measures to re-
duce mortality and severe cases.* Brazilian aerospace power, includ-
ing FAB, contributed by supporting safe transportation of patients
and supplies around the huge national territory.”

Narratives of Groups, Nations, and States

There is an amalgamation of worldviews and narratives from some
nations existing among states. Some nations seek independence,
while others do not. Different cultural groups with their own inter-
ests exist within all postmodern countries. Uncountable and almost
unpredictable temporary events may happen and pose immediate
and dramatic impacts to any postmodern state. During the CO-
VID-19 global pandemic, states differed on how to deal with its im-
pacts both among and within states.

It remains clear that the scholar in international relations and law
must be able to grasp the epistemological connection that exists
among the potential reconfiguration of the world geopolitical order,
the cultural values of a given society, and a society’s legal-constitutional
order. The knowledge required to conjugate information from so
many different subjects is necessarily multidisciplinary. And turning
it into useful information to benefit national defense and aerospace
power is necessarily a transdisciplinary effort.
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Therefore, it is clear from everything presented so far that the idea
of inter-, multi-, and transdisciplinary scientific approaches reveals
that no national state is found disconnected from its internal cultural
patterns and from the international order. Internal and external geo-
cultures from states influence and are influenced by national and in-
ternational geolaw. And a country’s level of dependence or interde-
pendence relies on the degree of internationalization of its national
life and the intensity of its geopolitics, national defense, culture, and
international relations. At this point, we have verified how the con-
cepts of geoculture and geolaw are closely related to state power,
aerospace power, and national defense.

Conclusion

As presented in this chapter, there is an urgent need to develop
inter-, multi-, and transdisciplinary studies that enable scientific dia-
logue about geopolitics, culture, and law. One of the great challenges
of the postmodern state is to strengthen the epistemological encoun-
ter among those three to benefit its own objectives of sovereignty,
integrity, and stability. The presented concepts of geoculture and geo-
law comprise important, and not fully understood, influences on any
state power, including its aerospace component.

It must be recognized that the knowledge about such epistemo-
logical convergences is still incipient in Brazil. It is, therefore, a topic
under construction, which does not present a definitive conclusion
but, rather, reflections and considerations to be debated by the scien-
tific community. Science evolves through dated and situated para-
digms that succeed each other, complementing each other dialecti-
cally—without presenting, therefore, a full stop. As much as the
scientific method does, postmodernism claims there are no apodictic
truths and that everything is subject to ongoing reexamination. So, it
is right to reaffirm the need for a deeper confrontation of ideas based
on facts and evidence previously studied. Science must have no side;
it must be objectively supported by data collected and analyzed.

Therefore, the events exemplified in this text have enigmatic geo-
cultural and geolaw developments, including a possible universaliza-
tion of cosmopolitan human rights in the post-COVID-19 world.
The question of the deglobalization of the economy arises also, asso-
ciated with the probable surge of a multipolar, hegemonic, macro-
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power architecture, given the geopolitical rise of China and other
regional powers, such as India, Russia, and the European Union.*
This in turn brings up the idea of metaconstitutional multipolarity—
that is, a multipolar geopolitical order governed by cosmopolitan
constitutional rights of Kantian inspiration. Here is the cornerstone
of a true democratic rule of law, which endures in recent times,
namely: the dignity of the human person envisioned as a geopolitical-
cultural-constitutional axis of democracy.

In conclusion, we defend the idea that, for the first time in human
history, the post-COVID-19 world order may be geopolitically mul-
tipolar, legally metaconstitutional, and culturally multicivilizational.
Scholars should continue to explore and examine the geocultural and
geolaw causes and consequences, including the ones focused on aero-
space sciences and the Brazilian perspective.
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Chapter 9

Aerospace Geopolitics
Carlos Eduardo Valle Rosa

Introduction

The world beyond the earth’s surface has long captured human
imagination. Both the atmosphere and outer space captured atten-
tion from scholars of the ancient Greek world: Aristotle, in his work
titled Meteorology, described climate zones and “developed a primi-
tive model of wind flow on all the known world.™ Ptolemy undertook
an astronomical study in Almagest, in which he dealt with Earth’s
sphericity and observed the planets’ movement; his contribution sur-
passed surface geography, becoming what would be, for a long time,
the scientific comprehension of the cosmos, based on a geocentric
model of the universe. Cavalcanti and Viadana point to the contribu-
tions of Thales of Miletus, Pythagoras of Samos, Aristotle, and Era-
tosthenes of Cyrene, the last responsible for “calculating the distance
between Earth and the Sun, cataloguing 675 stars, measuring Earth’s
radius and great circle.”

Another such trend occurred between the eighteenth and nineteenth
centuries with important founding fathers of modern geography, such as
Alexander von Humboldt, who in the “work Cosmos described his great
view on the Universe’;® Carl Ritter, who did not limit himself to “descrip-
tion and inventory of objects on the terrestrial surface”;* and philosopher
Immanuel Kant, who observed the totality of natural phenomena and the
relationship between space (in geography) and time (in history).’

More recently, authors have stepped into the discussion on the ex-
tent of the purpose of geography, including Richard Hartshorne, Denis
Cosgrove, Peter Adey, Stuart Elden, David Pascoe, and Fraser Mac-
Donald.® Even Milton Santos—a prominent Brazilian author covering
human geography—makes some allusions to this issue, especially re-
garding “pioneer zone” and “totality;” when noticing that Earth might
reach a “limit-situation” or when writing on the “informational-
scientific-technical medium.® In this last case, the theorizing may be
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perceived within aerospace technology (airplanes and satellites), in
which the landscape becomes scientific and technical.

In updating this long intellectual tradition, we continue seeking to
understand a certain environment under a geopolitical point of view.
Whenever the term aerospace is used, attention focuses on a geo-
graphic space defined by the conjunction between airspace (or terres-
trial atmosphere) and outer space. Beyond perceiving this third dimen-
sion from the physiographic point of view that has motivated geography
and astronomy since the ancient Greeks, this chapter observes the
present and future geopolitical context for that geographic space.

Ever since the balloon’s first ascent on a battlefield during the French
revolutionary wars around 1793, humans have been aware of the third
dimension’s geopolitical importance. Stephen Budiansky describes how
subordinate officers aboard a balloon would get a broader comprehen-
sion of opposing troops’ geographic position and layout as well as artil-
lery efficiency, often making them more capable of tactically organizing
and directing troop movements than the general in command.’

The perspective from above was broadened by pioneer aviators,
such as Alberto Santos Dumont, who on October 23, 1906, at the Bag-
atelle field on the outskirts of Paris, flew for the first time “a minuscule
self-propelled airplane, for around a thousand spectators”'® The air-
plane not only enlarged the battlefield vision range, going deeper into
enemy territory, but was also able to register this vision through pho-
tography, attributing new meaning to military intelligence. The First
Battle of the Marne, in September 1914, marked a clear Entente victory
after French pilot Louis Breguet took photos identifying the tactical
movement of the German army heading to Paris."

On October 4, 1957, the Soviet spacecraft Sputnik-I opened the
possibility of reaching a new tier on the above perspective, the outer
space. Cosmonaut Yuri Gagarin was the first man to see Earth from
space in 1962, and he considered our planet as “beautiful, with clouds
and water, a colorful surface and the darkness beyond,” even stating
that “Earth is blue!”"?

From the historical and geopolitical point of view, this continuum
formed by airspace and outer space—not only in light of the evolution
of technologies and capacities but also from the geographic point of
view—configures itself as an aerospace environment and allows for a
new form of international power to express itself. This aerospace power
contemplates the military side of power plus a wider range of elements,
such as the air and space transportation system with its infrastructural
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networks, civil aviation, aerospace industry, human resources involved
in these activities, economy, and aerospace technology, to mention a
few aerospace power variables. From a regional cultural perspective,
prestige is another valued commodity in aerospace geopolitics.

The trend in English-language literature has been to consider outer
space from its own geopolitical perspective, mainly associating this
geographic domain to postulates from classic geopolitics. The pur-
pose here is to observe that there is a trend, approached through vari-
ables, in characterizing the aerospace environment and to “geopoliti-
cize” this environment, jointly, to constitute an aerospace geopolitics.

Thus, the text is organized around the analysis of five variables that
contextualize aerospace geopolitics: the geographic, the political, the
economic, the technological, and the ideological. The chapter shall
approach only some aspects of these variables, which, certainly, are
not the only ones suitable for analysis. However, as they are presented,
these variables will establish an overview for this new form of ap-
proaching geopolitics from the aerospace dimension.

The Geographic Variable

The geographic element demands the identification of the geographic
limit between the terrestrial atmosphere and outer space. This matter is
not so evident when factors are considered other than only physical char-
acteristics present in both segments of the aerospace environment. Nei-
ther aviation law—especially the Chicago Convention and its regula-
tions—nor space law—the body of regulations from the United Nations
Committee on the Peaceful Uses of Outer Space (COPUOS)—clearly
defines the transition point between both segments. Currently, this issue
is approached by two schools of thought. The first establishes an arbitrary
border, known as the Karman line, and the second, known as the func-
tional approach, considers the laws inherent to physics that regulate the
movement or maneuver of devices made by humans for each segment
(aerodynamics or astrodynamics).”

The geographic variable also involves environmental matters related
to the terrestrial atmosphere—and beyond, to planetary surroundings.
In response to the impact of carbon dioxide emissions from airplanes,
for example, the International Civil Aviation Organization and the In-
ternational Air Transport Association developed the Carbon Offset-
ting and Reduction Scheme for International Aviation.'
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Another example is space debris. In 1982, Daniel Deudney re-
ported on “the 11% yearly rate of growth of space debris”* In early
2020, the European Space Agency pointed out the existence of over
120 million objects classified as debris in Earth’s orbit, with dimen-
sions of 1 mm to 10 cm, all with the potential to cause damage to
spacecraft and generate a cascade effect of catastrophic impact,
known as Kessler Syndrome.'® Obviously, regarding large-sized de-
bris or debris transporting radioactive material, the repercussions
would extend to the terrestrial surface. Ilayda Aydin goes further,
comparing “space debris to a cancer, with the potential to prevent the
use of space by mankind.”"” From the geographic point of view, the
great interdependence between the atmosphere and outer space phe-
nomena in relation to third-dimension human activities favors an
integrated approach of these geographic spaces.

As a final example of geopolitical manifestation of the geographic
variable, consider the competitive aviation market, and expand it.
Commercial airline routes and airport slots are used to acquire and
expand business and obtain more profits. That is why global partner-
ships such as the Star Alliance or the Oneworld Alliance explore
competitive advantages over their competitors, sharing installations,
check-in procedures, customer service, and frequent-flyer pro-
grams.'® For outer space, John Collins had already garnered attention
for “strategic locations in space” by discussing the advantages of vari-
ous orbits and libration points in his book on military geography.*
Everett Dolman continued this literary trajectory and gave geopoliti-
cal meaning to places with geostationary orbits, the Lagrange Points,
and the Hohmann transfer orbits in his 2001 book Astropolitik: Clas-
sical Geopolitics in the Space Age (Strategy and History).*

Expansion by means of new commercial opportunities or natural re-
sources is a common phenomenon in the aerospace dimension. Given
this context, it is important to remember the applicability of classic geo-
political concepts such as chokepoints, communication lines, borders, or
the vital space to the reality of the aerospace environment.

The Political Variable

The meaning of the word territory in the Greco-Roman world was
limited to physiographic aspects.”! Today, however, territory is a con-
cept that exceeds borders and frontiers, even allowing for culturally
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focused discussions, as in the case of territoriality, proposed by Rob-
ert Sack.”? The importance of the political variable to the aerospace
environment thus is highlighted by the notion of sovereignty.

State sovereignty was first debated in the aerospace field when air-
planes surpassed physical obstacles dictated by topography that are
commonly associated with a state’s territory limits, such as a river, a
mountain, or any other geographic element. Lysias Rodrigues, an
eminent Brazilian aviator and geopolitician, explained that the terri-
torial border changed due to the aeronautical capacity to pass it.? A
historical event that justified the perception of this Brazilian geopoli-
tician was the innovative use of the airplane in air control over Pales-
tine, which ensured British colonial administration after World War
I. Hugh Trenchard, Royal Air Force Marshal, employed airplanes
along the borders of the colonial provinces to observe the movement
of insurgent groups and neutralize their maneuvers.** Clearly, states’
borders and territory control methods underwent a conceptual over-
haul in the field of military science.

Alexander de Seversky explicitly assigned a geopolitical meaning
to the aerospace environment and aerospace power. His reading of
the world space (from a cartographic projection developed on the
North Pole perspective) allowed for military geostrategies to develop
beyond the classic geopolitical concept of Heartland, proposed by the
British land power scholar Halford Mackinder.”® According to de
Seversky, the airplane—and, later, the ballistic missile—would change
the comprehension of world geography founded around the tradi-
tional perspective derived from the Mercator projection, due to the
reach and penetration capacity of air power.?

Eyal Weizman, Stuart Elden, Alison Williams, and David Omissi
discuss airspace sovereignty, extending the field of power relations
among states from the aerospace power perspective, bringing new
dilemmas to debates on the reach and boundaries of national sover-
eignty.”” Repeated transgressions of territorial sovereignty between
Israel and its neighbors, for example, have taken place through air-
space.”® Likewise, the discussion of territory and sovereignty in outer
space involves these new aspects. That discussion occurs even as the
recently established field of international space law is weakened due
to the absence of consensus on some concepts and the lack of clear
cases to determine precedents and treaties among the applicable mul-
tilateral organizations, such as COPUOS.*
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As an example, look at the case of Tonga. This country in Oceania
has an area of only 747 km? with an economy based on the export of
agricultural produce and fishing, as well as tourism. Tonga claimed
16 links of orbit slots at the International Telecommunications Union
in 1990.*° When it took these slots, the country had only one airport
with paved runway, a single aviation company, and a single aircraft
and no expertise in the aerospace sector.”’ Why would Tonga request
slots without the clear capacity to use them?

Another emblematic case is the 1976 Bogota Declaration regarding
geostationary orbits, which determined that “the segments of geosta-
tionary synchronous orbit are part of the territory over which the
Equatorial states exercise their national sovereignty.*> When consider-
ing that geostationary orbits have a limited amount of room to accom-
modate satellites, the relevance of this declaration is key, as it indicates
an extension of territorial sovereignty from airspace to outer space.

The political variable raises debates in the military field as well,
something that has been observed as states weaponize outer space
and as antisatellite weapons testing continues, both involving actions
starting from the airspace or stations on the surface. Dolman believes
that “the militarization and weaponization of space is not only a his-
torical fact, but also an ongoing process.” It is important to differen-
tiate space weaponization from militarization. The first phenomenon,
still incipient, is about the deployment of weapons in outer space. In
turn, militarization emerged from the start of the space race and has
hastily intensified ever since. Given that people have weaponized the
different geographic domains from the dawn of humanity, it is pos-
sible to infer that this process in outer space will be a mere extension
of what already takes place in airspace.*

A final example of the political variable comes from a recent initiative
from the United States government. The executive order of April 2020
seemed to impose interpretation challenges onto international space law
regarding the free exploration of celestial bodies.”® The economic issues
regarding asteroid exploration may cause conflicts among nations.

The Economic Variable

The economic variable is important because it provokes disputes
over natural resources that are directly associated with economic
growth and important to aerospace economy-related state politics.
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Even with the economic crisis caused by the pandemic in 2020—
which substantially affected not only aviation companies but also
whole sectors such as tourism and the aerospace industry—there was
a reinforcement of the importance of air transportation concerning
basic medical supplies and food for regions severely hit by the pan-
demic. It must be assumed, as the premise of this study, that the post-
pandemic period will see a resumption of growth in the aerospace
economy, like what was observed in prepandemic years.

According to the Air Transportation Action Group, the aviation
market was responsible for more than 65 million jobs in 2017. The
Oxford Economics Group states that the aviation market is respon-
sible for 3.6 percent of the world gross revenue.*® The International
Air Transport Association reports that there was a growth of 3.4 per-
cent in air cargo transportation between 2017 and 2018, reaching a
total of 64 million tons.” Most of this cargo is made up of high-
added-value goods and perishables (such as fruit and meat). That re-
flects the importance of this segment relative to the value of the cargo
transported and not in gross terms (tons transported).

The Airports Council International indicates that around 8.8 bil-
lion passengers passed through 2,500 airports and 180 countries in
2018.%® The World Bank provides data on the cargo volume and num-
ber of passengers in the air transportation sector, presenting a con-
stant growth curve of these activities each year. In Brazil, the air
modal transports from 2010 to 2018 almost doubled in passenger
numbers in comparison to the second modal, road transportation.*

Space activity follows the same course, as it consists of a “strategic
asset,” as proposed by Joan Johnson-Freese.* Bohumil Dobo$ points to
the importance of resources in outer space as a stimulus for exploring
celestial bodies and suggests that the concept of new space introduces
new perspectives for the field of space exploration, bringing new play-
ers to this economic sector; space activity is increasingly influenced by
nonstate actors that have the strength and legitimacy to influence pub-
lic policies. There are plenty of promising areas in the burgeoning aero-
space economy, such as the operation and exploration of launch cen-
ters, satellite monitoring services, telecommunication services, natural
resource exploration, space tourism, aerospace industries, and the de-
velopment of new technologies, to name only a few.*?

A Brazilian example may typify the precise importance of the eco-
nomic variable. In 2017, Brazil launched the Geostationary Defense
and Communications Satellite from the Guiana Space Center in
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Kourou, French Guiana (at that time, the Alcantara Launch Center in
northern Brazil was not available due to operational problems). Ac-
cording to an Arianespace executive, the cost of launch hovered
around $137 million (US dollars).* That amount of money could
have been saved if the launch center in Alcantara had been working
in normal operating conditions.

Regarding the aerospace industry, there are still two points to be
considered. The first is that there is a growing tendency to unification;
no companies focus exclusively on aeronautical products or space
products. All industries of this kind will, probably, be termed aerospace
industries. The second point is that the aerospace industry gives rise to
scientific innovations and technological progress that benefit society
and the economy (not to mention the military). Thus, these industries
become more and more important to geopolitical matters.

The Technological Variable

Technology has been vital in the development of geopolitics.
Friedrich Ratzel equated a state’s technological and scientific devel-
opment.** Alfred Mahan was concerned with maritime technology
and the battleship.* Halford Mackinder saw the potential for rail-
roads to be influential, through the development of Heartland.* All
the original theorists of airpower, such as Giulio Douhet and William
Mitchell,¥” wrote about military aspects of airpower and how that
power could be interpreted in civil aviation.

Today, this approach elevated to outer space can be seen as a sort
of new space race, especially when it comes to satellite technology. In
fact, as was expressed by Jimmy Teng, “the changes in military tech-
nology have shaped the geopolitical landscape since remote times.”*
This quote can also be applied when technology in a broad sense is
considered, particularly in aerospace, with a great level of duality in
the development process of systems of different natures: almost all
big companies in the sector work simultaneously for military and ci-
vilian clients.

The impact of technology in aerospace geopolitics involves many
approaches. One of them, less common, originates in sociology and
anthropology. This disciplinary knowledge leads to understanding an
aerial reality (or an aereality), a new way of life, or an air life due to
the employment of technologies associated with airplanes, airports,
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and air transportation. Writers such as Saulo Cwerner, Sven Kessel-
ring, John Urry, and Peter Adey, among many others, show the rise of
a homo aeroportis globalis, a sort of evolution of the homo sapiens—a
human who always lives on the move through airports and airplanes.
This approach corresponds with the view of the airport’s influence on
city life, not only from the vantage points presented previously but
also from the perspective of city architecture, urbanism, transporta-
tion networks, and economies.*

This type of approach could soon be directed toward the study of
outer space—a homo universum. Currently, however, the technological
impact on outer space geopolitics has been studied on a more prag-
matic level. Nayef Al-Rodhan understands “telecommunication and
information satellites as the driving force of social change, as the capa-
bility of changing political systems.”*® Daniel Deudney refers to the im-
pacts of satellites in astronomy, oceanography, climatology, and geolo-
gy.”! Michael Sheehan observes that “space technology bears great
benefits for developing nations”** That is especially important when
national space programs, like the Indian one, are observed. In telemed-
icine as in agriculture support, India’s technological capacity in the
space sector has been highlighted in international literature.”

Aerospace technology developments often move from industry to
society. As an example, the research and products of the National
Aeronautics and Space Administration have generated spin-ofts such
as water filters, computer mice, cellphone cameras, ear thermome-
ters, scratch-resistant ocular lenses, smoke detectors, shoe insoles, air
purifiers, and more.™

A final aspect of the technological variable connects to the next
variable: The Organization for Economic Cooperation and Develop-
ment revealed that the soft power derived from telecommunica-
tions—omnipresent in an age of global information coverage—has
taken advantage of aerospace technology to “spread cultural attitudes
and political ideas” In this sense, the opportunity to analyze the
meaning of ideology in aerospace geopolitics arises.

The Ideological Variable

Our interpretation of ideology refers to the capacity of the state in
influencing its people, external actors, and other states. In this ap-
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proach to ideology, two important elements are described: represen-
tation and prestige.

Since the beginning, states have used aviation to express some po-
litical goals and an ideology. Discourse surrounding the pioneering of
airplanes, and even of balloons, brings national pride to the center of
discussions. Famous aerial feats from the first decades of the twentieth
century, such as the American Charles Lindbergh and the Portuguese
Gago Coutinho and Sacadura Cabral crossing oceans in aircraft for the
first time, express a feeling of conquest with national and world rele-
vance. In South America, in 1920, the race between Brazilian aviator
Edu Chaves and his Argentinian colleague Eduardo Hearne became an
international dispute between Rio de Janeiro and Buenos Aires.*

Other examples that lend the air forces of each nation a symbolic
sense of representation are the aerobatics (exhibition teams) or the
overflights of military aircraft during parades or even at sporting
events. In outer space, ideology goes on as a sequel of the same phe-
nomenon observed in airspace. The race to be the first nation to reach
terrestrial orbit, send the first man and first woman to space, and land
on the moon widened the field of rivalry between the United States
and the Soviet Union during the Cold War.

The other element of analysis in this variable is prestige, which is
intrinsically connected to representation. As in geopolitics, Colin
Gray understands that the geographic space “can speak to the mind
and imagination, as well as to eyes and limbs”>” From this compre-
hension, aerospace geopolitics should also deal with prestige. Hans
Morgenthau saw national prestige as an “indispensable element in
rational foreign politics”*® If the quest for prestige can guide national
policies, and if geographic considerations influence such policies, the
manifestation that renders national prestige or pride as an important
driver in the field of aerospace geopolitics becomes clear.

The manifestation of pride and prestige of a nation still results
from a kind of propaganda, “merchandising politics” (propaganda
promoted via marketing methods), surrounding the prominence of
the aerospace industry, the relationship between an airline company
and its country (seen, for instance, in airline companies whose names
refer to the country they represent: Air France, Air China, etc.) or the
investment in space programs to become leaders in the segment
(such as NASA’s Artemis program, a mission to send the first woman
and first person of color to the moon).”
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Conclusion

The aerospace environment comprises a connection between air-
space and outer space. Considering aerospace power an element in-
trinsic to national power makes room to include this new geographic
dimension in geopolitical studies.

With the intent to geopoliticize the aerospace environment, this
chapter opened with the observation of purely geographic elements
that would contextualize this environment. This movement allowed a
greater immersion in identifying the geopolitical elements that were
methodologically proposed in the form of variables.

Thus, if the environment is geographic by nature, and if geography
is an essential element of geopolitics, it is appropriate, then, to high-
light political, economic, technological, and ideological aspects in a
way that allows the suggestion of an aerospace geopolitics. The study
did not include other variables that could be studied in the future to
supplement the analysis, such as demography (population or migra-
tory studies arising out of the technical evolution), diplomacy (analy-
sis of international agreements or minutes of bilateral meetings, for
example), military (which would analyze the force structure, equip-
ment capacity, etc.), sociology/anthropology (study of the social im-
pact of the object of study and the perception of communities on the
matter), or biology/environment (analysis of aerial organisms or the
climate perspective).

However, the assessments of the selected variables allowed a con-
sistent characterization of a conceptual framework for aerospace geo-
politics studies. In the political variable, the issue of sovereignty is
emphasized, as it is important in both airspace and outer space. The
aerospace sector was shown to be a key economic player despite the
2020 pandemic crisis testing the sector’s capacity to recover, particu-
larly the air transportation element. On the other hand, the pandemic
also revealed the relevance of air transport to meet the global de-
mand for medical supplies and food.

The aerospace sector is also a driving force of new technologies
that have transformed society. This variable also evokes an interrela-
tion with the others when the process of militarization of outer space
or the economic potential of remote sensing products is observed.
The last theme, the ideological variable, complements the geopoliti-
cal meaning of an aerospace environment when it highlights the rep-
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resentation and prestige that have been associated with nations’ aero-
space power since the early days of aviation and space exploration.

New studies on this proposed geopolitical theme may shed light
on aspects yet to be observed. Just as geopolitical theories formulated
for surface environments (the terrestrial dimension and water di-
mension) make no distinctions among the differing terrains (for ex-
ample, terrestrial geopolitics encompasses plains, highlands, forests,
etc., and does not divide them into unique elements), geopolitical
studies that consider the aerospace environment as a unified object
will pursue an integrated approach between airspace and outer space.

The comprehension of integrality is judged as relevant to the aero-
space environment. The future is not perceived as merely aerial geo-
politics (of air transportation) or exclusively astropolitik. Aware of the
differing physical characteristics of the airspace segment and outer
space segment, it is understood that there should be, in fact, a com-
prehensive and integrated aerospace geopolitics.

This chapter is an adaptation of the author’s doctoral thesis, defended in 2020, at the Federal
University of Rio Grande do Norte.
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Part 3

Aerospace Logistics and Economics






Introduction to Part 3

There is a constant concern in Brazil with issues of a logistical na-
ture, often associated with the development of capabilities in the na-
tional aerospace industry. In a country with limited financial re-
sources, the search for effectiveness in processes and greater efficiency
in systems is fundamental to the consolidation of aerospace power.
Part 3 introduces the themes of logistics and economics, understand-
ing that they are relevant components for understanding this concept
in the Brazilian case.

The search for theories that support logistical activities helps im-
plement practices that strengthen aerospace power. Logistics is based
on principles that guarantee conditions for force support, and, to a
large extent, these principles are supported by empirical experience.
However, untested forces cannot prove established principles. Thus,
the validation of theories collaborates in the expansion of combat
power. A proposed articulation between theoretical bases and the
principles of logistics provides a conceptual framework to ensure
logical foundations for planning and execution of combat sustain-
ment support. This study of the correlation between theory and prin-
ciples of logistics is essential for aerospace power as it provides in-
sights for combat logistics, seeking advances in military science and
the creation of consistent support solutions from the perspective of
war. The study covers various fields such as equipment selection, per-
sonnel training, campaign planning, logistics structure, and organi-
zational culture, among other elements of aerospace power.

An important component of aerospace power is related to its logis-
tical capacity. A strong and efficient logistics base ensures the sustain-
ability of aerospace operations and makes resources available in ad-
equate time and quantity. To the theoretical perspective of logistics
are added concrete case studies that illuminate another essential ele-
ment of aerospace power: the economic perspective of the aerospace
industry and its technological development.

National defense companies need to master technological capa-
bilities and operate in a favorable economic environment to provide
defense equipment and systems that enable success in aerospace
power missions. Along with the National Defense Policy and other
national political-strategic documents, offset is an important prac-
tice. Offset is the compensatory practice agreed to between the par-
ties as a condition for the importation of goods, services, and tech-
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nology, with the intention of generating benefits of an industrial,
technological, and commercial nature. Conceived using technologi-
cal, industrial, and commercial offset clauses in the international pro-
curement processes of the armed forces, the offset has become a pub-
lic policy whose goal is to consistently favor industrial development
and strengthen the aerospace logistic base, both in technological and
economic terms. Comparative studies assume relevance as they ana-
lyze the strategic objectives and actions presented in national defense
documents with the offset practices conducted by the Brazilian Air
Force, identifying opportunities for establishing offset agreements as
a public policy to provide new capabilities for the Brazilian aerospace
industrial base. Considering that this base is an element of Brazil’s
aerospace power, studies of this nature are extremely important.

The possibility of offset may have been the case with the A-Darter
Project, the result of a partnership between Brazil and South Africa
for the development of fifth-generation air-to-air missiles. From the
Brazilian point of view, international cooperation, especially with
partners with similar historical and socioeconomic backgrounds,
generates challenges regarding the lack of financial resources, given
the basic needs of their populations.

Once again, the idea of a developed and autonomous aerospace
industry, with a strong international presence, is reinforced as a fun-
damental component of the defense logistics complex, not only in the
acquisition phases, but throughout the life cycle of air platforms, pi-
loted or autonomous, and their components such as electronic sys-
tems and missiles. In this sense, the study of technology transfer pro-
cesses for the Brazilian aerospace sector, based on international
cooperation agreements, is part of the national defense industry’s
policy of responding to current international security challenges. The
A-Darter case reinforces the relevance of the logistical and economic
component in Brazilian aerospace power. The cooperation offered
the opportunity to access new technologies that can be incorporated
into other companies’ processes and new products. It also demon-
strated that the missile met all the technical performance require-
ments, resulting in a product with operational performance at the
same standard as the best in class available on the market.

The development of new technologies has always characterized
the Brazilian aerospace industry, whether in aeronautics or in the
Brazilian space program. Unequivocally, this is a relevant facet of the
concept of aerospace power in Brazil. There is, effectively, no power
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in the clear sense of the word without logistical capacity and without
an aerospace economy focused on new technologies, development,
research, and sustainment capacity.

Part 3, Aerospace Logistics and Economics, reinforces under-
standing of the scope and multidimensionality of the concept of
aerospace power in Brazil. The chapters essentially highlight that lo-
gistics, aimed at sustaining the application of force, and economics,
aimed at generating force, are integrated with aerospace power in the
conception of Brazilian aerospace strategic thinking.






Chapter 10

Logistics Principles and the Axioms of Combat

An Analysis

Luiz Tirre Freire
Fabio Ayres Cardoso

Introduction

To fulfill their constitutional mission in response to demands that
the state imposes on internal security and external defense, military
forces need to keep their forces operational, from troops to weapons
systems, all demanding support. The responsibility for this support
rests with the logistics that—through the planning and management
of human resources, equipment, and supplies—maintains the effec-
tiveness of the operational structures of the forces, both in headquar-
ters and in campaigns.

Like all other military activities, logistics is based on principles,
which, to ensure conditions of practical possibility in real deploy-
ment, need to be backed by experience. However, for military forces
without combat experience, such as the For¢a Aérea Brasileira (FAB,
Brazilian air force), its set of principles tends to be uncritically emu-
lated by foreign armed forces. Given that countries that are not at war
are unable to empirically validate their military logistical principles
due to lack of combat experience, these countries should at least seek
logical validation of these logistical principles.

Faced with this problem of verifying the logical validity of the
FAB’s logistical principles in the absence of combat experiences, we
argue that theorizing efforts seek links between the principles of lo-
gistics and the foundations of combat theory, to be conducted in two
sequential actions: (1) to use the combat axioms as a conceptual sys-
tem, to allow the construction of plausible solutions related to a set of
concepts accepted as valid; and (2) to apply the semantic concept of
factual reference as a method to identify contexts, classes of refer-
ence, and factual predicates that help assess links between the afore-
mentioned principles and axioms.
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Analyzing the set of military logistical principles based on the axi-
oms of combat means investigating the set as theoretical object, in
which empirical interpretability (derivation of assumptions) and its
representativeness (correlation with real properties) can be examined
scientifically, assessing conceptual connectivity.

Analyzing the set of logistical principles in the light of combat axi-
oms, through the factual semantics, means identifying reference rela-
tionships as well as identifying the occurrence of family predicates
from both, defining semantic contexts. Constructs under the same
semantic context share the same references and present themselves
under the same conjuncture or framework, thus sharing the same
cognitive relevance.

Combat Axioms

Axioms are nondemonstrable propositions of a scientific theory
used to clearly distinguish their basic concepts, hypotheses, and deriva-
tions. The axiomatization process, ordering deductively or inductively
known statements on a given subject, is not restricted to mathematics
and logic,' being used equally in the factual (natural or social) sciences.

Combat axioms were first established by The Military Conflict Insti-
tute (TMCI) with the aim of exhibiting, in an orderly manner, key con-
cepts underlying the theory of combat.? Insofar as a body of factual
ideas comes ex post facto, it helps to describe the phenomenon of com-
bat, exhibiting its internal components and dynamics, correlating them
in a comprehensive, consistent, and unified way. The concepts of power
and potential for combat, missions, unpredictability, and so forth be-
long to the domain, or semantic reference class, of this theory.

TMCI researchers try to keep this set of axioms to a minimum (Oc-
cam’s Razor), covering a total of only six, declared and explained below.

Axiom 1: Military combat involves lethal interaction between
military forces.

Military forces can be defined as sets of elements activated for the
purpose of entering, or threatening to enter, an engagement, for of-
fensive or defensive reasons, in relation to any other set of elements.
Lethal interaction includes both the direct use of lethal means and
the threat of their use. Although nonlethal weapons can be used, they
are always protected by lethal means.
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Axiom 2: In combat, each side seeks to achieve an objective (also
called a mission) to which a perceived value is assigned.

The mission of a military force corresponds to a specific task as-
signed to it by a higher authority, or assumed by the commander of
the force, based on guidance from a higher body. The mission is a
pervasive factor that stimulates and controls combat activity, expand-
ing or restricting its action. It thus acts as a bridge between purpose
and result. Combat is, therefore, a purposeful activity within the
scope of broader objectives of entities external to the combat itself.

Axiom 3: Combat potential is incorporated into military forces.

Combeat potential is the latent ability of a military force employed
to achieve results in combat. To create military forces with the poten-
tial to wage combat, governments use human, material, infrastruc-
tural, informational, organizational, and procedural resources avail-
able or capable of mobilization. Nowadays, standards that embody
the potential for combat are accepted, such as: structuring forces in
hierarchically organized units; establishing control by means of chain
of command; admitting lethal and nonlethal armaments; and divid-
ing resources among fire support, maneuver, protection, support, and
information activities.

Axiom 4: Commanders on each side activate combat potential with
the aim of creating combat power in favor of fulfilling the mission.

Combat power is the instrumental ability of a military force to
achieve results in combat. In this sense, each side brings with it en-
ergy to create, through combat processes, combat power. Conse-
quently, it is only through these processes that the fighting power can
be produced and results obtained. It is emphasized, opportunely, that
the results of the combat processes are not determined by each side
unilaterally but formed by the interactions between the combatants
and with the combat environment.

Axiom 5: The domination of the opposing force is the definitive
means to accomplish the mission.

Domination is the result of the imposition of a force’s will on the
opposing force, through all combat interactions, especially those that
affect will and spirit. In combat, this means that one force imposes its
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will on the other force, with commanders on each side being simulta-
neously the main transmitters and recipients of domination.

Axiom 6: Uncertainty is inherent in combat.

Uncertainty is a state of doubt about the combat situation, includ-
ing its outcome. It is ubiquitous and widespread in combat. One of
the biggest sources of uncertainty is individual and group behavior
under the stress of combat. It manifests its effect on the cognitive
states of all combatants and hovers like a fog (fog of war) affecting
everyone, especially those in the chain of command. Thus, com-
manders do their best to reduce the uncertainty on their side while
seeking to maximize that on the part of the enemy to obtain a relative
informational advantage.

Finally, considering that an axiomatized theory corresponds to the
totality of the consequences of its axioms,’ it establishes, based on as-
sumptions of primitive concepts, the set of basic predicates admitted
in its domain.* It also helps to construct semantically relevant conclu-
sions between different fields of knowledge that share, totally or par-
tially, similar classes of semantic reference.

Principles of Logistics

The principles of logistics comprise precepts in the form of attri-
butes considered in the planning and execution phases of logistical
actions, in favor of successful military operations. They must be inte-
grated into the entire operational structure of the military force, be-
ing fundamental to preserve their combat power, expand the reach of
strategic objectives, as well as strengthen their ability to sustain them-
selves in combat.

Although independent, the principles of logistics are also interre-
lated, requiring from commanders judgment in terms of condition-
ing to variations in time and space. In view of this, they rarely exert
an equal influence on all actions, moments, and places, their rele-
vance and opportunity varying according to the situation. For this
reason, commanders need to identify which attributes (principles)
have priority in each operation and which will become the founda-
tion for the preparation of their support concept.

The principles of logistics partially differ between military forces,
as well as between countries, in that they derive from experiences and
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lessons learned in real combat. These distinctions also come from the
areas of competence or from the specialization of each force in the
environments in which they operate. Military logistical principles
can be found in both military manuals and academic publications.

In military manuals, the principles of continuity, control, coordi-
nation, and security of logistics are widely accepted and employed by
national armed forces.” Abroad, the variety of military logistical prin-
ciples is great, produced under different designations, from different
classes of references. Some examples of this difference include the
principles of agility, reliability, and integration;® principles of antici-
pation, survivability, and improvisation;” principles of attainability,
simplicity, and sustainability;® principles of sustainability and
flexibility;’ principles of cooperation and visibility;'* and principles of
forecasting and balance."

The academic literature on the subject (usually produced by mili-
tary educational and research institutions, and sometimes indepen-
dent publications by former members of the armed forces) presents
perspectives whose connotative content interposes operational expe-
riences with concepts of logistic theory. In this sense, the principles of
synchronization;'? accountability, shared information, coalition, and
civil contracting;® dispersion, equivalence, relativity, opportunity,
and initial momentum;' and cooperation, economics, and forecast-
ing stand out."

The logistics principles established by Brazil's Air Force Com-
mand—whose analysis, in light of the combat axioms, is the object of
this research—are explained below.'¢

1. Principle of the Objective

This principle deals with directing logistical operations toward a
previously defined, intelligible, attainable, measurable goal that con-
tributes to the macro-objective of the military force. The objective
guarantees unity of effort as well as focus, helping to prioritize future
lines of action as well as the use of the available resources.

2. Principle of Continuity

This principle deals with the uninterrupted provision of support to
units at all levels of the war. Continuity guarantees confidence in lo-
gistical support, allowing commanders freedom of action, opera-
tional reach, and sustainability of their forces. It is obtained through
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the interdependence between units, a reliable distribution system,
and integrated information.

3. Principle of Control

This principle deals with the continual monitoring of the entire
logistical process to ensure that the quality and quantity of resources
will enable a military force to successfully fulfill its mission. The cen-
tral issue of control does not mean the exercise of control per se,
rather the creation of an atmosphere of moderation and balance to
guarantee adherence to the principles of optimized resource manage-
ment.

4. Principle of Coordination

This principle deals with the union of the individual logistical ef-
fort segments—combining both similar and heterogenous ele-
ments—of each component of the military force in a single and com-
mon effort. Coordination involves administrative processes that
ensure commonality, promoting the physical union of the elements
existing in the force, to reduce the number of distinct elements.

5. Principle of Economy of Means

This principle deals with the identification and elimination of un-
necessary duplications and redundancies, without impairing mission
fulfillment. Through economy, resources are provided efficiently, in
such a way as to enable commanders to employ all means with the
greatest possible effect. It is obtained, thus, using the minimum of
resources, within acceptable levels of risk.

6. Principle of Flexibility

This principle deals with the ability to improvise and adapt struc-
tures and logistical procedures to changing situations, missions, and
operational requirements. Flexibility exists, then, according to the
logistical response to an unpredictable environment. It is obtained by
anticipating the requirements that will be demanded in an environ-
ment in constant change, allowing the development of viable options
to support these operational needs.
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7. Principle of Interdependence

The principle of interdependence seeks to ensure that combat
plans and logistical plans are interconnected—that is, that there is a
connection or interdependence between these plans. Interdepen-
dence is justified by the fact that the power of the military forces and
of the means of combat are encapsulated in resources whose prepara-
tion, at all levels of war, is up to logistics.

8. Principle of Objectivity

This principle deals with keeping focus on the objectives of logisti-
cal support, in meeting the demands of the fight, and in linking the
means and the ends for this service. Objectivity is achieved by focus-
ing on the identification and production of results and the desired
final effects.

9. Principle of Opportunity

This principle deals with forecasting, in an attempt to account for
the set of circumstances and responding in a timely fashion to make
logistical support possible during military operations. Thus, it com-
prises compliance with the internal clock that determines the time
scale of logistical processes, in the provision of resources that will
meet operational demands.

10. Principle of Priority

This principle deals with ordering the logistical processes and
means that will be used to support the military force, based on crite-
ria of precedence for importance or urgency. Prioritization affects the
inflow and allocation of resources to carry out the missions of each
combat unit.

11. Principle of Security

This principle deals with the necessary measures to avoid surprise,
observation, sabotage, espionage, and restlessness, to ensure freedom
of action for logistics. It comprises the axis around which the entire
logistics system orbits, being a prerequisite for carrying out its activi-
ties in combat situations. It does not imply exaggerated precaution or
an avoidance of the calculated risk but rather preserves the planned
lines of action.
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12. Principle of Simplicity

This principle deals with reducing complexity, an element that in-
troduces confusion in an already chaotic environment like combat
operations. Simplicity promotes efficiency in planning and execution
and the most appropriate line of action for developing logistical ac-
tivities, allowing a more effective control of operations. It is achieved
with the clarity of the tasks, with standardized procedures, and with
clearly defined command relations.

13. Principle of the Command Unit

This principle deals with the unity of authority and program for a set
of logistical operations under the same design. The command unit re-
quires a well-defined chain of command, a clear division of responsi-
bilities, an adequate communications system, and a well-understood
logistical doctrine, accepted and practiced by commanders at all levels.

The principles of logistics presented are guides to the analytical
thinking of air force logistics commanders in evaluating courses of
action or support plans. They aim at guiding thought, not specifying
actions, and must have their meanings, in terms of semantics, linked
to use in combat.

Factual Reference Semantics

Semantics is the area of science that studies the meaning of words,
presenting developments in linguistics, philosophy, computer sci-
ence, and psychology. In factual sciences, it makes use of concepts
such as reference, context, meaning, and truth to interpret units of
discourse present in reality, from the analysis of the symbol-construct-
fact triangle."” Thus, semantics can help answer problems related to
linguistic facts, such as revealing whether there is a relationship be-
tween military logistical principles and combat axioms.

For a semantic analysis to be rigorous, factual (nonconceptual)
items like things and events in the real world must be characterized
by conceptual items.' In the search for precision, unity, and scientific
clarity, one should also pursue the mathematical formalism as well as
the use of logical metatheoretical constructs and structures as syntac-
tic entities, in favor of systematicity.” Under this regime of accuracy,
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semantics can help elucidate factual referents, as well as estimate their
true, factual values.

In this sense (and avoiding regression to the most elementary fun-
damentals of semantics), some definitions were arbitrarily selected,”
understood as necessary and sufficient to compose the methodologi-
cal tool for the analysis of the research. This set is focused on estab-
lishing and declaring the main factual semantic referents, such as
reference class, context, and correspondence.

Definition 1. T is an axiomatic factual theory if, and only if: (1) T
is a factual theory; that is, it contains factual predicates; (2) T is axi-
omatized; and (3) to every basic concept of T a reference class is ex-
plicitly designated by any of the axioms of T.

Definition 2. Being A;, with 1 <i< n, and n the number of axioms
of a theory T, the base axiom of T is the conjunction of all axioms of
T. That is, there is nothing in the theory that is not in its axioms. Sym-
bolically (A means axiom and df means definition):

A(T) =da /n\ A

i=1

Definition 3. The totality F of factual objects is the subset of Q (set
of all objects), formed by nonconceptual elements, in such a way that
Fis disjoined from C (set of conceptual elements). Symbolically:

F= {xeQ-(xeO}

The actions of fighting and provisioning troops, for example, cor-
respond to factual objects.

Definition 4. If ¢ is a construct, then the class of factual reference
of ¢ ([c]p) is the set of factual objects formed by ¢, where Rcx is the
reference relation between ¢ and x.

Symbolically:

CEC:[C]F:EY{FC:#{XGFDTCX}QF

Thus, there is a reference relationship (R) between, for example,
the conceptual object “interaction” and the factual object “conflict”

Definition 5: The triple ordinate C = (S, B D) is called context if,
and only if, S is a set of statements in which only predicates of the P
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predicate family occur, and the reference class of each predicate P in
P is included in domain D.

Thus, for axiom 4—symbolically (3x|P,—p(P,)—>M), in which 3
represents exists, x represents the commander; Py the generation of
combat potential created by x; p(Py) the resulting combat power; and M
the mission—all the predicates are in the domain of combat actions,
conforming their context.

Definition 6. The reference class of an axiomatic theory is equal to
the union of the reference classes of all its axioms.

n
If AT)=, [\ A
i=1

then R(T) =R (4)
i=1

Definition 7. Being R(c)=1: U Iz U... U I; UI, the reference class of
construct ¢, in which I for i between I and f < n, are sets of factual
items, in such way that I; © C (C is the set of conceptual items). So, the
factual reference class of ¢ is the union of the classes of factual items:

f
R (@)=L, = R(o)

Thus, considering c as a human conflict, in the context of military
combat, its class of factual reference may include factual items such as
troops, commander, and mission, but not duel, competition, or event.

Definition 8. Two constructs are called coreferential in a context C
=(S,BD) if, and only if: (1) they belong to the context C; and (2) if they
have the same reference class. Symbolically, if ¢ and ¢ are in C, then

c~c =4 R()=R()

In this sense, eventually, if the reference class of the constructs
present in the logistic principles is a subset, total or partial, of the
reference class of the constructs present in the combat axioms, then
they are corresponding, being, therefore, semantically linked.
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Analysis and Results

Considering the context of “combat support,” with S (declarations),
P (predicates), and D (domain) inherent to the axioms of combat, a
five-step methodological procedure (semantic analysis) was estab-
lished to identify the existence of co-references between the aforemen-
tioned constructs and the principles of logistics. The steps are

o define the constructs present in axioms of combat and princi-
ples of logistics;

« present the etymology and the conceptual items derived from
each construct established in the previous step;

« identify, from the conceptual items, the factual items related to
each construct;

« establish an appropriate factual reference class to represent each
construct; and

« compare the classes of factual reference of each set’s constructs

to identify co-references (semantic binding).

Let cm, m = {1, 2, ..., 6}, the constructs that form the axioms of com-
bat, and ¢, n = {1, 2, ..., 13}, the constructs that form the principles of
military logistics. These abstract ideas are based on the main idea of
statement of each foundation (step 1). For each cn and ¢, are defined en
and &, as the etymological origins of each construct, in order to define
their original meanings and possible interpretations in combat and lo-
gistical contexts. Next, sets of conceptual items km and k. exemplify
lexicons that share the same semantic field of each construct (step 2).
Its objective is to frame different meanings instances (co-hyponyms)
and further the identification of factual items I, and I, (step 3). Finally,
the classes of reference R(cm) and R(4) are derived, representing hy-
pernyms of each construct (step 4), to summarize the meaning of con-
ceptual and factual items in a synthetic expression.

The final results obtained with the execution of steps 1 to 4, for
each set of constructs (axioms of combat and principles of logistics),
are found respectively in tables 10.1 and 10.2.
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Table 10.1. Results of the semantic analysis (axioms of combat)

Constructs (c,)  Etymologies  Conceptual items  Factual Classes of
(&m) (Km) items (In) reference
(R(cwm))
c,: lethality lethalis death, violence, troops and  armed fight
(Latin): being  mortal, fight, weapons
lethal, mortal  weapons, danger,
cruel, blood,
combat, destruc-
tion
C;: mission missionem task, goal, duty, plans and purpose
(Latin): send-  objective, plan, orders (military)
ing abroad operation,
(as an agent)  employment,
guideline,
specialization
¢c;: combat potenciel power, capacity, troops and  destructive
potential (Latin): intensity, energy, weapons capacity
capable of strength,
being or ascendancy,
becoming dominance, vigor,
combattere dynamics,
(Latin): competence,
according effectiveness
to c,)
¢,: command commendare  authority, direction, commander  authority
(Latin): order  order, jurisdiction, (military)
or direct with  discretion,
authority government,
politics,
responsibility
¢g: domination  dominacio- pressure, influence, troopsand  power and
nem (Latin):  predominance, weapons influence
rule, control  acting, strength,
by means of  hegemony, power,
superior defeat, ascendancy,
ability, capacity
resources, or
position
Ce: uNcertainty opposite of obscurity, doubt, - unpredict-
certainty, instability, ability
certonus imprecision,
(Latin): that confusion,
which is ambiguity
certain, a

Source: authors

clear fact or
truth
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Table 10.2. Results of the semantic analysis (principles of logistics)

Constructs (4, Etymologies Conceptual Factual items Classes of
(&n) items (k) I) reference
(R @)
¢:: objective objectivus goal, director and  purpose
(Latin): aimor  purpose, plan
end of action intention,
course,

~

2: continuity

¢5: control

N

'+ coordination

¢s: economy

~

e: flexibility

¢7: interdepen-
dence

continuus
(Latin):
uninterrupted
connection of
parts

controllen
(Anglo-French):
to check the
accuracy of,
verify

coordinare
(Latim): to set
in order,
arrange

oikonomia
(Greek): house-
hold, manage-
ment, thrift

flexibilis (Latin):
flexible

related to
dependence,
dependentia
(Latin):
consequence,
result

direction, target,
orientation,
intention

continuum,
connection,
duration,
conservation,
sequence,
progress,
constancy

discipline,
regulation,
government,
direction,
management,
oversight,
restraint

organization,
plan,
systematization,
arrangement

thriftiness,
containment,
control,
moderation,
administration

agility,
resilience,
dexterity,
tolerance,
versatility,
capacity,
promptness

correlation,
reciprocity,
compatibility,
connection,
bonding,
linkage,
subordination

flow of
things or
activities

director and
plan

director and
plan

control (of
expenses)

alternative
options

scheme or
project

persistence

manage-
ment

manage-
ment

manage-

ment

adaptation

association
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Constructs (4, Etymologies Conceptual Factual items Classes of
(&n) items (K.) (In) reference
(R @)
¢s: objectivity related to the decision, clear and purpose
objective impartiality, direct
(according clarity, guidance
to ) assertivgness,
conclusiveness
¢s: opportunity opportunitatem occasion, schedule moment
(Latin): fit, chance,
convenient convenience,
time utility, benefit,
advantage
¢10: priority prioratem precedence, preference importance
(Latin): state of ~ primacy, order, list
being earlier rank, prevalence,
superiority
¢.11: security securitas safeguard, material stability
(Latin): survival, guarantees
condition of preservation,
being secure insurance,
reserve
¢12: simplicity simplicitatem openness, easy elementari-
(Latin): state of ~ uncomplicated,  procedure ness and
being simple intelligible, ease
elementariness
¢13: command unitatem singularity, director authority
unit (Latin): state of  identity,
being one. direction,
commendare homogeneity,
(according centrality,

to 84) concentration

Source: authors

Considering the contents of tables 10.1 and 10.2, and after analyz-
ing the pairing between each c,, and ¢, to find semantic correspon-
dences, it was possible to identify three co-references, the first two
being positive and the third being negative:

* C, (mission) with ¢ (objective), with regard to bringing together
military efforts to achieve an end, has the term purpose depict-
ing the class of reference that links the first principle of logistics
to the second combat axiom.

¢ (, (command) with ¢; (command unit), with regard to the act
ofleading, commanding the execution of actions in combat and
being responsible for their results, has the term authority de-
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picting the class of reference that links the thirteenth principle
of logistics and the fourth axiom of combat.

* Cs (uncertainty) with ¢ (flexibility), ¢, (security) and ¢, (simplic-
ity), with regard to actions aimed at dealing or mitigating the con-
fusion and ambiguity (fog of war) present in combat environments.

Positive co-references (letters “a” and “b”) present an “affirmative

nexus~ (agreements) between the classes of reference, maintaining
meaning parity, with a logical content of “in favor of” or “same sense.”
This is largely due to the synonymy of its conceptual items and the
sharing of understanding and intention. The negative correlation

(letter “c
dant), in which the classes of references in each group contrast in

), on the other hand, expresses “negative nexus” (discor-

terms of intention, with logical content “in the opposite direction to”
This arrangement follows obeisance to the axioms of combat when it
comes to meeting the first five and avoiding the sixth axiom as much
as possible.

Regarding the other principles of logistics established by the FAB,
it was not possible to identify links to other axiomatized constructs,
such as “lethality” (c;), “combat potential” (¢3), and “domination”
(Cs). Thus, unlike other sets of principles of military logistics pre-
sented above (which consider, for example, survivability, improvisa-
tion, sustainability, attainability and dispersion as principles), this
link does not exist in the logistical foundations defined by the FAB.

It is important to emphasize that the axioms of combat were
treated as a standard for analyzing the principles of logistics, in which
their archetypes would validate them as dedicated to combat support.
Thus, it was considered, initially, that this set of axioms are those nec-
essary and sufficient to represent the combat phenomenon. In this
way, only insertions or exclusions of logistical principles would en-
sure the correspondence under study, and not changes in the quantity
or content of axioms of combat.

Still, additional inferences can be drawn from the relationship be-
tween the logistic classes of reference:

o There are reference classes directly related to management—
control (¢;), coordination (¢,), and economy (¢;)—which, despite
not having correspondence with the combat axioms, manifest
an intrinsic sense to the logistic management itself.
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+ Objectivity (¢g) is a principle of logistics that proved to be re-
dundant, as it has the same meaning (intention) as the objective
principle in its class of reference.

« The principles of economy (¢5), flexibility ¢¢), and opportunity
¢g) are compatible with those established in military manuals of
armed forces with combat experience.

The main conclusion obtained from the above results is that the set of
principles of logistics established by the FAB, despite showing punctual
congruence with logistic principles established by other armed forces,
does not adhere to all combat axioms. They are especially aligned with
the paradigms of logistic management but neglect the logical links to
military employment, such as lethality and combat potential.

Some of the consequences of this attitude of disregarding combat-
ive fundamentals in logistics can have major impacts on personnel
training processes, equipment selection, campaign planning meth-
ods, organizational structures, culture, and logistics management it-
self—that is, in the force design. This is because the principles of
logistics, like any other principles, have the primary function of
defining the attributes, properties, or qualities of “logistics things,”
establishing their identity and ontological status. Military logistical
principles dissociated from combat can foster, in the armed forces,
the production of planning and execution archetypes aligned with
business logistics paradigms, in which predicates of violence, mate-
rial damage, danger, and risk to life, for example, are absent.

Final Considerations

This work presented a proposal to analyze the principles of mili-
tary logistics using combat axioms as a conceptual system and the
theory of factual semantics as a method. The objective was to support
the assessment of the logical validity of the principles of logistics em-
ployed by the Brazilian armed forces, given the current lack of com-
bat experiences in Brazil. Initially, the combat axioms developed by
The Military Conflict Institute and the set of logistical principles em-
ployed by the FAB were presented as a brief literature review. Next,
the theory of factual reference semantics was synthesized, presenting
concepts of context, factual items, conceptual items, and factual ref-
erence class. The method used considered the existing co-references
between the existing constructs in the combat axioms and in the
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principles of logistics, which emerged from the etymological analysis
of the constructs and the derived factual items. The main conclusions
obtained from the study were that the principles employed by the
FAB have a more managerial bias, partially meet the combat axi-
oms—mission and command unit—but do not address the impor-
tant requirements related to lethality and potential of combat. With
this conclusion, we highlight the need to pay attention to the military
nature of logistical support and how its identity (attributes) can guide
the whole-of-force design and planning.
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Chapter 11

Offset Practice as a Public Policy

The Case of the Brazilian Air Force

Alexander de Mello Lima
Rodrigo Anténio Silveira dos Santos

Introduction

National power has been defined in the new Brazilian national de-
fense policy proposal as the capability to reach and sustain national
interests and objectives. This capability consists of five different ele-
ments: political, economic, psychosocial, military, and scientific-
technological.! In this definition of national power, a solid defense
industrial base for Brazil emerges as highly important, connecting
with all five elements.

Looking at the military, a solid defense industrial base supplies the
armed forces with goods that make it possible to engage in force
without relying on foreign suppliers. Thus Brazil can express this in-
strument of national power with sovereignty and autonomy when
compared to other nations. Shifting to the economic aspect, a strong
defense industry projects national economy, opens new markets, bal-
ances trade, and can also be used to mobilize the country’s domestic
market, as it is a highly qualified sector and has products with high
added value. In the scientific-technological side, the defense industry
role stands out as an operator of complex technologies with extremely
high reliability levels due to the criticality of their use. Defense prod-
ucts development normally involves cutting-edge technology with
potential for dual applicability, putting the defense industrial base as
a major driver for national technological development.

In this sense, the defense industrial base figures prominently in
Brazilian defense strategic documents, which, in turn, are put into
practice by means of governmental action that aims to foster this im-
portant industrial sector, mainly regarding technological and indus-
trial autonomy related to defense products. Within this context, one
of the most significant governmental actions to benefit companies in
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the defense sector is the use of technological, industrial, and com-
mercial compensation clauses in the armed forces international pro-
curement processes. This practice, also known as offset, establishes a
condition that contracted international suppliers should offer bene-
fits to institutions of the Brazilian defense industrial base to offset
foreign currency payments for defense products, as stipulated by the
Brazilian Defense Ministry Compensation Policy.”

In this context, the present chapter discusses the relationship be-
tween Brazil's defense strategy documents and the offset practice
during international procurement of defense products and systems.
Examining the Brazilian air force’s (For¢a Aérea Brasileira, FAB) off-
set practice will show how the practice of technological, industrial,
and commercial compensation can be understood as a form of public
policy to foster such a strategic economic sector.

The Brazilian Defense Strategic Documents as
Public Policies

A nation’s defense should be understood as a public good provided to
society. In this regard, governments must deal with defense issues, such
as national security and sovereignty, by means of public policies that
foster the development of related institutions and economic sectors.?

The first attempt to approach national defense in Brazil as a public
policy happened with the edition of the National Defense Policy dur-
ing the presidency of Fernando Henrique Cardoso, in 1996. This
policy was updated in 2005 and complemented in 2008 with the Na-
tional Defense Strategy during the presidency of Luiz Inacio Lula da
Silva.* These two documents will be referred to together in this chap-
ter as the Brazilian Defense Strategic Documents.

Brazilian law establishes that the Brazilian Defense Strategic Doc-
uments should be updated every four years. Because of that, they
were replaced by an updated version in 2012, during the presidency
of Dilma Rousseff. After that, new drafts were proposed to the Brazil-
ian Congress in 2016 and 2020. While the Brazilian Congress was
analyzing the 2020 Brazilian Defense Strategic Documents drafts,
submitted during the presidency of Jair Messias Bolsonaro, Fernando
Azevedo, former minister of Defense, emphasized that “it is not a
new policy. The essence is completely the same. As it is a state policy,
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it is independent of the government, it is cross-governmental. It is
practically the same policy of 2012 and 2016 with a few updates.

As stated by Almeida,® public policies have the central idea that
certain results, desired by society, only have a chance to occur when
they are supported by the coercive force or the economic support of
the state. These policies are called “public” because they are origi-
nated and supported by governments. The state then, as the legiti-
mate executor of force and the protector of people, territory, and na-
tional interests, must promote governmental actions to effectively
exercise this task. Although they are classified as public policies, the
defense documents transcend governmental institutions, which nor-
mally seek to provide the expected public services, and permeate
various societal sectors such as the defense industry, academia, and
the science and technology sector, seeking to direct national power in
all its expressions.

Considering its strategic characteristic, the National Defense Pol-
icy is a state’s public policy, instead of being only a government policy.
A state’s public policy seeks to address national interests and tran-
scends a specific government, as it proposes political orientation to
involve all societal groups, both civilian and military. The orientation
given by such a defense policy should not only be embracing along
the society, but also must be long-lasting, as one of its most important
characteristics is the technological development that looks for auton-
omy over critical defense technologies. This technological autonomy
can only be achieved with years of investment in research and foster-
ing actions that extend past different governments’ terms of office.

The importance of technology for national sovereignty makes the
National Defense Strategy inseparable from a national development
strategy, because a strong defense policy favors a strong development
policy. National independence is then achieved by one nation’s au-
tonomous technological capability and its own domain of critical ca-
pabilities and relevant technologies as a condition either for effective
development or for effective national defense.” Complementary Law
number 97 (1999), which created the Brazilian Ministry of Defense,
establishes that national autonomy is related to a nation’s socioeco-
nomic development. The armed forces should seek national auton-
omy by means of nationalizing their means and capabilities, consid-
ering research and development to raise national industrial
capabilities. The same law presents a subsidiary assignment for the
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armed forces in which they must cooperate with national develop-
ment and civil defense.®

That said, a nation’s defense and development are interdependent.
Development is essential to support the military with all needed
means, people, and infrastructure.

Brazilian Defense Strategic Documents and the
Defense Industrial Base

Given the strategic role of technological autonomy in the national
defense context, an effective defense policy should be attentive to the
continued strengthening of the defense industrial base. In this sense,
the 2020 National Defense Policy (NDP) spotlights the defense indus-
trial base, declaring that defense budgetary resources should guaran-
tee investments for defense products acquisition, to strengthen the
defense industrial base and make possible the development and ab-
sorption of technologies to shorten the armed forces’ technological
gap. It also makes it possible to generate qualified jobs and create
conditions to bolster exports.’

One of the national defense objectives supported in the 2020 NDP
is to promote technological and productive autonomy within the de-
fense sector. The NDP states that the country should keep and stimu-
late research and development programs on critical defense technol-
ogy.' It is worthy of note that, since the 2012 version, the NDP has
included guidance to develop technologies with dual applicability."!

The 2012 NDP version also labeled the concept of the defense in-
dustrial base (DIB), created as an integrated net of public and private
companies, civil and military, that perform or conduct research, proj-
ect, development, industrialization, production, repair, conservation,
revision, conversion, modernization, or maintenance of defense
products (DP) inside the country."? To ensure that this orientation is
followed by the whole government, the NDP is released in conjunc-
tion with the National Defense Strategy (NDS) since 2012, in such a
way that the high-level planning defined in the NDP is complemented
by the strategic actions that should be taken to reach NDP goals.
Those strategic actions are presented in the NDS."

As the main document to set strategies and actions to increase and
maintain national defense, the 2020 NDS presented detailed steps to
reorganize and strengthen the Brazilian defense industry. One im-
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portant concept is the triple helix, in which government, industry,
and academia synergically interact looking for science, technology,
and innovation advancements. This interaction is highlighted as a
strategy to address DP needs with the support of critical technologies
within national dominance. Out of such interaction provided by the
triple helix model, a growth of DIB capabilities is expected, mainly on
dual technologies” scope as a way to supply the armed forces with lo-
cal sustainment and provide the capability to locally develop or mod-
ernize DP and Defense Systems (DS) by means of integrated actions
taken by governments, universities, and industries to gain techno-
logical independence.™

The 2020 NDS assumes its roots as a public policy and subordi-
nates private interests to the greater public interest. Then, the docu-
ment says that DIB companies’ commercial interests should be sub-
ordinated to defense strategic interests. However, it is also important
that DIB companies are competitive, to allow exports of DP and dual-
use services and technologies."®

In search of competitiveness, the NDS 2020 states that DIB compa-
nies should have access to special legal and tributary regimes to pro-
tect them from mercantile immediacy and lack of regularity on state
demands for DP, without jeopardizing market competition and de-
velopment of new technologies. According to the NDS, those special
regimes must foster conditions to promote higher levels of competi-
tiveness to DIB companies, mainly related to external markets. The
idea is to phase in production scale and provide regularity on defense
product demand with dual applications. At the end of this process,
the expectation is an increase of direct and indirect jobs as a social
gain for this public policy and the development of products that will
have application either for the military or the civil sector.

In addition to that, the 2020 version of NDS also says that the state
should keep an acquisition flux that guarantees minimum conditions
in which DIB companies can keep their technological and industrial
capabilities. This initiative aims to secure the production chain, inde-
pendently of possible exports and dual products commerce. Besides,
the new NDS also states that the government should act as a facilitat-
ing agent to open new markets by means of an external policy that
fosters strategic alliances with other nations. This strategic alliance
can focus on industrial cooperation on DP. It shows that a defense
policy is a whole government initiative, and it should be linked to the
country’s external policy as well.
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The new version of the NDS is structured by defense strategies (DSt),
which are then divided into several defense strategic actions (DSA).
DSt-8 and DSt-9 address Brazil's national defense objective regarding
technological and production autonomy. DSt-8 is related to sustaining
the DIB’s production chain and deals with financing, research, devel-
opment, and production of DP, using special legal and supplemental
regulations when needed. During the years 2012 and 2013, a legal basis
was established with Federal Law 12.598 and Decrees 7.970 and 8.122,'¢
which established special norms for DP and DS procurement and de-
velopment. This legal basis also established a special tributary regime
for the Brazilian defense industry as an attempt to reduce tax costs and
improve competitiveness inside the defense sector.

DSt-9 aims to strengthen defense science and technology by means
of a gradual technology absorption on the national production chain,
which should reduce dependency on external technology sources. To
implement this strategy, the document emphasizes the triple helix
model to synergically promote national development.

The Ministry of Defense Offset Policy

In an increasingly globalized trade and industrial context, it is es-
sential to search for strategic cooperation with other countries on a
whole-of-government approach. This cooperation is relevant to ac-
quire technological and industrial capabilities that will lead to na-
tional autonomy to produce DP. According to the NDS 2020, this
kind of partnership should predict that part of development, produc-
tion, and maintenance of DP happen inside Brazil as a fostering ac-
tion to DIB companies. Within this context, the Ministry of Defense
recommends the use of offset agreements to guide industrial coop-
eration between Brazilian and foreign companies.

Offsets specifically deal with conditions imposed by governmental
contractors over foreign suppliers in which the government uses its
purchasing power to search for additional benefits linked to the
goods and services that were purchased.'” Offset practices are recog-
nized by the Legal Guide on International Countertrade Transactions,
edited by the United Nations Commission on International Trade
Law.”® This document confirms offset transactions as a legitimate
commercial practice. According to Transparency International,
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around 130 countries demand offsets when a foreign company wins a
bidding process and signs a procurement contract.”

Although offset practices can also be referred to as industrial co-
operation, industrial benefits programs, or counterpart policy, offset
seeks to provide industrial policy and development. Brazilian federal
law defines offset as a practice agreed between the parties related to
conditions for the procurement of goods, services, or technology,
with the intention to generate technological, industrial, or commer-
cial benefits.” In a general sense, offset agreements are a legal tool in
which a foreign supplier assumes an obligation with the local govern-
ment to transfer a set of benefits for the purchasing government. This
type of contract normally meets the criteria of conditionality, causal-
ity, and additionality.

Conditionality refers to the fact that the offset offer is a require-
ment put in place by the local government to realize the procurement
process from a foreign company. In this sense, it is a condition that is
formally communicated with the request for proposal released by the
local government in the beginning of the bidding. Associated with
this criterion, causality states that the offset offer must be directly re-
lated to the goods and services that are being offered by the bidder. In
other words, the offered benefits must have a clear link with the goods
and services that are the object of the procurement process. Then, the
benefits should be a consequence of the needed infrastructure and
logistics chain that will be in place to fulfill the commercial contract.*

Additionality can be understood under two different aspects. The
first refers to the fact that the transferred benefits are offered in addi-
tion to the main product—the compensations are not part of the
goods or services that are being purchased. Secondarily, additionality
represents a technological improvement for the beneficiary institu-
tion, with potential to create a new business unit or increase the busi-
ness volume that already exists in the beneficiary organization.”?

The current offset policy in Brazil is defined by Normative Ordi-
nance 61/GM-MD, under the Ministry of Defense’s responsibility.? It
is linked to the NDP because it was written with the objective of al-
lowing a self-sufficient DP production chain, encouraging it to pro-
duce such products in country and generate new businesses to in-
crease national industry competition by means of innovation. This
policy also aims to insert Brazilian industry into the international
market of defense products and services, which have high added
value. Because of that, the document states that offset agreements are
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under the Ministry of Defense responsibility. However, each armed
force has autonomy to set its own basis and organizational structure
to centralize offset agreements inside the service and report to the
Ministry of Defense. Normative Ordinance 61/GM-MD sets a thresh-
old of US $50,000,000, above which all negotiations related to DP
procurement and import shall include an offset agreement. The ordi-
nance also advocates that it is mandatory to include in the RFP the
instructions about the offset condition, as well as guidelines to help
bidders to present a consistent offset offer.

It is important to clarify that offset agreements do not bring any
direct expenses to the commercial contract and the offset costs should
be absorbed by the vendor. Because of this condition, the offset agree-
ment accountability is not made with currency values, as it will not
have any payment inside the offset agreement. The accountability is
made with offset credits to account for the benefits and follow up its
implementation. Another important aspect of the offset agreement is
that it should have an offset program with additional benefits that
fulfill 100 percent of the commercial proposal value, reflected on off-
set credits accountability.

That said, it is clear the effort to establish the offset mechanism is a
strategic tool to strengthen the Brazilian DIB. All the legal basis that
has been put in place since 2008 demonstrates that the Brazilian gov-
ernment is looking for possibilities to achieve technological auton-
omy related to defense products and services. Among those possi-
bilities, offset transactions play a central role to internalize critical
defense technology and empower Brazilian companies to develop,
produce, and maintain defense products and services in the future.

Offset Practice in the Brazilian Air Force

As already presented in the previous sections, the Brazilian NDP
2020 version has the aim, among other objectives, to promote techno-
logical and production autonomy in the defense sector. Besides, the
Brazilian NDS presents the idea that government, industry, and aca-
demia should be prioritized and fully integrated to address DP de-
mands based on critical technologies under national dominance. This
concept is represented by the triple helix model to assure the needed
conditions to absorb, develop, and retain critical technologies.
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Under the same principles, the FAB has developed its own offset
doctrine, and all procurement processes related to defense products
and services import shall result in an offset agreement. FAB has fol-
lowed the strategy to establish an endogenous capacity for product
development and production on Brazilian soil, related with projects
from other countries, striving for national aerospace sector auton-
omy. It should be noted that, to work properly, FAB’s strategic option
must be made within the scope of a solid public policy. (This strategy
differs from the one adopted by other countries, which sought to in-
sert their aerospace production industries into a global supply
chain.?*) FAB has an internal doctrine that was established in 2005
and sets general principles to guide contracting organizations on how
to formalize offset agreements. FAB’s offset policy is structured
around one main objective and seven specific goals that detail orga-
nizational interests that should be followed during offset negotia-
tions. The main objective sheds light on promoting technological
growth in the Brazilian aerospace industrial park, by means of mod-
ern production processes and methods as well as the implementation
of innovative dual technologies.”” The main objective stated above
unfolds in different specific goals that emphasize the use of govern-
mental purchase power to benefit the Brazilian aerospace sector,
seeking its development by means of the creation of new export mar-
kets, the growth of local job markets, the obtaining of external re-
sources to build industrial and technological capabilities, the increase
of in-country production inside the defense market, and human re-
sources development and training.

One central aspect of FAB’s offset policy is the definition of com-
petencies and responsibilities to practice offset transactions. FAB
high staff gives strategic guidance for offset practice to the coordinat-
ing organization: the Aerospace Science and Technology Department
(Departamento de Ciéncia e Tecnologia Aeroespacial, DCTA). DC-
TA’s main role regarding offset practice is to concentrate technicians
that will provide high-level technical advice for the contracting orga-
nizations. Additionally, DCTA will promote integration between
FAB and the Brazilian aerospace industry.

In addition to FAB offset policy, an internal regulation called ICA
360-1 details all the steps that should be fulfilled to formalize an
offset agreement.?® This document instructs the precepts for negoti-
ating offset agreements and constitutes the main orientation for con-
tracting organizations.



162 | LIMA & SILVEIRA DOS SANTOS

According to José Augusto Crepaldi Affonso, the decision about
offset demand depends on the how the acquisition of a defense prod-
uct or system will be conducted. > Normally, engineering, modeling,
and simulation studies are carried out regarding nationalization ob-
jectives, logistical support plans, and the preliminary plans to promote
development and industrial capabilities. In view of the information
generated by these preliminary studies, FAB leadership will select the
best option to meet operational needs, whether by purchasing a ready-
made product or system, by modernizing a product, or by developing
a new product or system. Any of the options could require offset ne-
gotiation, and FAB high staff is responsible for defining the general
guidelines that will be followed by the contracting organization.?®

The latest version of ICA 360-1 was published in 2020; it is struc-
tured following offset practice phases inside FAB, which are: (1) tech-
nological needs identification; (2) requirements’ design and issuance;
and (3) procurement process and contractual management.” Techno-
logical needs identification is continuously carried out by FAB, identi-
fying areas of interest, technological needs, and opportunities that
could become fulfilled with an offset project. The Ministry of Defense
offset policy advises that the benefits of compensation should primar-
ily fill the interests of the contracting force, subordinating these to the
strategic interests of national defense. Also, the FAB’s strategic plan-
ning for 2018-2027 determines the identification of needed technolo-
gies to achieve autonomy in critical areas.*® The identified technologi-
cal gap can direct an offset requirement that will be negotiated during
a purchase process and result in an offset agreement.

According to ICA 360-1, technological needs assessments carried
out by FAB seek, primarily, to achieve direct benefits for the air force
and, if perceived, possible applications in other armed forces and
other government agencies, or even industrial technological develop-
ments. The document also provides that FAB’s interests must be made
compatible with the Brazilian aerospace industrial base’s capabilities
to successfully absorb the benefits.*!

ICA 360-1 outlines the following premises to establish an offset
agreement:

o Maximum national autonomy in maintenance, operations, and
future updates of the purchased products.
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« FAB’ ability to receive compensation projects as a beneficiary
institution, considering human, financial, and material re-
sources for its execution.

o Interest, needs, and armed forces, companies, and other na-
tional entities capabilities, to act as a beneficiary institution of
compensation projects.

Affonso points out that offset agreements must meet FAB’s inter-
ests and strategic needs, which should consider the Brazilian aero-
space industrial base’s capabilities to absorb the benefits, to enable the
achievement of practical objectives.”” The author verified that FAB
leadership seeks alignment with the Brazilian Defense Strategic Doc-
uments. This attitude demonstrates that FAB’s offset policy is strongly
directed toward innovation and technological development, meeting
NDP and NDS objectives that are linked to the DIB.

Offset Practice in the Brazilian Air Force as a
Public Policy

When comparing the objectives of the NDP with the results al-
ready achieved by the practice of offset in the FAB—more specifically
inside DCTA—it is possible to observe the alignment between FAB’s
offset policy and the defense strategic documents proposed to the
National Congress in 2020.

Among the eight strategic objectives defined in the 2020 NDP
draft, the third one is related to the promotion of defense technologi-
cal and production autonomy. NDP clarifies that this objective seeks
to maintain and stimulate research and development of national
technologies in defense critical areas. It also seeks to qualify human
capital and develop the DIB and dual technology. Job and income
generation are also presented as additional benefits.”

The focus of NDP is research and technological development to
provide the DIB with local capacity to supply the military power. The
NDS sent to parliament in 2020 points out some strategies to achieve
this objective, such as promoting the sustainability of the DIB’s pro-
duction chain and strengthening the area of defense science and
technology.

According to Gilberto Mohr Corréa, 67 offset projects were man-
aged by the Comissio Coordenadora do Programa Aeronave de
Combate (COPAC) between 2000 and 2016.** COPAC is a FAB orga-
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nization that manages the most significant acquisition projects and
associated offset agreements inside the air force. The study found that
55 projects (82.1 percent of the total) provided an increase in techno-
logical capabilities of Brazilian organizations. These 55 projects in-
volved technology transfer from foreign organizations to national
institutions, with 37 (67.3 percent) having as main beneficiaries aero-
space companies and 9 projects (16.4 percent) having scientific, tech-
nological, and innovation institutions receiving the benefits.

The research conducted by Corréa indicates that, in general, offset
practice has already been seeking the same objective in favor of the DIB
that was presented in the recent defense strategic documents, because
more than 80 percent of the studied offset projects sought to increase
the technological capacity to local institutions. It should be noted that
even in projects where the beneficiary was a FAB organization, the
projects sought autonomy in DP maintenance and operation.”

Analyzing in more detail the strategy to promote DIB’s production
chain sustainment, Defense Strategic Action-47 is exactly the stimu-
lus to obtain commercial, industrial, and technological compensa-
tions (offset) related to acquisitions from foreign companies. It can
also be observed that within DIB’s sustainment strategy, oftset has the
potential to also cooperate with DSA-45 and DSA-46.

DSA-45 aims to promote exports from the DIB. This action is
echoed in one specific objective of FAB’s offset policy, in which the
creation of new export market opportunities is emphasized. Al-
though this objective has been stipulated since the 2005 version, FAB
was not able to fully exploit this course of action, because the pre-
dominant offset transaction is the transfer of technology to create
national production capability, despite the search to insert Brazilian
companies in the international market.

DSA-46, in turn, looks for an increase in local content in DIB
products. The current contribution by means of offset practices into
this course of action is still limited. For this action to take place, it
would be necessary to identify the DIB’s production chain and train
local suppliers, who generally engage in less specialized and less tech-
nologically intensive services, such as surface heat treatments, ma-
chining, and composite materials transformation, normally carried
out by small or medium companies. The use of offsets might not rep-
resent a good alternative to search for this goal.

On the other side, DSA-55, which foresees the use of technological
orders applied by the government to increase national content on DP,
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could be strongly impacted using offset agreements with the inclu-
sion of clauses to provide the progressive fulfillment of nationaliza-
tion indexes. Offset projects may include subcontracting transactions
and work packages that benefit national companies. This type of
transaction is extremely important when associated with technology
transfer transactions. By placing a national company as a supplier for
the product that will be delivered to the government, the foreign ven-
dor’s commitment to technology transfer to the national subcontrac-
tor is guaranteed. Companies with national capital are more associ-
ated with greater technological intensity capabilities than subsidiary
companies of foreign vendors. National companies are more related
to the provision of services to foreign customers that involve adapta-
tion activities and product modifications, while the subsidiary com-
panies carry out more activities with lower added value.*

NDS also states a defense strategy to strengthen the area of defense
science and technology (DSt-9), aiming to promote technological
and productive autonomy in the area of defense. Within this strategy,
FAB’s offset practice can contribute to strategic actions DSA-49,
DSA-50, DSA-51, DSA-52, and DSA-53. DSA-49 encourages the de-
velopment of defense critical technologies. This action may be put in
place with technology transfer transactions, which are widely used in
FAB’s offsets. In general, the offset can be used to boost science and
technology institutes’ development projects, especially those linked
to the government. Therefore, offset practice would also collaborate
with the DSA-50 by means of the triple helix integration model (gov-
ernment, industry, academy).

Technology transfer in offset projects directly linked to imported
DP could be carried out to implement strategic actions DSA-51,
DSA-52, and DSA-53, which seek to promote the development of
nuclear technology, cybernetics, and space systems, respectively. Pos-
sibly, the biggest challenge for this implementation would be to pro-
vide the needed capabilities for national science and technology in-
stitutes to absorb these technologies.

Conclusion

The Brazilian NDP presents the five expressions of national power
(political, economic, psychosocial, military, and scientific-
technological) and highlights the essential role of the DIB to consoli-
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date economic and scientific-technological expressions, enabling the
use of the military expression of national power. Therefore, the state
needs to have a public policy that strengthens its military industry to
guarantee sovereignty in defense key areas.

A robust DIB supplies the armed forces with nationally produced
equipment and systems, making the use of force independent of for-
eign suppliers. At the same time, the industrial base serves as a catalyst
for scientific and technological development, as it operates in areas of
critical technology and with highly reliable products, often overrun-
ning this productive technological knowledge to the civilian area.

Keeping the same approach as previous editions of the Brazilian
NDP, the defense strategic projects proposed to the National Con-
gress in 2020 present objectives, strategies, and actions aimed at
strengthening the DIB, especially to sustain technological and pro-
duction autonomy of defense products and systems.

The DIB strengthening strategy proposed by the Brazilian govern-
ment must use a variety of industrial development tools, among
which one of the most significant for increasing technological and
productive capability is the offset practice. The offset concept is fun-
damental to achieve the third objective of the new NDP version: the
promotion of technological and production autonomy in defense,
aligning strongly with the DS-8 and DS-9 proposed in the NDS, tar-
geting DIB’s local production chain sustainment and the strengthen-
ing of defense science and technology, respectively.

In a very objective way, the DSA-47 seeks a stimulus to obtain
commercial, industrial, and technological compensations (offset)
during international procurement. This action is a key element, as it
contributes to other defense strategic actions that shall be imple-
mented, such as DSA-45, -46, -49, -50, -51, -52, -53. and -55.

Therefore, FAB’s offset practice during recent years is a strategic
action that contributes to the achievement of the NDP objective re-
lated to the defense industry. This contribution is greater during tech-
nological and production capability increase, since more than 80 per-
cent of FAB’s offset projects are related to technology transfer
transactions.”” This fact is perfectly aligned with NDP and NDS ob-
jectives of achieving technological and production autonomy of de-
fense products and systems.

Regarding technological and production capability sustainment
within the DIB, it was observed that the contribution of the offset is
smaller, by means of only few transactions that encourage exports
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and the creation of local suppliers for the DIB. In future studies, the
causes of this scarcity of export-oriented transactions on FAB’s offsets
can be analyzed, but one of the hypotheses is the lack of maturity of
most national industries in the face of the defense global market.

In conclusion, the insertion of offset clauses in defense products
and systems international procurement, such as carried out by FAB,
can be seen as a public policy, which, by increasing the technological
and production autonomy of the defense industry, is associated with
the state policy that targets national sovereignty.
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Chapter 12

Transfer of Technology in Military Projects
A Case Study of the A-Darter Project

Carlos Roberto Santos
Patricia de Oliveira Matos

Introduction

In 2006, the Ministry of Defense of South Africa invited the Min-
istry of Defense of Brazil to build a strategic partnership to develop a
state-of-the-art missile incorporating the most modern technology
available at the time. The partnership targeted the joint development
of a fifth-generation air-to-air missile, of short-range (between 8 to
12 km). The weapon would be developed following operational re-
quirements defined by the South African Air Force (SAAF) and by
the Forca Aérea Brasileira (FAB, Brazilian air force), to be used by
fighter planes from both countries.

The binational project, which received the name A-Darter (Agile Dart)
in Brazil and Assegaai (also assegai, a metal-tipped spear used in southern
Africa) in South Africa, was in line with guidelines established in the Bra-
zilian National Defense Policy (Politica Nacional de Defesa, PND), which,
among other aspects, described the need for a broad technological au-
tonomy for the defense sector, including prioritization of international
partnerships allowing a transfer of technology (ToT) process.'

The A-Darter also represented opportunities for operational, tech-
nological, and commercial gains for all stakeholders in addition to
providing greater development for national companies in the field of
high-tech missiles,” as it would enable Brazilian technicians to train
in cutting-edge technologies that are difficult to access in areas such
as propulsion, control algorithms, infrared seekers, electronic coun-
termeasures, and inertial sensors.’ The development responsibility
was borne by a South African company, with the participation of the
Air Force Command (Comando da Aeronautica, COMAER) special-
ists and selected Brazilian companies acting together both in South
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Africa and in Brazil, to assimilate all the technology to be developed
and to produce the main missile systems/parts in Brazil.*

After 17 years, the A-Darter project has concluded its certification
campaign and last contractual stages, completing its development cycle.
Once the results were felt in both the operational sphere and critical and
strategic technologies sphere for the Brazilian defense industry, a study
about the A-Darter project was carried out, focusing on the effectiveness
of its ToT model.” The research delved into available published material
and data from the projects reports, which are part of its administrative
management process in the file of the Coordinating Committee of the
Combat Aircraft Program (Comissao Coordenadora do Programa Aero-
nave de Combate).® Semi-structured interviews were also carried out with
representatives of participating companies and FAB officers. Bozeman's
Contingent Effectiveness Model of Technology Transfer was used to as-
sess the effectiveness of the ToT model for the technological qualification
of participating Brazilian companies.”

This chapter is divided into five sections. After the introduction, the
concept of technology transfer is discussed, then the Bozeman model for
effectiveness assessment. The next section examines the A-Darter project
structure, focusing on its ToT model and the joint development process.
Then we analyze the A-Darter project through the lens of the Bozeman
model through primary and secondary data and information collected
during interviews. The final considerations in the concluding section dis-
cuss the main findings from the technology transfer process of the A-
Darter project as well as the lessons learned from this project.

Technology Transfer and the Effectiveness Model

The term “transfer of technology” or “technology transfer” presup-
poses transmitting all the knowledge that generated the technology
in the first place—that is, sharing the full domain of the technology.
This cannot be confused with the simple teaching of an employed
technique. Even if the instructions needed to produce goods and ser-
vices originate in the set of knowledge coming from technology, sim-
ply owning these instructions (plans, drawings, specifications, stan-
dards, manuals) and having the ability to use them do not mean that
user automatically obtains the same complete knowledge as those
who originated it.® It often appears that many negotiations meant to
transfer technology from big multinational companies to developing
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countries are in fact only training to reproduce techniques for manu-
facturing products and using equipment.

According to Eduardo Viotti, the essence of ToT is in the national
innovation systems found in industrialized countries’ economies,
which have—besides the ability to absorb existing production tech-
nologies—the capacity to incorporate new technological capabilities,
allowing them to improve, innovate, and create derived technolo-
gies.” For technology transfer be considered successful, its recipient
(assignee) must be able to effectively use and eventually adapt it,
proving its complete understanding, which can be verified by learn-
ing by doing, by learning by using, or even by access to technical
documents and scientific and technological literature.'

K. Ramanathan generically defines ToT as the technology moving
process from one entity to another.!’ Rhonda Phillips adds to this by
stating that the concept becomes more comprehensive when classifying
the technology movement in different domains: from lab to industry,
from developed to developing countries, and from one field of knowl-
edge or application to another.”” From governments’ points of view, a
technology transfer has the objective of improving living conditions in
less developed places or countries through the production of higher--
value-added consumer goods. This drives improvement of the human
resources used in production and an increase in local business volume."?

Edwin Mansfield classifies the ToT process as vertical and hori-
zontal. The vertical ToT is characterized by the technology move-
ment following its several phases: basic research, applied research,
development, and production. Conversely, the horizontal technology
transfer refers to movement of applied technology from a given con-
text, place, or company to another.' The horizontal ToT might have
its origin in any phase from the vertical ToT cycle.”

This study focused on the horizontal or external ToT, because it is
this movement pattern that most closely resembles the technology
transfer process that occurred in the A-Darter missile development. In
this model, the flow of developed technology from the South African
company to participating Brazilian organizations (government, indus-
try, and scientific and technological institutions) was established to en-
able them to absorb all phases of the missile’s development and inde-
pendently produce and adapt this technology in the future.

To allow technology transfer to take place in the truest sense of the
term, the receiver must absorb the full corresponding knowledge in
conditions to adapt it according to receiver’s particularities, as well as
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enhance the understanding or even creating a derived technology
from the acquired knowledge. However, it is relevant to consider that
ToT is a dynamic process, since the technology itself is a dynamic
entity: a high-level technology today becomes conventional tomor-
row and obsolete on the next day.'s

Contingent Effectiveness Model of Technology Transfer

Bozeman has idealized a ToT model that starts from a premise that
ToT process actors have distinct efficacy criteria and objectives. The
term “contingent” indicates, by definition, that ToT includes several
parts that have several objectives and, consequently, multiple criteria
of effectiveness."”

To judge effectiveness, the Bozeman model establishes that the
process of analysis encompasses five determining dimensions: trans-
fer agent, means of transfer, transfer object, transfer receiver, and de-
mand environment. The characteristics of the five dimensions are
summarized in table 12.1.

Table 12.1. Dimensions of the Contingent Effectiveness Model

Dimension Focus Object

Transfer agent The nature of the Government agency,
institution or organization  university, company, etc.
that wants to transfer the
technology, its history, and

culture

Means of transfer  The means, formal or Literature, license, personal
informal, through which exchange, collaborative
technology is transferred research, workshops,

technical consultancy,
spin-off, etc.

Transfer object The content and form of Scientific knowledge, physical
what is transferred, the technology,
transferring entity technological artifact,

process, know-how, etc.

Transfer receiver ~ The organization or insti- ~ Human, scientific, and technical
tution receiving the object  capital; resources, manufacturing
of the transfer experience, marketing, geographic

location, diversity, business strategy,
etc.

Demand Factors (market or not) Existing demand for the

environment related to the need of the  object of the transfer, potential for
transferred object demand (market-push and market-

pull), economic character of the
transfer, etc.

Adapted from Bozeman, “Technology Transfer and Public Policy: A Review of Research and Theory”
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Bozeman points out that although these dimensions are not en-
tirely comprehensive, they are broad enough to include the main
variables in the study of government ToT activities, encouraging the
investigation of peculiarities of each case, instead of determining a
standard applicable to all situations.” Considering model dimen-
sions, the ToT effectiveness assessment is carried out based on seven
proposed criteria: out-the-door; market impact; economic develop-
ment; political rewarding; opportunity cost; human, scientific, and
technical capital; and public value.”

One of the main assumptions is that none of the effectiveness cri-
teria are considered in isolation. The evaluation method of each cri-
terion is based on answers for key questions collected during inter-
views or questionnaires applied to main actors responsible for the
process, according to the synthesis presented in table 12.2.

Table 12.2. Technology transfer effectiveness assessment model
synthesis

Efectiveness Key question Obijective / Research criteria

criteria

Out-the-door Was the Exclusively evaluates the output of
technology the transferred technology, without
transferred? considering the impacts of the

activity on the receiver. It is
concerned with deadlines and

goals.

Market impact Did the transferred Focusing on intracompany ToT, it
technology result in a evaluates whether there was any
commercial impact, a impact on the market, measured in
product, profit, or change terms of commercial success in
in market share? relation to sales, profits, or market

share percentages.

Economic Did the technology Analyzes the effects on

development transfer process have any  regional or national
impact on the economic  economic development. It is
development of the re- especially suitable for public ToT
gion where the company  (start-ups and spin-offs).
is located?

Political Did the agent Assesses whether there were

rewarding promoting the transfer or  political impacts (such as increased
the receiving investment) arising from the
company obtain country’s participation in the ToT
political gains in the process or recognition of its
transfer process in capacity as a good industrial

relation to their image? partner.
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Efectiveness
criteria

Key question

Obijective / Research criteria

Opportunity cost

Human, scien-
tific, and techni-
cal capital

Public value

What was the

impact of the transfer on
the use of new
technologies and local
technical solutions?

Has the ToT led to any
increase in the ability to
use or develop new
technologies or technical
solutions from the
specialists involved?

Has the transfer of
technology affected
(increased or decreased)
the good and broad col-
lective values, socially

Examines both the

alternative uses of the technical and
scientific resources acquired at ToT
(laboratories, equipment, training),
as well as impacts not expected by
the agents involved in the
undertaking, such as enabling the
nation to ensure its national
security mission.

Considers the impacts of ToT in
improving scientific and technical
skills, know-how, technically
relevant social capital,
infrastructures (networks, user
groups, etc.), which support
scientific and technological work.

It analyzes whether or to what
extent the primary public value is
being affected by the secondary
economic value of

technology transfer.

shared?

Adapted from Bozeman, Rimes, and Youtie, “The Evolving State-of-the-Art in Technology Transfer Research””

Bozeman’s model demonstrates that it makes no sense to study the
effectiveness criteria—whether in theory or practice—in isolation,
since the ToT impact can be perceived by many different approaches:
the transferor, the assignee, how the chosen model is being processed,
and the transfer object.”

The A-Darter Project

Brazil and South Africa have faced similar challenges in recent de-
cades to be able to invest in cutting-edge military technology and to
take their place in the restricted group of countries producing high-
tech military products. Due to the international arms embargo im-
posed by the United Nations in 1977, during the apartheid regime,
South Africa developed its own product industry for its defense,
standing out in the production of missiles, airplanes, and military
vehicles.?! In the 1980s, South Africa’s military industry was recog-
nized as one of the more advanced in the world for its technical ca-
pacity and project and production skills.*
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With the scenario changing during the postapartheid period and
the reduction of tensions at its borders, the South African defense
sector went into crisis with successive budget cuts.” Even so, cur-
rently, South Africa continues to supply weapons and other military
equipment to several countries such as United States (which has pur-
chased armored vehicles to protect military personnel from mines in
Afghanistan and Iraq), China, Sweden, and Zambia.**

The development of air-to-air missiles in Brazil started in 1976
with the Piranha MAA-1 Project with the objective to replace the
AIM-9B Sidewinder used by FAB and adapt them for a surface-to-air
version managed by the Aeronautics and Space Institute (Instituto de
Aerondutica e Espago, IAE).”

The MAA-1 missile went through several redesign processes to correct
its seeker (target search head) until 2002, when the decision was finally
made to buy a new sensor produced by South African company Kentron
(now Denel Dynamics), which defined the beginning of a partnership
that in the future would be beneficial for both countries. At first, the ac-
quisition of the sensors allowed Brazil to sidestep the technological re-
strictions imposed on developing countries in a veiled way. Secondarily,
the partnership for the development of the A-Darter missile would give
South Africa the necessary financial support, and for Brazil the access to
this new technology would allow the country to overcome the techno-
logical gap in relation to air-to-air missile production.*

Historical Context of Brazil-South Africa Cooperation

The relationship between Brazil and South Africa has experienced
different phases and changes in foreign policy priorities, alternating
periods of negotiations with long periods of indifference. In January
1961, a new phase of approach was initiated, marked by an increase
of trade in goods and capital flow, focused on military equipment
supplied by Brazilian industry. This period of intense trade lasted un-
til the mid-1980s, when once again Brazil’s interest turned to North
American and European countries, relegating its African continent
partners to the background.”

This distancing period began to be reversed after the end of the apart-
heid regime (1948-1994) and the democracy recovery process in Brazil
(from 1985).® The resumption of diplomatic and commercial relations
began in the Fernando Henrique Cardoso government, with his official
visit to South Africa in 1996; his intention was to demonstrate Brazil’s
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interest in expanding Brazilian companies’ business on the African con-
tinent. This mission, which was the first visit by a Brazilian president to
that country, was returned by Nelson Mandela in 1998, when the two
countries held several rounds of negotiations on trade relations, culmi-
nating in trade agreements in the military and civil areas.”’

Afterward, routine trading returned between the two countries,
symbolizing changing Brazilian foreign policy priorities, which em-
phasize development focused on multilateralism as new form of
South-South cooperation. This new direction of Brazilian foreign
policy was founded on forming flexible alliances and partnerships
between emerging powers and regional leaders, promoting soft bal-
ancing mechanisms as a strategy to ensure greater relevance in dis-
cussions of global issues, seen in initiatives such as BRICS, a coalition
involving Brazil, Russia, India, China, and South Africa, as well as
India, Brazil, and South Africa Dialogue Forum (IBSA).*

IBSA provides sectoral cooperation in different areas, including de-
fense. Within this scope, the cooperation agreement signed between
Brazil and South Africa was inserted in matters related to defense, con-
sidered the initial milestone of the A-Darter project. Among the goals
described in the agreement, standouts include those related to defense
cooperation promotion, with emphasis on the areas of research and de-
velopment, acquisition, and logistical support among stakeholders, in-
cluding the exchange of experiences in science and technology.”!

At the time the agreement was signed in South Africa, the Brazil-
ian Minister of Defense was accompanied by a delegation composed
of defense industry representatives; among the participants were the
main members of the future A-Darter program: on the Brazilian side,
Avibras and Mectron. On the South African side, Kentron attended,
as did the South African Armaments Corporation (Armscor).*

More significant agreements were signed, in the scientific and
technological cooperation field in 2000 and the Declaration of Intent
with the Demand and Procurement Division (DAPD), for coopera-
tion in Research, Development and Technology in the Defense Area,
signed in 2003.%* This research cooperation targeted the feasibility of
joint development of a short-range fifth-generation air-to-air missile.
This declaration of intent represented the response to the previous
invitation, from South Africa to Brazil, to work collaboratively on a
state-of-the-art missile-development project.**

According to the A-Darter Project Technologies Report, the CO-
MAER evaluated the proposal as a great opportunity for the FAB and
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the Brazilian defense industry. The evaluation considered that the proj-
ect, besides representing operational advantages in relation to the mis-
siles used by the FAB up to that moment, would also allow national
industry training in the production and future commercialization of a
latest generation of missiles.”” The negotiations were successful, em-
bodied in a memorandum of understanding signed in 2005 and an
expense contract, in 2006, signed between Armscor and COMAER.

The Structure of the A-Darter Project

The transfer of technology in missiles is considered strategic and is not
normally offered or marketed. The progress in this area is very slow and
requires a great deal of effort, normally depending on cooperation with
countries that have some degree of knowledge of this technology, as was
the case with the Brazil-South Africa partnership for the joint develop-
ment of the A-Darter missile.*® The A-Darter missile is a self-defense sys-
tem to be used by fighter aircraft against possible enemy aircraft, fulfilling
operational requirements defined by SAAF and FAB.”

Brazil’s participation would allow unrestricted access to processes
and technologies, as well as to intellectual and industrial property
rights related to joint development. To ensure the achievement of these
goals, an unusual and innovative structure was established. Brazil has
signed four different contracts: an international one, signed between
Armscor and Denel for the development and transfer of technology
associated with the A-Darter missile; and three national contracts with
Brazilian companies (Mectron, Avibras, and Opto Eletrénica), for the
reception and absorption of the technology to be transferred.

The Coordinating Committee of the Combat Aircraft Program
(Comissdao Coordenadora do Programa Aeronave de Combate,
COPAC) was responsible for supervising, monitoring, and inspecting
subcontractors’ activities. To accomplish these tasks, two monitoring and
control groups were created, one in South Africa and the other in Brazil.

The A-Darter development was roughly estimated about US$150
million, and Brazil was responsible for 50 percent of the project cost.
The project received financial support from the Brazilian Ministry of
Science, Technology, and Innovations, with resources from the Na-
tional Fund for Scientific and Technological Development,*® due to
its features and potentiality of providing innovation and competitive-
ness to the Brazilian aerospace scientific and industrial community.
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The Technology Transfer Model Adopted in the A-Darter Project

With the A-Darter project and the opportunity it represented, the
ToT was established as an unfolding of cooperation agreements, and
a strategy was conceived to ensure the full transfer of technology. The
main target of the planned model was ensuring its effectiveness. The
goal would be to enable participating Brazilian institutions to be able
to absorb all phases of A-Darter development, enabling them to pro-
duce and modernize it independently in the future.

To accomplish the ToT planned model, two Brazilian work teams
were created, called Teams A and B, comprising civilian and military
technicians and engineers (see fig. 12.1). Additionally, a digital library
for the storage of all project data was created. Team A, made up of CO-
MAER experts and members of Brazilian industry, was assigned to De-
nel Dynamics facilities in South Africa. This team was tasked with mis-
sile subsystems development monitoring with South African engineers
as well as ensuring that all knowledge was archived in the A-Darter
digital library. Team A would also pass all data, documentation, and
experiences to Team B, referred to as mirror teams, located in Brazil,
distributed at each participating company headquarters.

Fig. 12.1. The joint participation of Brazil (COMAER) and South Africa (RSA
DoD) regarding Armscor contracting for monitoring Denel’s activities in
missile development. (Source: Santos, “O Programa Binacional A-Darter.”)
Key

COMAER - Comando da Aerondutica

JPT — joint project team

RSA DoD - Republic of South Africa Department of Defense

ToT- transfer of technology

DCTA - Departamento de Ciéncia e Tecnologia Aeroespacial (Aerospace Science and Technology
Department)
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The proposed model predicted that teams installed in national ter-
ritory should organize the necessary infrastructure (facilities, labora-
tories, equipment, and software) to be able to reproduce in Brazil the
development activities carried out by Denel Dynamics in South Af-
rica. To ensure related subsystems were replicated, items were also
manufactured and tested in Brazil following the same procedures as
the original project, to prove that the technology transferred was ef-
fectively assimilated.”

The unusual fact about this ToT model is that it was planned and
structured to ensure the transfer of a technology that was not yet
available to either country at that time; this means that Brazil and
South Africa would develop the technology together, including all
associated risks in a complex process like this.

A fifth-generation missile like A-Darter is a complex system that
involves many different areas of knowledge, including areas such as
optics, fine mechanics, propulsion, embedded computing, composite
materials, and digital electronics. Thus, the basic success requirement
for a technology transfer process such as the A-Darter is the selection
of companies with the necessary technological background and com-
petence to absorb new knowledge—in other words, companies having
an appropriate level of maturity in their technical staff as well as an
excellent R&D management capacity for new production techniques.

Therefore, subsystems were concentrated in three distinct groups
of knowledge and distributed among three Brazilian companies:
Mectron was responsible for processing, detection, systems’ power,
and navigation, as well as being responsible for integrating other sys-
tems developed by the other companies; Avibras was responsible for
propulsion, detonation, surfaces, and actuators systems; and Opto
Eletronica was responsible for optical systems of missile heads, as
shown in figure 12.2.

Critical Factors and Achieved Results

The main technical challenges during A-Darter development came
from its infrared detection system, composed of the gimbal assembly
(GA) and digital processor assembly subsystems. This system repre-
sents the most important and sensitive part of a fifth-generation mis-
sile: it is responsible for detecting, identifying, and processing infor-
mation to intercept the target. Another major technical challenge
faced was the rocket engine development and installation, using a
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modern laser-welding technique associated with the vectored thrust
system, adopted to increase the missile’s maneuverability.*’

Dome
IRSA
Gimbal
Assembly

Digital Processor
Power Assembly

Supply Assembly

Autopilot
&MU

Warhead
ESAID

Rocket
Motor

Strakes

PARTS PRODUCED BY

OPTO-ELETRONICA

MECTRON

Actuator

AVIBRAS

Fig. 12.2. A-Darter missile subsystems and national companies. (Adapted
from Denel Dynamics, A-Darter: Fifth-Generation Air-to-Air Missile Sys-
tem, 2014. http:/admin.denel.co.za/uploads//A-Darter.pdf.)

Key

ESAID - electronic safety, arming, and initiation device
IMU - inertial measurement unit

IRSA - infrared seeker for the A-Darter project

ISD - ignition safety device

TVC - thrust vane control

In addition to these technical challenges, financial crises in Brazil
and South Africa led to consequent economic slowdowns, creating
difficulties for the fulfillment of financial commitments assumed
with the contracted companies. This whole scenario led to a contract
extension of more than six years, due to the need to adapt the physical-
financial schedule of the project, including all mitigating activities
and essential actions to its continuity, such as replanning activities
and new equipment configuring for laboratory testing.*'

With each new difficulty or scenario change, a new round of nego-
tiations was initiated for contract adjustments, enabling project con-
tinuity. Throughout the project, six contract amendments were nec-
essary, with varying changes in terms, requirements, and costs, made



TRANSFER OF TECHNOLOGY IN MILITARY PROJECTS | 181

possible due to the level of confidence achieved between the teams of
the two countries.

Along with the project problems, internal company issues also
contributed to schedule delays. The management and financing crisis
at Denel delayed the industrialization phase for more than a year in
South Africa. The decision by Odebrecht, the former owner of Brazil-
ian company Mectron, to dispose of defense business contributed to
the unfeasibility of Brazilian companies’ participation in the A-Darter
production phase, mainly because Mectron would be the integrator
of missile systems produced in Brazil.**

As a result of these delays, the planned A-Darter integration with
FAB F-5EM was canceled and with South African Hawk Mk120 was
postponed indefinitely. Nevertheless, the SAAF has completed inte-
gration with Gripen, and Denel has been hired to integrate A-Darter
with Gripen NG, acquired by Brazil from the FAB FX2 Project.*

Even though not everything occurred as planned and the program
faced some technical and financial difficulties, causing delays in its
conclusion, it is possible to highlight some good results. One of these
is the A-Darter’s low total cost. It was initially estimated at around US
$104 million; the final cost after contracts amendments reached $150
million,* divided between the two countries. As comparison, the de-
velopment of the AIM-9X Sidewinder, which was just an upgrade to
the existing AIM-9M version, cost about $850 million.*

Some singular factors of the A-Darter project helped fulfill all es-
tablished development requirements at such a reduced cost. Three
factors were key. The first was its lean design team, composed of a
core group of about 30 engineers and managers, integrating a total
team of about 100 technicians from Denel, Mectron, Avibras, and
Opto Eletronica. Additionally, SAAF and FAB military personnel
were dedicated full-time to the project.

The second important factor was the systems engineering ap-
proach used, which proved to be effective in reducing risks and main-
taining controlled costs. And the third was the extensive use of labo-
ratory test simulation tools, such as Seeker Image and Missile
Simulation (SIMIS), developed by Denel Dynamics for testing criti-
cal missile systems like GA hardware development, as well as Hard-
ware in the Loop System (HILS) installations, and development of
tools for seeker improvement and verification.

The reliability of HILS and SIMIS enabled the project to be devel-
oped with fewer missiles needed for equipment development testing
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and for test campaigns to prove A-Darter’s qualification and certifica-
tion requirements compliance. In total, only 34 missiles were pro-
duced for the entire project, with only 18 being launched from the
air—a significantly low mark, considering that similar programs nor-
mally launch more than 60 missiles for the same task.*

The final testing phase of the missile qualification and certification
campaign was completed in the end of 2018, at the Overberg Test
Range proving ground in the Western Cape of South Africa. The
campaign was composed of four guided launches against the Skua
high-speed target drone, manufactured by Denel. Each of these
guided launches sought to replicate and verify a different type of air
combat maneuver scenario. In all scenarios, the SAAF | Gripen C was
used as the launching platform.*”

Denel completed the formal qualification review of the A-Darter
missile in August 2019. Its certification followed in September 2019,
issued by the Directorate of System Integrity at SAAF and the FAB
Institute for Development and Industrial Coordination (Instituto de
Fomento a Industria, IFI).*® The certification is official recognition
that a system meets the technical, operational, logistical, industrial,
and safety requirements established by both the FAB and SAAF and
symbolizes the end of the project’s development cycle.

Although most of the technical data related to the missile is classi-
fied, the available information demonstrates that the SRAAM (short-
range air-to-air missile) A-Darter is able to compete in the interna-
tional market, with emphasis on some of its competitive characteris-
tics: structure without gables, providing low drag, with a maximum
range exceeding 20 km (12 miles) and maximum speed around Mach
3; rocket engine with low smoke emission, decreasing the probability
of visual launch detection by the target; vectored-thrust rocket
engine;* self-directed with high sensitivity infrared imager, scanning
in two wavelengths, including short wavelength infrared and me-
dium wavelength infrared, providing greater target detection capac-
ity; ability to identify and overcome electronic countermeasures
(protection against existing flares); lock-on before launch and after
launch capability (can be launched already knowing the identified
target or can identify it after launch); and target designation by means
of radar, helmet, and missile scan function.”

According to information made available by the FAB, considering
all these features, it is possible that the A-Darter missile provides an
operational upgrade when compared to missiles currently operated in
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Brazil, since it may provide an increase in offensive capacity and fu-
ture complete independence in the use of this type of armament.*!

A-Darter Project Applied to the Contingent
Effectiveness Model

All aspects of the five Bozeman’s Contingent Effectiveness Model
categories of technology were used to investigate whether the effec-
tiveness of the A-Darter ToT process could be identified from the
perspective of different technology transfer factors, exploring the vi-
sion of each type of agent involved: assignor, assignee, and intervener.

The Transfer Agent

The Denel company, the technology assignor, was hired for tech-
nology development and transfer, and its efficiency was rated. The
evaluated criteria were: out-the-door; market impact; economic de-
velopment; political rewarding; and scientific, technological, and hu-
man capital. The analysis of these criteria was based on three sources:
project reports available at COPAC, articles published by Brazil and
South Africa, and interviews with the representative agents in the
ToT process.

Out-the-door. The out-the-door criterion was analyzed using Lon-
go's concept of technology: the organized set of all knowledge associ-
ated with the development of A-Darter missile systems (know-why) in
conditions of applying that knowledge to new product development.
The model adopted for ToT horizontal or external flow—contractually
established for the transfer of technology developed by Denel Dynam-
ics to participating Brazilian companies—also was considered.”

In the view of the technology assignor, the A-Darter technology
has been fully transferred under agreed conditions, although the ini-
tial term was postponed by more than six years due to problems with
some subsystems development. The company’s engineers said they
were confident that Brazilian technicians had acquired all the skills
necessary for reproducing the technology and that they had been able
to develop new products based on the knowledge acquired in the de-
velopment process.>

In interviews with the assignees, who were the main stakeholders
in the process, they corroborated the assignor’s understanding that
the technology was transferred within the agreed parameters, as
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stated by an Avibras representative: “Under the focus of deadlines,
objectives and object, the technology was transferred and the con-
tractual agreement object was delivered, taking into account what
was expected, which was to obtain a concept demonstrator of the
‘rocket engine and ISD (safety ignition device). ”**

Market impact and economic development. Regarding the crite-
rion of market impact and economic development, it was only possible
to see results for South Africa, since it was the country that started the
industrialization process, without the Brazilian companies’ involve-
ment. On the South African side, impacts mostly involved supplier
companies for missile production. Approximately 140 companies are
already involved in missile production, directly or indirectly, as mate-
rial suppliers or service providers, according to the engineers.”

Political rewarding. Political rewarding had noticeable, practical
effects for Denel. According to members of its board of directors, the
project allowed company projection in South America, opening mar-
ket opportunities and partnerships in addition to allowing greater
confidence from the state to invest resources in projects developed by
the company. Analyzing the political rewarding criterion in the con-
dition defined by Bozeman,* the partnership with Brazil has demon-
strated Denel’s ability to collaboratively develop projects with other
countries, as well as increased its credibility in relation to transfer of
technology to new partners.

Scientific, technological, and human capital. According to South
African program managers reports, relative to the criterion of hu-
man, scientific, and technological capital, the results were positive.
Although performance forecasting of Brazilian technicians in South
Africa was restricted to receiving the transferred technology, there
was intense interaction between teams, increasing the technical level
for both countries.” South African technicians also point out that the
good interaction between the project’s professionals caused a techni-
cal maturation of the teams and changed their way of acting in the
company’s internal processes. Interviewees mentioned the perceived
leveling up in the certification process, due to standardization of pro-
cedures assimilated during the collaborative work with the IFI Brazil-
ian technicians for missile certification.®
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Means of Transmission

In this category, we attempted to investigate the effectiveness of the
means, process, or form by which the technology was transferred,
based on the risks assumed. To investigate this criterion of effective-
ness, representatives of all process players were consulted.

The model adopted for the A-Darter ToT, foreseeing the division
of the technical team into two teams, has the characteristics of Viotti’s
active and passive learning system, once one team was acting directly
in the development with the engineers of the assignor company and
the other was reproducing the systems in Brazil.”® Interviews elicited
positive and negative points to each system. As a positive point, the
gain obtained with the active participation of some Brazilian techni-
cians in the missile development in South Africa was highlighted,
enabling participation in all development phases, including over-
coming technological development challenges. According to the Bra-
zilian and South African engineers interviewed, this enabled full as-
similation of all knowledge involved in the technology of selected
missile systems, including limitations of production process.*

The interviews demonstrated that this condition allowed greater
interaction between teams and increased the level of confidence
among technical staff. Mutual trust in the two teams’ competence fa-
cilitated knowledge transmission and exchange of experiences be-
yond the initial expectations, causing on some occasions the ex-
change of roles between actors (assignor and assignee). It was
underlined that Brazilian engineers contributed decisively to the so-
lution of some critical problems in the A-Darter development, as in
the solution of missile’s navigation system algorithms, for instance.®!
This role switching is presented as a standard of effectiveness in the
successful ToT Role Shifting Model.*

On the other hand, the choice to prove the effectiveness of ToT by
reproducing selected systems in Brazil was not unanimous among
the air force members of both countries. According to some of them,
although passive learning demonstrated the ability to reproduce
technology received (know-how), it did not guarantee full control
over the technology itself (know-why), nor does it guarantee autono-
mous development of new products, which could be a weakness of
this passive learning model.®?
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Characteristics of the Transfer Object

In this category, criteria of scientific knowledge, physical technol-
ogy, technological artifact, process, know-how, compatibility, and
suitability to the expectations of the technology recipients were in-
vestigated, among others. Interviews and published articles on the
qualification and certification campaigns show that project partici-
pants confirm the complete fulfillment of established requirements
for missile development.** The four certification launches were suc-
cessful, and all acceptance requirements established at the beginning
of the program were achieved or exceeded.®®

According to the engineers’ interviews, both countries imple-
mented manufacturing change processes. In South Africa, in addi-
tion to raising the level of Denel certification, the A-Darter project
played an important role in the innovation process within the com-
pany. The technology developed for the project is being applied to
other products that present significant technological improvements,
depending on the concept of incremental innovation. The South Af-
rican Marlin long-range missile stands out as an example of this tech-
nology transfer; its development path was compressed using the
knowledge received from the A-Darter.®® On the Brazilian side, Avi-
bras confirmed the positive influence on the methods, processes,
simulations, and testing methodology in the company’s products,
due to its participation in the A-Darter Project.”’

In all, the interviews demonstrated the overflow of the technology
received for other processes and products within the companies, clas-
sified as internal technology transfer.® The Opto Eletronica Company
presented a practical example of a spin-oft from the defense sector to
the space sector: the transfer of technology from the A-Darter missile
lens alignment system to the alignment of lenses in satellite cameras.*

The Transfer Receiver

This category focuses on the assignees, organizations, companies,
and institutions that have benefited from ToT. The investigation used
the following criteria: out-the-door; market impact; economic devel-
opment; political rewarding; opportunity cost; human, scientific, and
technological capital; and evolutionary capacity of technology.

Out-the-door. Regarding the transfer of technology from the
transferor to the transferee (out-the-door), the interviews demon-
strate a convergence of understanding regarding the effectiveness of
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this criterion. Both Denel and Brazilian companies’ representatives
were unanimous in stating that transmission of knowledge and its
respective absorption were successful.”’ They did cite caveats: the
project’s financial restrictions limited the number of technicians from
Brazilian companies working on the A-Darter development in South
Africa, plus there were operational and infrastructure restrictions.
For these reasons, efforts were concentrated on the systems to be re-
produced in Brazil that were considered priority for the ToT, such as
detection and target tracking, data processing, navigation, detonator,
rocket engine, actuators, and vectored thrust.

Therefore, for the systems reproduced in Brazil, the technology
can be considered fully transmitted, with complete domain absorp-
tion and enabling its application in new products.”’ But regarding the
technology not included in the prioritized systems, even if all knowl-
edge had been made available, the ToT would have been only partial
and limited, since it cannot yet be proven through its application in
the development of other products.

Market impact and economic development. In terms of com-
mercial success, within the criteria of market impact and economic
development, it is noteworthy that, unlike South Africa, there is no
forecast for the A-Darter production starting in Brazil, and there is
no commercial agreement between Brazilian companies and Denel
for systems supply or joint missile production. In this context, due to
the lack of missile production in Brazil, the impact on economic de-
velopment of the region where participating companies are based
cannot be verified. However, if we consider the absorption of tech-
nology and the possibility of its application in other processes and
products, it can be asserted that there was a positive impact, albeit in
this indirect way.”

Political rewarding. In the criterion of political rewarding, the
companies’ statements are coincident when evaluating participation
in the project as positive for their image, as it demonstrated their ca-
pacity to absorb advanced technologies and participate in multina-
tional projects, enabling them to participate in other new, similar
projects. Another indirect effect of this participation was that it fa-
cilitated access to financing for their own projects, due to the credi-
bility gained from the financing agencies.

Still regarding the political rewarding criterion, the Avibras repre-
sentative considers that in fifth-generation missile development
where new technologies are incorporated, a refined engineering de-
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mand is needed to fulfill the proposed scope by the ToT. This demand
has positively improved the company’s image, because after being se-
lected to take part in the missile development, the company was
forced to seek highly qualified professionals available at the best uni-
versities and encourage technological partnerships with other re-
search centers and institutes.”

Opportunity cost and human, scientific, and technological cap-
ital. Within the opportunity cost and human, scientific, and technical
capital criterion, Brazilian companies needed new equipment acqui-
sition and development processes to incorporate into their produc-
tive capacity. The positive impacts on human capital were also under-
scored by interviewees. According to their reports, the professionals
involved in the A-Darter development had the opportunity to train
themselves with new complex technologies.”

Demand Environment

The technology cost and risk factor criteria were analyzed consid-
ering this category, focusing on the demand for the transferred object
to transferee and consumer market.””

The COMAER already made evident the demand for fifth-
generation missile technology in the contracting justification text,
when considering participation in the project as an excellent oppor-
tunity for the FAB and for the national defense industry. The docu-
ment also points out that the A-Darter project—besides representing
operational advantages in relation to missiles currently in use by the
FAB—could also position the Brazilian defense industry for produc-
tion and future trading of state-of-the-art missiles.”

According to information from the interviewees (corroborated by
similar project budgets’ available data), the costs involved in the
A-Darter project are lower when compared to missile projects with
similar technology. Part of the low-cost development success can be
credited to the economic similarity between the two countries. Both
countries are used to overcoming the challenges of developing com-
plex projects with the minimum financial resources, betting on cre-
ative solutions. As the A-Darter demonstrated, the use of simulation
systems to prove parameters made it possible to use a reduced num-
ber of test missile launches.”

Regarding the identified and assumed risks assessment, the feasi-
bility study pointed out high risks for Brazil's engagement in this



TRANSFER OF TECHNOLOGY IN MILITARY PROJECTS | 189

project. Among them, political and economic instability and the in-
security derived from the fact that the technology was not yet fully
developed in South Africa. Certain areas of technology were not ma-
ture or advanced enough, increasing risks and impacting develop-
ment schedules. For example, problems with the detection system
(seeker), were responsible for several development delays.

Final Considerations

Brazil and South Africa have many similarities in relation to facing
challenges for their development. In addition to troubled recent po-
litical histories, both have experienced difficulties investing in de-
fense products, due to the lack of financial resources to meet their
populations’ basic needs in areas such as health, education, housing,
and security. In this context, it is easy to grasp how challenging the
development of a missile would be, with its complex technology and
restricted access. Yet producing missiles is extremely strategic for any
country’s projection onto the world stage. The partnership between
Brazil and South Africa began when these countries started a process
of rapprochement. South Africa did not have all necessary financial
resources to continue with its fifth-generation missile project, and
Brazil was trying to develop its defense technology and targeting
partners capable of providing access to new technologies. Addition-
ally, Brazil also took on risk in committing ongoing financial support
to the A-Darter project, given uncertainties about its industries’ abil-
ity to engage in a highly complex, long-term project.

With all these considerations in mind when reviewing the estab-
lished ToT model’s effectiveness, it is possible to identify the planned
structure for the A-Darter joint development: two mirror teams, one
acting directly in the country where the technology originated, with
possibility of direct participation in the technology development, and
the other working in the receiving country, reproducing the systems
already developed. This structure is convergent with the Contingent
Effectiveness Model of technology transfer, due to emphasis on both
individual environments of transferor and transferee and on the
larger environment surrounding them. A peculiarity of this structure
is to allow a technology flow in both directions, both vertically with
the team participating in the development in South Africa and hori-
zontally with the team involved in reproducing the systems in Brazil.
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The peculiar ToT model of the A-Darter project has the advantage
of enabling the assimilation and mastery of transferred technology,
due to the active participation of Brazilian engineers in the develop-
ment. On the other hand, interviews showed that systems reproduc-
tion in Brazil was not totally effective as a way of proving the ToT and
tull assimilation of related technology to reproduced systems.

It is possible to conclude that in the participating agents’ view, the
project was successful in its objectives. In addition, the project has
provided an opportunity to access new technologies that can be in-
corporated into other companies’ processes and new products. Even
though development problems have occurred, this research has
shown that all technical performance requirements have been met,
resulting in a missile with an operational performance of the same
standard as the best ones in its category available on the market.

Few countries are capable of developing complex defense systems
like a fifth-generation missile. Thus, it can be inferred that the Brazil-
South Africa partnership for the A-Darter development was an excel-
lent opportunity for scientific and technological advancement for
participating companies and that the adopted ToT structure proved
to be adequate. Good results have been obtained, although some ad-
justments are needed for future projects of the same magnitude.
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Conclusion
Carlos Eduardo Valle Rosa

The twenty-first century has reinforced the importance of the third
dimension for humanity. The domain of the aircraft reached to outer
space—involving the mastery of satellites, rockets, and spacecraft—
composing a new geographical space where aerospace power is exer-
cised. This work sought to demonstrate that aerospace power should
not be understood only as a power of a military nature, but rather as
a comprehensive concept that also includes civil aviation, industry,
infrastructure, the technological complex related to this power, and
the primordial human resources focused on aerospace activities.

This perception has accompanied Brazil’s national strategic think-
ing since the 1950s, not only in doctrinal documents or in the legisla-
tion that shaped this understanding but also in several concrete ini-
tiatives. For this reason, it helps to have a tailored volume that
encompasses the various dimensions of aerospace power and the
Brazilian air force (For¢a Aérea Brasileira, FAB). Contributions pre-
sented in this book cover economics; the administrative and logistics
sphere; cultural bias from the perspective of joint operations; military
capabilities, including cybernetics; the law applied to military opera-
tions; geopolitical understanding; and more.

Part 1, Aerospace Power Applications, included ways in which
aerospace power can be observed in everyday practice, focusing on
issues such as aircraft employment, the cyber issue, and command
and control as represented by civil and military air traffic control. The
Embraer A-29 Super Tucano aircraft and unmanned aerial vehicles
are discussed in chapter 1, “Small Remotely Piloted Aircraft Weapon-
ization,” which allowed a better understanding of risk analysis in
military planning when including this equipment in certain scenar-
ios. Cyberspace is addressed in chapter 2, “Cyber Defense in the Bra-
zilian Air Force,” in which the structuring and importance of the
aeronautical cyber defense center as a sector body of the air force was
revealed. In chapter 3, “SIPAM and SIVAM Projects,” the authors dis-
cussed the challenge of incorporating into systems the idea of com-
mand and control in multidomain scenarios and in a modern hybrid
warfare environment. Chapter 4, “Brazilian Air Traffic Flow Manage-
ment,” demonstrated that the national commitment to air traffic co-
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ordination and control extends to other South American countries to
provide more efficient and safe air traffic.

Part 2, Aerospace Power and Contemporary Issues, centered on
current issues in which the participation of aerospace power is suit-
able, such as the issue of international humanitarian law and peace
operations and the concept of joint operations, as well as geopolitical
approaches on how aerospace power impacted the COVID-19 issue
and how aerospace geopolitics is understood. The issue of humani-
tarian law was addressed in chapter 5, “Brazil and International Hu-
manitarian Law,” which concluded that Brazilian defense documents
have adhered to the international legal precepts in force, providing
legal basis for military actions outside the national territory and
strengthening the country’s vision of cooperation in multilateral fo-
rums. In chapter 6, “The Brazilian Air Force in UN Peace Opera-
tions,” the authors observed postulates such as respect for freedom,
the search for peace, and the contribution to human rights, reflecting
on the Brazilian participation in this type of international military
operation. In chapter 7, “Interoperability among Brazilian Armed
Forces,” the issue of joint operations from a cultural perspective was
analyzed, seeking to better understand the multidimensionality of
the concept of aerospace power. Chapter 8, “Geopolitics, Culture, and
Law;” discussed the role of aerospace power in the face of geopolitical
tensions of the capitalist triad inspired by Locke and the multipolar
world reflected in Kant’s ideas. In chapter 9, “Aerospace Geopolitics,”
the geopolitical relevance of the aerospace environment was analyzed
through geographic evidence and political, economic, technological,
and ideological variables.

Part 3, Aerospace Logistics and Economics, addressed issues that
impact the aerospace industry, the scientific and technological com-
plex, and the sustainability of aerospace power. Chapter 10, “Logistics
Principles and the Axioms of Combat,” discussed logistics, resonat-
ing on postulates of combat theory and semantic theory. Chapter 11,
“Offset Practice as a Public Policy;” analyzed offset practices made
feasible in the FAB’s purchase processes abroad from the perspective
of the aerospace economy. In chapter 12, “Transfer of Technology in
Military Projects,” integration with strategic partners in the field of
technological development of aerospace weapon systems was studied
through the analysis of the A-Darter project.

This multidimensionality characteristic of aerospace power in
Brazil favors the more effective preparation and use of military power
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with a stake in achieving national objectives stipulated at the political
level. Of course, this way of addressing aerospace issues increases
their degree of complexity. The military strategy world, which wit-
nessed the insertion of airplanes in the phenomenon of war, today
cares about the growing militarization of outer space. The field of
economic and social relations features complexity. The disruption in
mobility of people resulting from the COVID-19 pandemic has
clearly demonstrated how dependent we are on air transport. The de-
mand for global connection, in real time, reinforces the reliance of
today’s society on space assets, therefore making it more interdepen-
dent and complex to understand our reality.

The main objective of this work was to aggregate interpretations of
how to understand the complexity of aerospace power. By passing
along important arguments defended by the authors—linked to the
Postgraduate Program in Aerospace Sciences (Programa de Pos-
Graduagao em Ciéncias Aeroespaciais, PPGCA) of the university of
the Brazilian air force—it is possible to foresee some challenges that
arise for the study of this interesting theme.

The integration between the scientific and technological complex
and the aerospace industry is a subject of great relevance. Embraer’s
C-390 Millennium project is a good starting point. Designed as a
multimission aircraft, it incorporates great mission flexibility (aero-
medical evacuation, search and rescue, firefighting, and humanitar-
ian assistance) and low operational cost. F-39 Gripen, a state-of-the-
art multimission fighter, reinforces the partnership between the
international (Saab) and the institutional (Embraer) for the develop-
ment of high-tech platforms, including data fusion, electronic war-
fare, network-centric warfare, intelligent digital cockpits, and a wide
range of weapon systems, including missiles beyond visual range.

Highly qualified human resources have been of major importance
for the growth of national technological capacities and is a subject of
great repercussion in PPGCA and in the FAB. The development of the
scramjet 14-X S seeks the Brazilian membership in the select group of
nations with hypersonic propulsion capacity, whose speed is more than
6,000 km/h. Similarly, the Link-BR2 Project aims at communicating, in
real time and in a safe way, between aerial vectors and command-and-
control stations, placing aircraft in shared situational awareness.

In the administrative field, themes that involve the improvement
of internal processes, like management and governance practices, are
highlighted. These themes are driven by recent structural changes in
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the Air Force Command, which stimulate military transformation
movements (also known as a revolution in military affairs) observed
in several countries with significant aerospace capability.

One of these movements reinforced space activities as the respon-
sibility of the national aerospace power. The New Space—a posture
that privileges independent entrepreneurial activity based on private
actors—testifies to the intensification of commercial space activities.
Alcantara Launch Center (Centro de Lancamento de Alcéntara,
CLA) opening for commercial activities through the technological
safeguard agreement with the United States, the public calls for com-
panies interested in making launches from the CLA, and Brazil’s re-
cent agreement to NASAs Artemis Accords are just the spearhead for
the country’s insertion in this reality.

In line with this reality of transformation, greater management ca-
pacity of the national space assets is intended. The implementation of
the space operations center already has brought significant results, as
in the tracking of the space object Atlas 2AS Centaur R/B. This initia-
tive is the first step toward the capability of situational awareness of
the spatial domain, relevant due to Brazil’s inclusion in an interna-
tional scenario of extreme strategic importance.

All these issues connected to outer space open the way for legal de-
bates, economic approaches, geopolitical integrations, and develop-
ment of military capabilities, topics of great relevance to Brazilian aero-
space power. It is expected that, after reading this work, the reader has
understood the conception of aerospace power used in Brazil, in addi-
tion to facing the most exciting challenges against it. For this reason,
this conclusion does not end this work, but it should arouse interest in
aerospace power studies from a multidimensional, comprehensive per-
spective, the way it was inserted in Brazil since its origin.
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