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CASI's mission is to advance the understanding of the strategy, doctrine, operating concepts,
capabilities, personnel, training, organization, of China’s aerospace forces and the civilian and
commercial infrastructure that supports them.

CASI supports the Secretary, Chief of Staff of the Air Force, the Chief of Space Operations,
and other senior Air and Space leaders. CASI provides expert research and analysis supporting
decision and policy makers in the Department of Defense (DoD) and across the U.S.
government. CASI can support the full range of units and organizations across the United States
Air Force (USAF), U.S. Space Force (USSF), and the DoD. CASI accomplishes its mission
through conducting the following activities:

e CASI primarily conducts open-source native-language research supporting its five main
topic areas.

e CASI conducts conferences, workshops, roundtables, subject matter expert panels, and
senior leader discussions to further its mission. CASI personnel attend such events,
government, academic, and public, in support of its research and outreach efforts.

e CASI publishes research findings and papers, journal articles, monographs, and edited
volumes for both public and government-only distribution as appropriate.

e CASI establishes and maintains institutional relationships with organizations and
institutions in the People’s Liberation Army (PLA), the People’s Republic of China
(PRC) writ large, and with partners and allies involved in the region.

e CASI maintains the ability to support senior leaders and policy decision makers across
the full spectrum of topics and projects at all levels, related to Chinese aerospace.

CASI supports the DoD and the broader China research community by providing high quality,
unclassified research on Chinese aerospace developments in the context of U.S. strategic
imperatives in the Asia-Pacific region. Primarily focused on China’s Military Air, Space, and
Missile Forces, CASI capitalizes on publicly available native language resources to gain insights
as to how the Chinese speak to and among one another on these topics.
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ABSTRACT

Manned/unmanned teaming techniques and swarm tactics are an increasingly visible aspect
of the People’s Liberation Army’s (PLA) military modernization effort, with even the slightest
hints of operationalization within the PLA’s various arms attracting considerable Western media
attention. Indeed, the PLA and its research, development, and acquisition (RDA) apparatus are
keen to adopt these advanced techniques and technologies as part of efforts to transform the PLA
from “a human-centric fighting force with unmanned systems in support, to a force centered on
unmanned systems with humans in support” (“A N AT BN 1 “EANAE. HAHN
#).1 Butareview of publicly available sources ranging from authoritative PLA texts to unofficial
blogs suggests that the PLA’s thinking on manned/unmanned teaming and swarm tactics is still
evolving and its development, adoption, and deployment of these tactics and technologies remains
uneven or even unverified in practice.

This paper describes how the PLA is approaching the use of unmanned aerial systems
(UAS) swarms and manned/unmanned teaming (MUM-T) in three main parts. The first surveys
several strategic documents informing the PLA’s development of swarm tactics and MUM-T
techniques, including force modernization priorities and dilemmas surrounding autonomy and
command and control. Next, the paper describes the PLA’s efforts to operationalize swarm tactics
and MUM-T techniques, highlighting both the operations research and technical work that PLA
researchers and China’s defense-industrial base are undertaking to harness these techniques and
precipitate transformation of PLA airpower. Finally, the paper concludes by summarizing the
variety of challenges articulated by PLA researchers regarding the successful use of swarm tactics
and MUM-T techniques in a conflict and assesses several prospects and trajectories for the PLA’s
future use of swarms and MUM-T techniques in future combat.
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KEY FINDINGS

e The PLA’s development and adoption of unmanned aerial vehicles (UAV) swarm tactics
are comparatively more mature than its work on MUM-T techniques. The technological
advances and operational thought supporting the PLA’s use of swarm tactics appear
comparatively more mature than the PLA’s progress in MUM-T techniques and
technologies, and the PLA has apparently employed swarm tactics in exercises. MUM-T
techniques are ambitious in theory and potentially advanced in experimental prototypes,
but remain rudimentary in practice.

e “Mothership” concepts are popular within the PLA’s ecosystem for developing
operational thought for both MUM-T and swarm operations. Larger manned and
unmanned vehicles or aircraft can serve as “arsenal ships” to extend range and potentially
recover smaller UAVs deployed in large numbers.

e PLA researchers stress the importance of stealth, numbers, and timing in swarm
operations, and view these qualities as especially useful for laying ambushes and staging
sequential or adaptive attacks on targets.

e China’s defense industry has developed numerous prototypes and demonstrators for
swarm and MUM-T technologies, including some that make extensive use of artificial
intelligence. There is no public evidence, however, that any of these prototypes or
demonstrators have reached full operational status with line units in the PLA.

e The PLA has already begun using UAV swarms for battlefield reconnaissance in
exercises but is still experimenting with roles for using UAVSs together with manned
aircraft.
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THE PLA’S STRATEGIC CONTEXT FOR SWARM TACTICS AND MANNED/UNMANNED
TEAMING TECHNIQUES

The PLA views the employment of unmanned systems as a strategic imperative but is
apparently still settling on exactly how to employ swarm tactics and MUM-T techniques in
unmanned warfare. This is evident from high-level PLA strategic writings, such as textbooks and
authoritative pronouncements of the PLA’s strategic priorities, which laud the advent of unmanned
warfare but do not articulate any specific details about the use, value, or complications of swarm
tactics or MUM-T techniques. This is unsurprising and suggests the PLA prefers to let the relevant
technologies mature more fully before settling on strategic integration and the tactics of
employment.

Among the most glaring illustrations of this contrast, for instance, is the full-throated
embrace of unmanned warfare in PLA texts like the 2013 and 2020 editions of the Science of
Military Strategy juxtaposed with the complete absence in these texts of any discussion of the
autonomy required for effective command and control in unmanned warfare. Instead, discussions
of the latter are left to PLA academic journals and technical research that do not bear the same
imprimatur of authoritativeness but have more license to push the boundaries of novel discussion.
This contrast will be addressed in the following sections, covering the stature of unmanned systems
in the PLA’s modernization effort as a reflection of authoritative consensus as well as less
authoritative writings on autonomy and its implications for command and control.

UNMANNED SYSTEMS IN THE PLA’S BREAKNECK MODERNIZATION EFFORT

Some of the earliest publicly available technical writings on UAS swarm tactics and MUM-
T techniques appeared in 2003, well before the PLA had entered its self-defined era of
intelligentized warfare around 2019.2 Often authored by watchers of the US military within
China’s defense industry, many of these writings were likely inspired by early observations of U.S.
military developments, with little in the way of corresponding PLA development. Though
unmanned systems were referenced in early PLA works like The Science of Campaigns, it was
some time before the PLA began to incorporate these systems into high-level military thinking at
the level of consensus and enthusiasm seen today.?

The PLA may have been slow to realize the value of unmanned systems but has since
compensated for its tardiness by embracing unmanned systems as a strategic modernization
priority. As the PLA embarked upon an ambitious modernization effort, first precipitated by
observations of the 1991 Persian Gulf War, authoritative texts like the 2013 Science of Military
Strategy continued to shape the PLA’s modernization trajectory.* Among other assertions about
the state of modern warfare and how the PLA should adapt, the volume argues that future warfare
will increasingly be defined by long-range (to include reaching the Second Island Chain), “remote
combat,” high-precision, and highly-networked combat operations, and characterizes future
warfare as an increasingly unmanned, silent, and intangible (Tt A\, Jo/=, /) contest between
unmanned systems featuring intelligent technology employed on land, at sea, in air, and in space.
Unmanned, potentially low-observable, and silent systems are expected to be “massively
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employed” on future battlefields. © These expressions signaled the unmistakable arrival of
unmanned warfare among the PLA’s foremost scholars of military doctrine.

Many of the views on unmanned systems articulated in the 2013 Science of Military
Strategy are echoed in other authoritative expressions of Chinese military strategy, suggesting
consensus regarding their importance in future warfare. Contemporaneous strategy documents like
the 2015 defense white paper proclaimed that “long-range, precise, smart, stealthy, and unmanned
weapons are becoming increasingly sophisticated,”® while later writings like the 2019 defense
white paper again note a “prevailing trend to develop long-range precision, intelligent, stealthy or
unmanned weaponry and equipment.”® The 2020 Science of Military Strategy devotes significant
attention to “intelligent unmanned systems,” citing their extensive use in recent conflicts and their
potential for altering the basic nature of warfare. Specifically, it discusses intelligent unmanned
systems in the role of military intelligence and the intelligence domain overall, calling for systems
with “excellent technical and tactical performance, long continuous working hours...greatly
shortened training period, and low overall cost,” as well as improved combat effectiveness.? The
overall importance of unmanned systems has captured the attention of Xi Jinping, who noted the
rapid proliferation of unmanned combat systems and their outsized impact on warfare during a
2020 visit to the PLA Air Force Aviation University, and whom the PLA reportedly briefed on
development and applications of unmanned combat forces during a highly choreographed 2024
gathering of the National People’s Congress and the Chinese People’s Political Consultative
Congress.*!

Despite this apparent consensus on the importance of unmanned systems in warfare, the
PLA is still determining how to employ MUM-T and swarm tactics. However, a cross-section of
authoritative documents like defense white papers and the various editions of the Science of
Military Strategy reveals the modernization and operational priorities likely to shape the PLA’s
approach to swarm tactics and MUM-T techniques.

China’s defense white papers and editions of the Science of Military Strategy describe key
missions and ambitious modernization priorities that swarm tactics and MUM-T are likely being
developed to support. The 2015 defense white paper called for the PLA Air Force to improve its
capabilities across seven main areas, listed in Figure 1.12 These priorities were repeated in the 2019
defense white paper, and the 2020 edition of the Science of Military Strategy echoes several of
these modernization priorities, specifically airborne early warning, offensive air, air defense and
missile defense, airdrop delivery, and base support capability, potentially indicating future support
roles for swarms and MUM-T 1314

PLA CoNcCEPTS OF UAV SWARMS AND MANNED/UNMANNED TEAMING 8



PLA Air Force Modernization Priorities . Beyond  these broad modernization
from the 2015 Defense White Paper priorities, any concrete development _ and

) ) ing (ks ) erpplo_yment of swarm and MUM-T techniques
St_rateg_lc eaLIy warning ( will likely be undertaken in support of the

- Alrstrike (5 14T ih) combat operations identified in credible PLA
- Airand missile defense (I %) writings. The 2020 Science of Military Strategy,
- Information countermeasures ({5 /&% | for instance, identifies a variety of combat
7t) operations that swarm and MUM-T technologies

- Airborne operations (75 [£4E 1) may be applied to, including strategic operations
- Strategic projection (fI& #i%) like reconnaissance and early warning, strategic
- Comprehensive support (%5 & (R ) and operational airlift, assault, counter-air attack,
and blockade operations, as well as border

defense, island operations, sea maneuver
operations, cyber-electromagnetic warfare, and
psychological, public opinion, and legal warfare, otherwise known as the Three Warfares. 1
Although swarms are only broadly addressed and MUM-T techniques are not discussed at all in
these writings, these technologies will likely be employed in support of each of these missions and
some of the PLA’s previously discussed technological ambitions to varying degrees. 16

Figure 1: PLAAF Modernization Priorities

GRAPPLING WITH AUTONOMY AND COMMAND AND CONTROL ARCHITECTURES

Despite the inclusion of emerging unmanned technologies in high-level PLA strategic
discourse and authoritative expressions of force modernization priorities, these writings largely
ignore strategic considerations surrounding autonomy and command and control. Instead,
discussions on the most important prerequisite for successful swarm and MUM-T techniques are
left to PLA scholars and operations researchers writing in somewhat less authoritative fora,
suggesting that the PLA continues to wrestle with the strategic implications of autonomy and
command and control architectures in future unmanned warfare. Drawn from writings in China
Military Science, PLA Daily, and PLA research papers, the following section illustrates the PLA’s
exploration of and uncertainty regarding autonomy in its approach to swarm and MUM-T
techniques. While some of these writings are more than six years old and are unlikely to represent
the cutting edge of PLA thought on this fast-developing subject, they offer a useful snapshot of
the overall contours of the PLA’s views on autonomy and its role in unmanned aerial warfare.

Conceiving of Autonomy in Unmanned Warfare

Though few authoritative PLA writings explicitly address the strategic implications of
autonomy in swarm and MUM-T operations, some have attempted to group UAS operations along
a spectrum ranging from human-controlled operations to full autonomy. One 2023 assessment
characterized “human-machine coordinated operations” ( A#1 ¥ [FI{E &%) as the second of a three-
step evolution in unmanned autonomy and human-machine interaction in warfare and the current
norm in informationized, intelligentized operations, summarized in Figure 2.1” Swarm operations,
which rely heavily on higher machine autonomy, are likely grouped in the third stage of this
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evolution and are regarded as somewhat less mature or less frequently applied in contemporary
intelligentized warfare.

Autonomous machine
operations

Human-machine
coordinated operations

Human-operated
machine operations

(NRPHLRREEK) (AL REEER) (=% B E1EK)

Figure 2: Three types of human-machine interaction in warfare'®

This sequential description of autonomy in warfare is unsurprising given the PLA’s
longstanding emphasis on human-machine interplay. Manned/unmanned teaming is a
manifestation of a broader effort to better incorporate machines and the information they provide,
process, and require into the PLA’s way of war. Where terms like “human-machine integration”
(AWL454) and “human-machine fusion” (A#/LF# %) describe human interaction with command
information systems entering service with the PLA and typically revolve around command
decision-making dynamics, related but distinct terms like “human-machine coordination” (AL
PrH]) increasingly refer to a wide spectrum of efforts to use all manner of manned and unmanned
platforms in multiple domains together on the battlefield.*°

Nearly all the concepts of operation described in PLA academic literature straddle a middle
ground between contemporary human-controlled UAV operations and fully-autonomous UAV
operations. In these “human-on-the-loop” (A7E¥4 ) operations—detailed in Table 1—humans
“intervene” to supply autonomous UAVs with critical decision input on matters such as kinetic
strike execution, while unmanned systems wield their sensing and computing power and
communications datalinks to supply the humans with timely and sufficient information to make
their intervening command decisions.?° Broadly speaking, many PLA researchers writing on the
topic expect MUM-T techniques and swarms to evolve into a significant force multiplier, while
also acknowledging the challenges wrought by increased mission planning complexity when
adding these capabilities into an overall campaign.?*

Level of UAV | Distinguishing

Autonomy Characteristics REMELE
Current norm for UAV

Human-in-the-loop Low tj Ar?llj ?n(;%r:glei%gfen;?r:{fgl operations
ONEZED) y y

UAVs have modicum of Human intervention

autonomy and can act necessary to execute
Human-on-the-loop Medium according to pre-defined kinetic strikes and to
(NTEXR L) instructions, with human avoid collisions

intervention when necessary
UAVs autonomously
understand and execute

. . combat tasks according to
Human-outside-the-loop (A | High their understanding of

FEHAE) command intentions

Table 1: Categories of UAV operations®

PLA CoNcePTS oF UAV SWARMS AND MANNED/UNMANNED TEAMING 10



Command and Control Architectures

The complexities and myriad vagaries of mission planning are obvious motivations for the
PLA to explore alternative command and control architectures, even if the results of this
exploratory work have not extended far beyond the theoretical categorizations described above.
While PLA scholars and operations researchers attempt a broader grasp of autonomy in unmanned
operations, experimentation with command and control architectures are typically the province of
technical researchers within both the PLA and China’s defense industry.

Work from U.S. scholars offers a comparative lens for interpreting PLA developments in
unmanned command and control. While not explicitly used by PLA engineers and researchers,
Paul Scharre’s four models of unmanned command and control offer a framework for comparing
PLA developments in command-and-control architectures for swarm tactics and MUM-T

techniques, summarized in the table below.>

Definition and Features

Assessment

Centralized coordination

Each UAV is a sensor or strike
platform, but all data collected from
each UAV is funneled back to a
centralized node and all commands
are directed from that node to each
UAYV individually.

Likely present state of PLA
developments in command-and-
control architectures.

Hierarchical coordination

Layers of UAVs divide
responsibility of what would
otherwise be centralized
coordination. One node (mothership
or ground station) controls a
designated number of UAVs, and
those UAVs control a number of
smaller “slave” UAVs.

Closely resembles “mothership
warfare” described in PLA writings
and is a popular model within PLA
swarm patent applications. Is also
discussed for MUM-T and multi-
domain operations.?*

Coordination by consensus

Typically involves each UAV
acting as a sensor while
continuously broadcasting collected
data to whole swarm formation,
which categorizes the data and
sends further tasking to each UAV
based on location and capabilities.

Among the most prolific model
discussed in PLA-affiliated
patents.?

Emergent coordination

Resembles how swarms operate in
nature (e.g. schools of fish or flocks
of birds). Each UAV reacts only to
nearest swarm mates and relies on
“digital pheromones” or similar
messages to neighbors to reduce
redundant effort and yield faster,
more efficient solutions.

Found in PLA-affiliated patents
addressing pathfinding, navigation,
and target tracking solutions, but
likely among the least prolific
models discussed.?

Table 2: Assessment of PLA Approaches to Unmanned Command and Control

In a sign that the PLA is still settling on the details of command and control for unmanned
systems, PLA-affiliated technology research on swarm tactics appeared to address all four models,
while PLA writings on MUM-T surveyed for this paper only addressed the centralized
coordination and hierarchical coordination models. Even so, coordination by consensus could also
potentially lend itself future to MUM-T operations. This model may similarly provide the “human-
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on-the-loop” decision-making ability the PLA is more comfortable with, while also allowing for a
greater amount of autonomy in big data analysis.?” These models could also potentially extend to
a broader network of manned and other-domain assets.
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OPERATIONALIZING SWARM TACTICS AND MANNED/UNMANNED TEAMING
TECHNIQUES

Beyond what is broadly discussed in PLA strategic writings, other texts lay out the
operational priorities guiding the development and employment of swarm tactics and MUM-T
techniques. Prominent PLA publications like China Military Science (" [E % 2 F}2%) and PLA

Daily (f# Z ) provide valuable insight into informed, high-level PLA discussion on military
thought, and while they are perhaps not as authoritative as the Science of Military Strategy or
defense white papers, they offer substantially more detail on how the PLA intends to apply swarm
tactics and MUM-T techniques in unmanned warfare. Selected articles from PLA Daily round out
the boundaries of discussion on swarm tactics and MUM-T techniques within the PLA.

PLA researchers writing in these venues have eyed several specific missions for unmanned
aerial vehicles for which MUM-T and swarm techniques may be applied. Among various
formulations, one researcher identified broad mission types for unmanned aerial vehicles: ISR,
precision-guided strikes, communications relay, electronic warfare, and battlefield support and
logistics, all of which can theoretically extend to swarm and MUM-T employment, and most of
which are echoed in additional writings.?® A PLA colonel further identified four broad types of
UAYV applications in contemporary and future warfare, illustrated below in Table 1.2° The first
encompasses MUM-T techniques, the third addresses swarm operations, and the fourth could
potentially represent a hybrid MUM-T construct that employs swarms as its unmanned
component.3°

Key Features Author Remarks

Vehicle sensor and situational

Hybrid grouping, agile,
interactive human-machine
coordinative operations

(AL [ A %)

awareness, coordinated task
assignment and route planning,
formation flight and tracking
control

Currently under development

“Lone eagle” operations

(A A 5 A i)

Reliant upon high-endurance
UAVs, satellite
communications/datalinks, and
precision-guided munitions, with
controllers in the rear

Primary present-day use of UAVs

Autonomous swarm operations

(e B B U

Simple individual units, numerical
superiority, decentralized control,
limited contact between units, and
group-derived intelligence

“Main mode for future intelligent
drone operations”

Multi-modal integrated
operations

(A R IBsh A %)

Multi-capable combat ecosystem
(A )% with UAVSs deployed in
different modes by troops at all
levels of command, with long-
range and close-in coverage and
diverse capabilities

To be fully integrated into a joint
force and joint combat ecosystem

Table 3: Main forms of unmanned warfare¥
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Further, among a variety of different possible operational applications, one PLA researcher
grouped possible concepts of operation into three different types of swarm warfare.® The first of
these, termed “goose flock warfare” (e #£15%), proposes that swarms comprised of multi-functional
UAVs could carry out a sequence of activities, including reconnaissance, electronic warfare, and
kinetic strikes against all manner of targets, that would ultimately yield the desired cumulative
operational effect. A second concept of operations dubbed “bee swarm warfare” (##£5%) would
employ decentralized, coordinated, autonomous saturation attacks against pre-determined targets,
relying on numerical superiority to overwhelm an opponent. The idea of overwhelming an
adversary and saturating the battlespace with aerial swarms is echoed by other authors in PLA
Daily articles as well.34 3

A final model styled “mothership warfare” (M{Ef%) would blend the UAV swarms with
manned platforms acting as arsenal aircraft or ships to achieve UAV cluster coverage over a larger
geographic area for all manner of missions.3® Researchers have also noted that the mothership
construct could be advantageous in allowing data processing, analysis, and decision making to be
offloaded to larger platforms with more computing power, allowing the smaller, more numerous
drones to focus on data collection as well as extending these assets’ operating area.®’ This idea is
complementary to the previously mentioned researcher’s idea of “hybrid grouping.”

Main Applications Key Features
Multi-functional grouping of UAVs
“Goose Flock Warfare” Sequential, cumulative strikes with multiple mission types
(EHER)
“Bee Swarm Warfare” Saturation strikes on fixed or pre- Dense numerical superiority
L determined targets

(521309

UAYV cluster coverage over larger Arsenal aircraft/ships, retrievable
“Mothership Warfare” area 9 9 UAVs
(LK)

Table 4: Types of unmanned swarm warfare®

“A GROUP OF FOOLS GENERATE WISDOM” — PLA WRITINGS ON SWARMS

PLA researchers are attempting to exploit broad characteristics such as small UAV size,
large numbers, and low electromagnetic profile in their swarm employment technigues. Beyond
the three applications of swarm warfare described previously, other concepts of operations for
swarms are also under discussion. One PLA researcher describes a concept that exploits the small
individual vehicle size and easy dispersal of UAV swarms to spring ambushes. In this model, small
UAVs could be covertly infiltrated into a contested area either by themselves or through another
platform and quickly assembled to generate a sudden, unexpected amassing of kinetic combat
power for anti-ship, ground strike, air defense, and anti-submarine missions. This concept would
rely heavily on quietly “pre-infiltrating” a strategically important area before combat begins, and
making use of self-repairing communications and coordination capabilities to remain a persistent
and evolving threat in the area even after an initial ambush was sprung.3®

PLA researchers are especially optimistic about the prospects and utility of swarm
operations. UAV swarms can offer “full area coverage” with close-in reconnaissance, especially
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in complex urban terrain where object clutter might stymie other sensor platforms.4? PLA
researchers have noted that swarms may be useful in extending the edge of a cloud computing
network, allowing sensors to penetrate deep into adversary weapons engagement zones (WEZ)
while protecting larger and more valuable assets.** This utility has also been borne out in some
technical research on UAV support to air defense systems; where UAVs carrying early warning
radars are used in conjunction with ground-based air defense weapon systems to conduct long-
range early warning detection of low, slow, and small targets in directions with greater terrain
obstruction, increasing the detection distance and providing more time for command decisions and
fire interception.*?

In an offensive context, UAV swarms are thought to impose significant costs upon
defenders while remaining low-cost, even as these operations would conceivably require large
numbers of UAVs to maximize their effectiveness.*® For both of these mission types, the small
size of the individual UAVs and the large numbers used in unmanned swarm operations contribute
to the oft-repeated PLA belief that swarm operations are the “main mode for future intelligent
unmanned operations.”

The small size of individual UAVs in swarm operations is a favorite topic of PLA
researchers and officers studying unmanned warfare. Several argue that small size confers stealth
and surprise applicable to various wartime applications, including precision strikes against enemy
C4ISR infrastructure that is likely to be well-hidden or well-defended.** Small size allows for
dispersal and wide distribution of combat assets that can ensure the rapid and discreet generation
of combat power when needed even in heavily surveilled theaters of combat.*®

PLA researchers attribute many of the perceived advantages of swarm tactics to the weight
of numbers. The large numbers of vehicles used in UAV swarms are thought to confer significant
battlefield advantage, especially for saturation attacks on an enemy where it might be beneficial to
disperse combat power to a larger number of relatively disposable, low-cost, less-sophisticated
platforms.*6 Large numbers are also thought to make UAV swarms more survivable as a defender
would have difficulty detecting and tracking individual UAVs at a level sufficient to sustain a
defensive firing solution.*’

Others note the psychological impact of large numbers of autonomous UAVs operating in
swarms, arguing that these large numbers and their effectiveness in penetrating air defenses to
strike key command posts, weapons systems, and logistics nodes can strike fear in the hearts of
the enemy and weaken their fighting resolve.*® Further, PLA researchers have noted the potential
for increase in operational diversity and integration across domains in a joint environment; rather
than relying on a small number of exquisite platforms, commanders and war planners may focus
on the high efficiency of a combat system as a whole.*®

Technological features underlying the distributed nature of UAV swarms are also thought
to make them ideal for operating in degraded or disrupted electromagnetic environments and for
carrying out electronic warfare operations themselves. Through the potential for increased
autonomy in sensing equipment and independent analysis, a swarm or MUM-T system can operate
in contested domains by offloading tasks and analysis to assets in less degraded areas,®® while
others may provide navigation data from drones recovering from a GNSS degraded area.®! Citing
U.S. military research, one PLA researcher argues that UAV swarms can operate in highly
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degraded electromagnetic environments because they only require a small window of spectrum for
mutual communication, with autonomous coordination making up for any shortfalls or disruptions
in communications ability.%? Should these axioms be borne out by technological research and
development, PLA researchers anticipate that jamming-resilient or -resistant UAV swarms could
be employed for SEAD or other electronic warfare missions with particular effectiveness. Some
of this has made its way into more technical research work.

“A SYMBIOTIC FORCE MULTIPLIER” — MANNED /UNMANNED TEAMING IN PLA WRITINGS

Much of the discussion within PLA academia regarding potential operational use of MUM-
T techniques in unmanned warfare is focused on improving the survivability and strike
effectiveness of manned platforms. One summary describes three main ways to use MUM-T
techniques, all of which evince an abiding concern for survivability. In the first, the unmanned
platform “points” at targets with sophisticated ISR equipment and the manned platform “fights”
with long-range munitions. This allows the manned asset to stay beyond an enemy WEZ, while
the smaller, less observable UAV locates the target, presumably undetected. In the second, the
unmanned platform “kicks in the door” and the manned platform follows on to substantively break
the enemy. This tactic would likely be employed by using the UAV to degrade or destroy the
enemy’s ability to locate and track the manned asset, either by kinetically or electromagnetically
striking a target tracking radar. In a third, unmanned platforms carry out reconnaissance, decoy,
attack, and escort missions for the manned platforms that serve as the core of the formation,
carrying out command and decision-making activities.53

Although not as prolific as swarm discussions, MUM-T techniques and swarm tactics
feature prominently in PLA academic writings. Nested within and descended from PLA thought
on human-machine interaction, MUM-T techniques are considered to be especially applicable to
UAV employment because of the symbiotic nature of the human-machine team. One PLA
researcher argues that present-day UAVSs are not actually unmanned, but rather have simply
physically separated machine from person, rendering MUM-T techniques an ideal coupling of
“human creativity and thought and machine accuracy and [information processing] speed.”%*

This thinking is echoed in other writings that discuss merely using manned systems to
control UAV swarms, increasing their diversity, lethality, resilience, elasticity, and responsiveness,
but not necessarily delegating significant autonomy to the UAVs themselves. > Others have
expounded on this reasoning, noting that MUM-T techniques bring the best of both manned and
unmanned capabilities to any use of UAVs. Where humans have “combat experience, intuition,
inspiration, initiative, and the art of command, unmanned systems have fewer environmental
restrictions, lower cost, no fear of casualties, and the ability to close in on a target.”>®

PLA operational thought on MUM-T techniques coalesces around two main concepts of
operations. In the first, PLA researchers broadly conceive of the manned elements in a MUM-T
operation as the command element, making certain operational decisions and executing “command
by intervention” over nearby unmanned elements.®” Manned command elements intervene when
necessary in the operations of UAVs from the relative safety of the rear, while unmanned elements
act as the main combatant force. This model lends itself to a number of variations: In one
permutation, the unmanned systems bring various payloads ranging from reconnaissance to
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electronic warfare to kinetic munitions into the combat area—somewhat echoing the “Goose Flock
Warfare” described above—while the manned elements monitor for opportunities and risks from
outside the combat zone. In a second permutation, unmanned systems undertake reconnaissance
and electronic warfare missions with the corresponding payloads, while manned platforms follow
up with kinetic strike missions, similar to the idea of “kicking in the door.” A third permutation
envisions unmanned systems carrying kinetic payloads, while manned systems carry out
reconnaissance and command missions from outside the combat area, all designed to increase the
survivability of manned assets. %8

PLA researchers are also beginning to explore more explicit uses of MUM-T techniques
for specific missions. In one 2022 example, researchers associated with the Department of
Combined Tactics at the Air Force Command College and the National Defense Science and
Technology Key Laboratory of Weapons and Equipment Systems outlined many potential
operational missions for MUM-T employment:>°

e Challenging stealth aircraft like the F-22, F-35, or B-2 by using a UAV to detect a
stealth aircraft ahead of manned/ground platforms and then sending the information
to the manned/ground platforms for contact;

e Using a manned asset operating from a safe distance to provide target data to an
unmanned asset to execute at closer range;

e Using a UAV as a forward relay guidance for air-to-air missiles, allowing the manned
asset to peel off without entering the WEZ;

e Striking high-value air targets where the manned aircraft commands and controls
UAVs to move forward to increase the effective range of the manned aircraft’s ability
to find, fix, track, and target;

e Suppressing adversary air defense networks, sending UAVs ahead to provide target
data to manned systems to eliminate enemy air defense systems;

e Using UAVs to continuously monitor target location and provide real-time updates to
manned platforms and/or other munitions;

e Using UAVSs to carry out deception missions to lure air defense systems into
attacking them while ignoring inbound munitions/manned platforms;

e Using unmanned systems for electronic warfare, sending UAVs ahead to jam and
provide reconnaissance and intermediate- and long-range jamming cover;

e Striking time-sensitive targets, using reconnaissance UAVS to track time-sensitive
targets over long periods of time and manned platforms to allocate targets to either
more agile unmanned systems or more plentiful munitions options among manned
aircraft.

The boundaries of MUM-T force employment debates have apparently expanded as the
PLA modernizes and technology matures. In 2022, for instance, some PLA theorists suggested
adding UAVs (presumably reconnaissance only) into the battlespace with manned aircraft to
increase the number of sensors providing data into a theoretical cloud environment.%° By 2024,
however, other contributors to the same publication were theorists discussing more ambitious
multi-modal integrated operations using a mixed manned/unmanned lethal network (%1% % 4%)
for systemic operations, relying on a diverse, hierarchical force package with aircraft (manned &

CHINA AEROSPACE STUDIES INSTITUTE 17



unmanned) at various altitudes, with various ranges and diverse capabilities from the tactical to
the strategic.®?

HYBRID USE OF SWARMS AND MUM-T TECHNIQUES

Many MUM-T concepts found in PLA literature are not exclusively designed for MUM-
T. Instead, many of these concepts emerge from a milieu where PLA researchers and theoreticians
discuss all manner of advanced concepts of operations for UAVSs. As a result, some of their
observations and the concepts that result are distinct but still closely related to swarm operations,
suggesting that the PLA could embrace hybrid employment of swarm tactics and MUM-T
techniques.

One frequently cited concept of operations leaves open the prospect of hybrid use of swarm
and MUM-T techniques. Termed “mothership warfare” (F{#£/%) by one PLA researcher, the
concept calls for large manned or unmanned systems to launch small unmanned systems into a
combat area from relative safety.5? Those studying this concept of operations depict it as a more
cost-effective alternative to the first concept and stress the recoverability of the UAVs used in this
scenario, though both disposable and recoverable UAVs could be employed.% Where possible,
UAVs with reconnaissance and electronic warfare payloads and missions should be recoverable,
while any small UAVs with kinetic strike missions should be considered disposable.®*
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RESEARCH, DEVELOPMENT, AND ACQUISITION

All of the previous concepts depend on a vast research, development, and acquisition (RDA)
ecosystem to supply the required technologies and platforms to the PLA. This section describes
some of the more prominent institutions, personnel, and efforts supporting the PLA’s development
of MUM-T techniques and swarm tactics.

In an example of technology determining tactics, technical work on swarm tactics and
MUM-T techniques long preceded the doctrinal development described above, with some of the
earliest research dating back to at least 2003 and 2004, well before the PLA had entered its self-
defined era of intelligentized warfare.® That technical work continues today: available evidence
indicates that the PLA and its research, development, and acquisition apparatus are pursuing both
of these techniques apace.

RESEARCH AREAS

Technical writings on UAV swarms address a wide range of topics, especially subjects that
could mitigate or resolve difficulties in implementing swarm tactics. Beyond identifying the realm
of the possible, swarm research is addressing the challenges earlier researchers and strategists have
identified regarding efficient UAV collaboration, balancing the need for power and data analytics
with bandwidth limitations and more developed payloads. While earlier papers still discuss the
key technologies required to make exquisite, collaborative swarms,® PLA and defense industry
research institutions are undertaking multi-faceted approaches to algorithm optimization,
especially for better spectrum management,®” more effective UAV task allocation solutions,%8
more cooperative reconnaissance, ® multi-mission collaboration, ° faster target detection and
tracking solutions,” and coordinated and collaborative attacks.’?

Many of these works emphasize using these swarms in highly dynamic, contested
operations, with complex geography and limited network resources.” For instance, one 2022
article covered many of these concepts, describing how a distributed swarm may be programmed
using a function of game theory to gather data in a scenario with unknown boundaries and find the
optimal solution in a spectrum-degraded environment. The study purports to even allow the swarm
to organize itself into subnetworks to best increase data transmission quality.”

Technical research on MUM-T concepts is similarly ambitious but somewhat less mature.
Like writings on swarm tactics, much of this work stresses operations in contested and degraded
environments in high-intensity conflict, but much of the literature appears exploratory in nature,
rather than focusing on optimization as is the case for swarm research.”™ Much of the publicly
available research from the PLA and the Chinese defense industrial base focuses on literature
reviews of technology required for MUM-T employment and evaluations of other countries’
MUM-T concepts, especially the U.S. Loyal Wingman program.’® Many of the more technical
writings on MUM-T concepts addressed task organization,’’ asset bandwidth scheduling, and
command and control constructs, ”® many of which discuss combining manned aircraft with
swarms.’® One such research paper suggests using a decision-making model for manned aircraft
combined with unmanned swarm teams using decision-making “stages” in a series of zero-sum
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games utilizing a non-complete strategy. Each stage is executed until a decision-making sequence
is generated. This is said to increase effectiveness when an opponent’s strategy is not completely
known, and when it is unknown how the opponent will respond to their information-constrained
environment. This research focuses on maneuverability of opponent aircraft and opponent missile
strikes in order to improve UAV swarm decision-making with incomplete information.&°

INSTITUTIONS PRODUCING RESEARCH AND PROTOTYPES

Judging by domestic research publication output, PLA academic institutions and
institutions associated with the PLA appear to be hotbeds of research and development for both
swarm tactics and MUM-T techniques. Much of the public academic funding for this RDA work
is civilian, though in several instances papers on swarm tactics and MUM-T techniques are funded
by national defense or PLA research funds.8! Several of the most prominent institutions publishing
research on swarms and MUM-T are noted in Table 4. Notably, while many academic institutions
and private companies across China have been prolific in producing research and patents on UAV
swarms, MUM-T and attempted technology is exclusively—though not surprisingly—associated
with the PLA and PLA-aligned institutions, and also far less prolific.8?
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Research Institutions Working on Swarm | Research Institutions Working on MUM-T
Tactics Techniques

e National University of Defense Technology ( e PLA Air Force Engineering University
PR ) (% T RF)

¢ Nanjing University of Aeronautics and e PLAN Auviation Engineering Academy
Astronautics (F 5T TR K2%) (B2 TR 2EFR)

e PLA Air Force Engineering University e Nanjing University of Aeronautics and
(FETFERE) Astronautics (B 5T MR K5

e Northwest Polytechnic University ¢ National University of Defense Technology (
(Padb Tl K 5) BTSN D)

e PLA Army Engineering University e Northwest Polytechnic University
(h N BT 2 5 TR R ) (P AL Tl K 2)

e PLA Naval Aviation University e CETC 28th Research Institute (7 [ 1, T FH%
(GRIESPNEN () b XS IR NE ) RN E A )\ RT)

e CETC 54th Research Institute (' & B 7R} % e CETC 20th Research Institute (4 & B8 TR} 4%
BRI 22 W58 T DY 5 ) € SEIPACE e I D)

e Beijing University of Aeronautics and e Nanchang Aeronautical University
Astronautics (J6 50T B K K2) (B B k)

e Nanjing University of Science and e PLA Army Engineering University
Technology (Fd &t 3 T. K %) (GREPNE i & W N )|

e PLA Academy of Military Sciences e Beijing Institute of Technology
(GRIESPNGN () &t i S ) (AbHEE TR %)

Table 5: Prominent Academic Research Institutions Studying MUM-T and Swarm Tactics®

FIELD TESTS

Beyond academic papers and publications, several of these institutions are conducting field
tests on UAV swarms to make them more effective on the battlefield.®* One prominent research
cluster at the National University of Defense Technology’s College of Intelligence Science and
Technology (% it Bl2% 2 5¢) is working to make UAV swarms more resistant to electronic
jamming that could disrupt the key vehicle-to-vehicle communications that keep the swarm
functional .® National University of Defense Technology electronic information instructor Xiang
Xiaojiaand his graduate student researchers have used a variety of simulation tools and flight tests
to develop algorithms that will make UAV swarms more resilient to electronic jamming.8 Other
professors at universities with strong defense ties have reportedly developed small tube-launched
UAVs that can launch from other UAVSs, potentially dramatically increasing the number of
vehicles in a UAV swarm at a moment’s notice, thereby complicating tracking for anti-UAV
defense systems.®’

Prototypes, Demonstrators, and Speculation

Though not necessarily as well-represented in academic publications, both the PLA and
the Chinese defense-industrial base supporting the PLA’s RDA efforts are also working on swarm
tactics and MUM-T techniques. Some of these institutions have demonstrated swarm and MUM-
T technologies with varying degrees of maturity and available public information.
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Western observers have speculated that the PLA is devoting considerable energy to
operational testing and evaluation for MUM-T platforms. In March 2021, several unofficial
Western observers reported that the Shenyang Aircraft Corporation was testing an artificial
intelligence algorithm named “Intelligent Victory” (£ ) aboard a J-16 fighter aircraft based on
rumors, an unoccupied backseat, and tail art with the characters for “intelligent victory.” &
Conjectures about PLA MUM-T testbeds arise frequently, but these occurrences could not be
verified with any publicly available sources in English or in Chinese at the time of writing.

Figure 3: J-16 testbed aircraft reportedly equipped with an artificial intelligence algorithm®®

MUM-T testing would likely occur under the auspices of the PLA Air Force’s Testing,
Experimentation, and Training Base (7% Z i 4 1)l £ 55 1), also known as Unit 95861.% The unit
claims prominent UAV test pilot Li Hao (Z57%) and Zhao Xu (%), regarded as China’s “father
of UAVs,” as members of the unit.®* Some of this testing may be occurring at Malan airbase, which
according to unofficial observers hosts PLAAF UAV training brigade Unit 95835 and in June 2021
displayed a Flanker fighter next to a series of other UAVs, prompting further speculation from
Western observers that the PLA was testing MUM-T techniques and technologies.®?
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The FH-97A (& i%-97A) is a more deliberately publicized example of the defense-
industrial base’s MUM-T aspirations. Reportedly developed by the Aerospace Era Feihong
Technology Company (M &< AX &+ AR A R A7), a subsidiary of China Aerospace Science
and Technology Corporation’s 9th Academy, 9th Design Department (- [E fii K FHHE R H R A
H 5L A B 56 L1 1), % the FH-97A is explicitly marketed as a “loyal wingman” and bears
a striking visual resemblance to Western counterparts like the XQ-58 Valkyrie.® Despite a high-
profile publicity campaign, there has been no public evidence suggesting the FH-97A has made
any actual flights, and certainly none suggesting deployment to PLA units.

Perhaps a more mature example of MUM-T development is the Sky Hawk (K J&).
Designed by the Hiwing Aviation General Equipment Company (¥ /& i 2= 8 F 2& % F IR 57
A]), a subsidiary of the China Aerospace Science and Industry Corporation’s (CASIC) 3rd
Academy, and tested by personnel from CASIC’s 159th Factory, the Sky Hawk allegedly first flew
in November 2017 after nearly four years of development, and made several appearances at
airshows before being prominently revealed again to the public in February 2024.% The Sky Hawk
team reportedly experienced significant difficulty in achieving long range flight with the
compromises made for the aircraft’s stealthy design, and was ultimately comprised of more than
80 percent new technology.®” The Sky Hawk’s chief designer Ma Hongzhong (2t &%) and head
of Hiwing confirmed in an interview with state media that the Sky Hawk had the capability to
coordinate with manned aircraft, but offered no further details.

Figure 5: Sky Hawk UAV's first flight in November 2017%°

While some institutions work on hardware components, others are working on the software
elements needed to accomplish MUM-T techniques. One example at a 2021 arms exhibition
suggested that the China Electronics Technology Group Corporation’s (CETC) 28™ Research
Institute had developed a flight simulator to demonstrate the utility of a “loyal wingman.” Part of

CHINA AEROSPACE STUDIES INSTITUTE 23



a display of an “air-to-air formation intelligent battle management and command-and-control
system” (7% FH 4 AR BEAE AR B 5 TR 4% 2 4t), the simulator reportedly was able to make
an assessment of a manned fighter aircraft’s relative standing when approached by an enemy
aircraft and dispatch a loyal wingman to draw incoming fire, thereby saving the manned aircraft
from destruction in an air-to-air battle.1%

CETC 28th Research Institute engineer and National Defense Key Laboratory ([ [ & 55
5236 %) project leader He Jiafan (3% 3% ¥%),191 who worked on the simulator and has published
other work on the utility of spatial-temporal graph convolutional neural networks in tactical
recognition of two-ship aircraft formations,'%? claimed that the simulator featured a domestically-
designed and configured combination of fuzzy-tree modeling based on a genetic algorithm (3%
WAL R) and deep reinforcement learning, and used extensive air combat training data to
generate options for the pilot and their unmanned loyal wingman. He’s description of the simulator
suggested the computation and the options were handled off board and then pushed to the manned
aircraft, as well as the loyal wingman.103

Ceawv 7
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Figure 6: Image of CETC 28th Research Institute MUM-T loyal wingman simulator screen, displaying assessment of enemy
intention, tactical recommendation, and several tactical maneuver options for the pilot*®*

Other Chinese defense conglomerates are also working on prototyping swarm technologies
and platforms. In October 2020, official Chinese sources reported that CETC’s China Academy of
Electronics and Information Technology (" [ FfE &} 4& 1 H1#L it ) had developed and tested a UAV
swarm with 200 fixed-wing drones launching from a truck-based tube launcher and by
helicopter.1% These systems apparently continue to proliferate within China’s defense industry:
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another truck-based UAV launcher was exhibited in November 2022 at the Zhuhai Airshow, this
time by China South Industries Group ([ f& 28 % £ 4 [4]). 106
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Figure 7: Test footage from October 2020 showing a swarm of loitering munitions rearranging aerial formation*®’

Use in Training and Exercise Activities

Despite a groundswell in public references to swarm or MUM-T techniques within both
the PLA and China’s defense-industrial base, there is little robust public evidence of operational
PLA units using swarm or MUM-T techniques outside the parameters of testing and evaluation.
Nevertheless, PLA sources claim that adoption and usage of UAVSs is continuing apace, including
one China Military Science article that claims “certain, definite breakthroughs in swarm tactics.” 1%
In November 2023, the PLA reported one of its combined arms brigades in the Eastern Theater
Command deployed drones for aerial reconnaissance to provide commanders with battlefield info
to formulate combat plans. However, the article did not include photographs of the drones used
and the photograph of the “reconnaissance team” was a picture of a ground element. It is unclear
if this employment could be considered a true “swarm,” but is more likely to be a handful of small
UAVs comparable to the US Department of Defense’s Group 1 and 2 classification, and are likely
not collaborative.'® The exact nature of these breakthroughs is unclear from publicly available
sources, partially because swarm tactics and MUM-T techniques can be difficult to verify.

Despite the scarcity of verifiable proof of MUM-T and swarm tactics, available evidence
suggests the PLA likely takes an expansive and somewhat rudimentary view of these techniques,
with simple or scripted operation and coordination between manned and unmanned systems in the
same geographic area counting as MUM-T experience. A December 2023 news segment
describing a pioneering application of MUM-T techniques with a J-16 and a GJ-2 UAV in the
Western Theater Command, for instance, suggested that the aircraft were operating together with
surface-to-air missile and radar units as part of a joint exercise. GJ-2 UAVs in the exercise
reportedly transmitted target information for an air-to-ground strike to the base control tower,
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which then ordered the J-16s to strike the target based on “uploaded” information. The report did
not make clear whether the UAVs uploaded target information directly to the J-16s, or if the J-16s
had any control over the UAVs in the area. Nevertheless, PLA media championed the drills as a
breakthrough that “helped break down the barriers between manned and unmanned operations.” %0

Of the various PLA services experimenting or training with MUM-T or swarm tactics, the
PLA ground forces appear to be the most prolific in official media reports. PLA Army forces in
the Eastern Theater Command have reportedly begun to use UAV swarms during exercises. New
equipment familiarization exercises in 2021 showed an Eastern Theater Command PLA Army
brigade flying small quadcopter UAVs in what appeared to be a swarm-like formation, with the
news segment claiming that the brigade was using these for battlefield reconnaissance. ! A well-
publicized July 2021 news report covering the 73rd Group Army’s 14th Amphibious Combined
Arms Brigade showed footage of 40-50 quadcopters in a swarm-like formation flying over a
coastal area, likely performing reconnaissance duties.*'? Other evidence suggests that PLA Army
aviation units have already begun to experiment with force structures incorporating unmanned
vehicles at company-grade level organizations, offering structural opportunities for these aviation
brigades to practice coordination with unmanned systems. In a rudimentary but still valid example
of this MUM-T implementation, an 80th Group Army attack helicopter brigade with an organic
UAYV company conducted manned/unmanned flight exercises where UAVs “painted” targets with
lasers for attack helicopters.!3
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IDENTIFIED CHALLENGES

Given the developmental nature of MUM-T techniques and swarm tactics both within the
PLA and its RDA apparatus, assessments of anticipated difficulties and problems in employing
these technologies in the PLA are commonplace. Many of these assessments describe problems
inherent to MUM-T techniques and swarm operations, as well as problems integrating these new
concepts into the PLA’s way of war.

DEFICIENCIES AND LIMITATIONS IN MANNED/UNMANNED TEAMING AND SWARM OPERATIONS

PLA academics recognize that even if fully matured, MUM-T techniques and swarm
operations are not a panacea. From an operations standpoint, MUM-T techniques and swarm
operations come with inherent difficulties related to command-and-control, demanding support
requirements, vexing cost concerns, and the possibility of human casualties.

PLA scholars have devoted considerable attention to the command-and-control difficulties
that may arise from any larger adoption or employment of MUM-T techniques or swarm
operations in combat. Researchers are skeptical that commanders will be able to effectively
monitor and manage manned and unmanned coordination at scale, and one noted that commanding
multiple unmanned systems in a fight “is very likely to cause chaos and even render it impossible
to complete combat missions.”*** The same researcher noted that autonomous swarm operations
would require a veritable reconstruction of command and control methods and even military
documents, with a corresponding emphasis on transforming human-readable command
information into machine-readable counterparts.'*®

Both MUM-T techniques and swarm operations were also criticized by PLA scholars for
their extensive and demanding support requirements. MUM-T formations are reliant on extensive
space-based communications and datalinks to transmit information between manned and
unmanned elements in a MUM-T formation, which might not be assured in a conflict, though using
UAVs as communication nodes has also been discussed to mitigate any dependency on space
assets.1® Others cautioned that because UAV swarms derive their combat effectiveness from
numerical superiority, UAV swarms could be used inefficiently if battle damage assessment was
inaccurate or slow to arrive. As a result, these swarms likely would demand more robust and
dynamic battle damage assessment capabilities than other applications of combat power might
require.!t’

For PLA academics, the manned component of MUM-T techniques brings along the
unavoidable prospect of human casualties in a mode of combat whose great promise was to
significantly reduce them. One PLA scholar expressed skepticism that any division of labor that
resulted in manned systems carrying out follow-up strike missions would be able to avoid human
casualties.!8

Cost considerations appear to be a vexing deficiency for swarm operations. One 2020
assessment claimed that large UAVs with suitable speed and payload were not cost-effective
enough for use in swarms, even though they were assessed to be more combat capable than their
small UAV counterparts. On the other hand, small, cost-effective UAVs were believed to be too
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slow to successfully penetrate enemy air defenses, and too limited in their payloads to be combat-
effective.*® Another 2023 article in China Military Science complained about the high absolute
cost of swarm tactics, especially if large numbers of swarming UAVs were paired with expensive
precision-tracking technologies or sensors.'?°

SHORTCOMINGS IN INTEGRATING SWARMS AND MUM-T TECHNIQUES

Beyond some of the more inherent problems associated with MUM-T techniques and
swarm operations, other broader deficiencies might impede effective integration of these
capabilities into the PLA’s unmanned force. Commonly cited shortcomings include insufficient
doctrinal and operational research, a lack of familiarity and training among the PLA’s UAV
operators, and an overly scripted command-and-control ecosystem.

PLA researchers have argued that the PLA’s doctrinal and operational research on UAVs
is lacking. A 2018 assessment called for deeper studies on MUM-T and swarm usage in particular
based on the development of specific payload capabilities, including ISR, data transmission, ECM,
and damage assessment payloads. A more concrete deficiency in integrating swarm and MUM-T
techniques was the apparent absence of authoritative outlines (4X %) or operational regulations (2%
4>) governing usage of UAVs at the operational level in 2018, to say nothing of research-based
prescriptions for more advanced swarm operations and MUM-T applications.?* Our research
could not definitively determine if these issues have been remedied. Although the PLA has almost
certainly conducted more doctrinal and operational research in the intervening years, some more
recent evidence suggests that not all of it has reached line UAV units, some of which were still
learning on the job in 2023.12?

Other problems that have hindered the PLA in the past include a lack of familiarity and
training within the force. PLA researchers decry a pervasive unfamiliarity with UAVs within the
force, noting that many troops “do not dare to use and do not know how to use” (NELH . A%
F) UAVs in their work.'?3 Other evidence suggests that command staff at PLA UAV units have
to write their own training and maintenance manuals after breaking in new equipment.?* As the
PLA continues to embrace unmanned warfare, some researchers called for more force-on-force
training and more simulation equipment to reach deployed units. > These issues could
significantly impede the PLA’s adoption of advanced UAV employment techniques if the PLA
has not resolved them since they were articulated six years ago.

Perhaps the most difficult and intractable are in the command-and-control ecosystem as
the PLA strives achieve “decentralization” in autonomous swarm operations and MUM-T
techniques.'?® These challenges include balancing payload size and its associated weight with data
processing capabilities and the need for smaller and smaller microchips, frequency crowding when
multiple assets are using the same frequency in the same battlespace, and the possibility that
electromagnetic interference affecting one asset may take down the entire network. In 2018, PLA
scholars acknowledged the need to develop command and control nodes that could handle multiple
UAV platforms at once, as well as a shift from static task planning in advance to real-time, dynamic,
autonomous control of UAVs.*?” By 2020, PLA academics writing on swarm and MUM-T
techniques opined that command-and-control methods would need to be completely overhauled,
upending existing command processes and rhythms to account for autonomous swarms and UAVSs.
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Other elements of the command-and-control cycle would also need revamping, down to the
reformatting of command directives from human-readable to machine-readable data.'?®
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CONCLUSION

Though neither is fully realized, the PLA’s operational thought surrounding UAV swarm
tactics and applications is likely more mature and more likely to be deployed in a near-term conflict
than MUM-T techniques. This may be due to an extensive research and development ecosystem
that is steadily developing more mature swarm technologies, as well as PLA observations about
the heavy use of small UAVs in the recent Russian invasion of Ukraine as well as more tactically
in Syria and Israel. In some instances, like the ones detailed in previous sections, the PLA has
apparently used UAV groups for reconnaissance during exercises. Even if potentially rudimentary,
these groups of UAVs may approximate some of the effects of swarm tactics on the PLA’s
expected future conflicts by virtue of comparative stealth, large numbers, and beneficial timing in
tactical employment.

For their part, MUM-T techniques are perceived as less of an advanced leap and are also
buttressed by technological advances from China’s defense industry, but counterintuitively few if
any of these technologies have reached the force and the PLA’s implementation of MUM-T
techniques are still rudimentary in practice. The PLA’s experimentation with MUM-T techniques
are likely focused first on operating manned aircraft alongside unmanned counterparts in various
scenarios, rather than deployment of a more autonomous “loyal wingman” in practice. Prototypes
and rumors of a “loyal wingman” abound, but there is likely some ways to go before the PLA
deploys these platforms to an operational unit.

Some concepts of operation are prolific across both swarm tactics and MUM-T techniques,
offering the PLA an opportunity to more rapidly develop closely integrated battlefield uses for
both. “Mothership” concepts, in which larger manned and unmanned vehicles or aircraft can serve
as “arsenal ships” to extend range and potentially recover smaller UAVs deployed in large
numbers, are popular within the PLA’s ecosystem for developing operational thought for both
MUM-T and swarm operations. PLA development and testing of these “mothership” concepts
warrants particular attention going forward.

Nevertheless, there is considerable potential for effective future PLA application of MUM-
T techniques and swarms in various tactical scenarios, if not operational or strategic ones. At the
tactical level, PLA units with existing command structures and mandates to fulfill support missions
like reconnaissance and close-air support could easily incorporate UAV swarms comprised of low-
cost, potentially off-the-shelf vehicles, without necessarily forcing substantial changes in
command-and-control dynamics. Additionally, these could be used in support of lower-intensity
conflict such as border security and psychological operations. The PLA is already adapting its
organization to account for these new technologies, incorporating more use of UAVs within
manned aircraft units of the same PLA service and integrating these tools and any concomitant
MUM-T or swarm techniques in an approach akin to combined arms integration rather than suffer
the difficulties of joint force integration.

Use of fully autonomous systems with theater-level or strategic effects, however, would
likely encounter more friction from a PLA chain of command that may still be unaccustomed to
the benefits and effects of more autonomous platforms. Though not conclusive evidence of
resistance to autonomy, the sources encountered for this paper stressed autonomy only within the
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scope of non-lethal uses of unmanned systems, namely ISR, targeting, and other enabling functions.
More clarity will emerge as swarms and MUM-T concepts are increasingly used in training,
exercises, and future operations, but given the dearth of publicly available evidence on the use of
these systems and the potential impact on PLA warfighting capabilities, autonomy in unmanned
combat techniques is another area worth special attention.

Finally, it is especially important to understand how China’s defense industry will help
develop these systems and associated tactics. China’s defense industry has developed numerous
prototypes and demonstrators for swarm and MUM-T technologies, including some that make
extensive use of artificial intelligence. There is no public evidence, however, that any of these
prototypes or demonstrators have reached full operational status with line units in the PLA.

Given that authoritative PLA documents stress the need for multi-domain and joint warfare,
more analysis is needed to assess how swarms and MUM-T will be integrated into larger
warfighting strategy. As the PLA’s thinking on MUM-T techniques and swarm tactics continues
to evolve, and as China’s defense industry and R&D apparatus continue to devote resources and
attention to these technologies, the PLA’s development, adoption, and deployment of these tactics
will continue apace.

Opinions, conclusions, and recommendations expressed or implied within are solely those of
the author(s) and do not necessarily represent the views of the Air University, the Department of
the Air Force, the Department of Defense, or any other U.S. government agency. Cleared for public
release: distribution unlimited.
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